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Foreword
Th e Standardized Equipment List (SEL) is provided to the responder community by the InterAgency 
Board for Equipment Standardization and Interoperability (IAB). Th e SEL has traditionally contained 
a list of generic equipment recommended by the IAB to local, state, and federal government organiza-
tions in preparing for and responding to all Weapons of Mass Destruction (WMD) events. However, 
this edition takes the fi rst steps in transitioning the SEL so that it applies to a broader, “all-hazards” 
environment, while maintaining an emphasis on WMD events. Th e inclusion of more than 50 new items 
in the area of swift water and contaminated water operations is representative of this eff ort.

Th e SEL is a guideline, and its use is voluntary. Th e SEL promotes interoperability and standardization 
across the response community at the local, state, and federal levels by off ering a standard reference and 
a common set of terminology. Th e IAB does not assume any liability for the performance of the equip-
ment items mentioned in the SEL.

Th e SEL is now issued twice each year to keep pace with maturing and emerging technologies. Th e 
Spring edition is printed and distributed in conjunction with the IAB Annual Report, and is also 
loaded online for interactive use (see Th e On-Line, Interactive SEL, below). Th e Fall edition is online 
only. Government organizations may present suggested changes at any time for consideration. 

Realignment with the DHS Authorized Equipment List

In the Fall 2004 (online) version of the SEL, the IAB accomplished a critical objective for the respond-
er community – it realigned the SEL structure with the Authorized Equipment List (AEL) produced 
by the DHS Offi  ce of State and Local Government Coordination & Preparedness. Originally a subset 
of the SEL, the AEL is the equipment purchase grant guidance for eleven major grant programs, 
including the entire DHS Homeland Security Grant Program (HSGP). Th is realignment was the fi rst 
step in a 3-year eff ort to align these lists as closely as possible, so that the responder community could 
easily obtain grant allowability information from DHS alongside the features and operating consider-
ation information contained in the SEL. 

Th is edition of the SEL is the culmination of that eff ort. DHS has adopted the numbering scheme 
used in the SEL and applied it throughout their AEL; now, corresponding items in the two lists will 
have identical numbers. In return, the IAB agreed to expand the number of sections in the SEL so 
that the section numbering of the two lists could also be identical. Th e fi rst 11 sections will remain the 
same, but the total Spring 2007 SEL will now comprise 21 sections, as follows: 
 1.   Personal Protective Equipment

 2.    Explosive Device Mitigation and Remediation Equipment

 3.    CBRNE Operational and Search & Rescue Equipment 

 4.   Information Technology

 5.   CyberSecurity Enhancement Equipment

 6.    Interoperable Communications Equipment

 7.   Detection

 8.   Decontamination

 9.   Medical

 10.  Power

 11.  CBRNE Reference Materials
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 12.  CBRNE Incident Response Vehicles

 13.  Terrorism Incident Prevention Equipment

 14.   Physical Security Enhancement Equipment

 15.  Inspection and Screening Systems

 16.  (reserved)

 17.   CBRNE Prevention and Response Watercraft

 18.  CBRNE Aviation Equipment

 19.  CBRNE Logistical Support Equipment

 20.  Intervention Equipment

 21.  Other Authorized Equipment

A description of each section is provided in the list. In addition, DHS has given the Responder 
Knowledge Base permission to implement an “integrated display” that combines elements from the 
two lists on the same page. Th is online presentation will be available to the entire emergency responder 
community. Th e IAB continues to work closely with the Department of Homeland Security’s Offi  ce 
of Grants and Training (G&T) to ensure the closest possible correlation between the two lists. 

SEL/AEL Numbering Scheme

Th e Spring 2007 SEL and the new DHS AEL utilize the numbering scheme introduced in the 2003 
SEL. Some individual items will have diff erent numbers this year, primarily due to improvements in 
category headings, but also due to the movement of items into new sections described above. 

Th is scheme allows the IAB to group SEL items into related sets, and is also used in the online 
interactive version of the SEL (see below). Th e format for SEL number is 99xx-88-yyyy, where

99    is the section number, from 01 through 99 (currently 01 through 11 are used)

xx     is the category. It is alphanumeric and unique within its section. For example, within 
Personal Protective Equipment, all items associated with the NFPA 1994 standard will 
have the category “CB”.

88    is the numeric subcategory. For example, within the Personal Protective Equipment Section, 
the NFPA 1994 Class 2 Ensemble has a subgroup code of “02”. Th is code may be set to “00” 
when not required.

yyyy   is the item identifi er. It is alphanumeric and unique within its section, class, and group. Using 
an alphanumeric code at this level increases fl exibility, and decreases the chance of human 
error. For example, the Hard Hat in the personal protective equipment section uses the item 
identifi er “HHAT.”

The On-Line, Interactive SEL

In addition to this printed version, the Spring 2007 SEL is accessible online as part of the Responder 
Knowledge Base (RKB), developed through the Memorial Institute for the Prevention of Terrorism 
(MIPT). Th e web address is www.rkb.mipt.org. Th e on-line version includes all of the equipment 
information, and implements interactive selection factors to assist users in determining the IAB’s 
recommendations. It also provides links to related standards, products, grants, and other equipment-
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related information, as well as a new integrated display option that combines elements from the SEL 
and AEL. Th e Spring 2007 SEL is also available in PDF format or hard copy from the IAB web site at 
www.iab.gov.

Summary

Th e Spring 2007 SEL represents the collective eff orts of the InterAgency Board members and 
several related support organizations. Th is edition refl ects a major realignment with the DHS AEL, 
and incorporates the fi rst steps toward an all-hazards approach. Like all previous versions, it is intended 
to provide the best possible information in support of all emergency responders. Suggestions and 
comments are welcome.
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Section 1 - Personal Protective Equipment
Overview

Th e capabilities of and requirements for personal protective equipment continue to evolve rapidly, 
and this edition of the SEL refl ects new editions of six critical standards (described under Changes for 
2007, below). Th is edition also includes the fi rst steps in transitioning the SEL so that it applies to a 
broader, “all-hazards” environment while maintaining an emphasis on CBRNE events. Readers will no-
tice resulting changes from the Personal Protective and Operational Equipment (PP&OE) SubGroup 
in Sections 1 (Personal Protective Equipment) and 3 (Operational and Search and Rescue Equipment). 

Th is edition of the SEL also further improves alignment with the DHS Authorized Equipment List 
(AEL), providing features, operating considerations, and standards information for as many items as 
possible. In 2007, DHS has changed the AEL to utilize the same numbering scheme as the SEL, so 
that corresponding items will have identical reference numbers in the SEL and AEL. Th is allows an 
integrated online display1 of the two lists for the fi rst time, so that SEL data and grant allowability 
data are easily available. 

Last year’s printed SEL contained a special document authored by this SubGroup to assist readers 
in understanding the relationship between the traditional “Level A, B, C” PPE terminology and the 
standards-based descriptions used in recent years for both the SEL and AEL. Th at document has been 
updated and is reprinted below.

Changes for 2007

Much of this section is unchanged from the previous edition. However, minor edits have been made 
throughout the section, and substantive changes have been made to items that were impacted by the 
following events:
•  Th e Statement of Standard for CBRN Powered Air-Purifying Respirators (PAPR) was released in 

October 2006 and incorporated into the SEL as a mandatory standard. 

•  Th e 2007 Edition of NFPA 1981: Standard on Open-Circuit Self-Contained Breathing Apparatus 
(SCBA) for Emergency Services became eff ective in December 2006, and now includes NIOSH 
CBRN approval as a mandatory requirement. 

•  Th e 2007 Edition of NFPA 1982: Standard on Personal Alert Safety Systems (PASS) became eff ective 
in December 2006, and has been incorporated into the corresponding SEL item as a mandatory 
standard.

•  Th e 2007 Edition of NFPA 1971: Standard on Protective Ensembles for Structural Fire Fighting and 
Proximity Fire Fighting became eff ective in August 2006 and includes a CBRN Option that can 
be applied to either structural or proximity fi re fi ghting ensembles. Th e proximity fi re fi ghting 
ensemble requirements originally covered by NFPA 1976 are now addressed in this new edition of 
NFPA 1971.

•  Th e 2007 Edition of NFPA 1951: Standard on Protective Ensembles for Technical Rescue Operations 
became eff ective in December 2006 and defi nes three ensemble types: utility, rescue and recovery, 
and CBRN technical rescue protective ensembles. 

•  Th e 2007 Edition of NFPA 1994: Standard on Protective Ensembles for First Responders to CBRN 
Terrorism Incidents became eff ective in August 2006 and defi nes certifi cation performance require-
ments for Class 2, 3 and 4 ensembles. Previous NFPA 1994 Class 1 requirements are now covered 
by NFPA 1991: Standard on Vapor-Protective Ensembles for Hazardous Materials Emergencies, 2005 
Edition.

 1 Th e online display will be available on the Responder Knowledge Base, www.rkb.mipt.org.
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As part of our eff ort to incorporate more “all-hazards” items, the SubGroup decided to expand both 
Sections 1 and 3 to provide better coverage for water operations. New categories were added to this 
section for Water Operations PPE, including breathing equipment (SCUBA and Surface Supplied Air), 
garments and ensembles (diving, swift water, and contaminated water), and ancillary water operations 
equipment. It was noted that these categories could also be very relevant to CBRNE response, depend-
ing upon the type and location of the event. DHS has agreed to incorporate these new sections into 
the AEL, which will result in their being allowed under some DHS grant programs. Th is approach is 
consistent with the identifi cation of other items in this section that address both all-hazards response 
and CBRNE requirements, such as structural and proximity fi re fi ghting protective ensembles (NFPA 
1971), technical rescue incident ensembles (NFPA 1951), liquid splash protective ensembles and cloth-
ing (NFPA 1992), and emergency medical protective clothing (NFPA 1999).

Th e personal protective equipment specifi c to bomb squad operations has been moved to Section 2, 
Equipment - Explosive Device Mitigation and Remediation, in order to facilitate reference by bomb 
squad personnel.

Finally, the following white paper on ensemble terminology and selection has been updated to refl ect 
recent changes in standards.

Comments on AEL Personal Protective Clothing and Equipment Section
 
Proper selection of personal protective clothing and equipment (PPE) for individual responders must 
be based upon a careful assessment of two factors: 1) the hazards anticipated to be present at the scene 
and, 2) the probable impact of those hazards, based upon the mission role of the individual. Currently, 
no single PPE ensemble can protect the wearer from exposure to all hazards. Prior to FY2005, Grant 
Guidance on purchase of PPE used Occupational Safety and Health Administration (OSHA)/Environ-
mental Protection Agency (EPA) Levels A, B, and C to describe recommended PPE ensembles. Th ese 
levels are defi ned in the Hazardous Waste Operations and Emergency Response Standard (HAZWOP-
ER), 29 CFR 1910.120, Appendix B, as follows:
Level A – To be selected when the greatest level of skin, respiratory, and eye protection is required.

Level B –  Th e highest level of respiratory protection is necessary but a lesser level of skin protection is 
needed.

Level C –  Th e concentration(s) and type(s) of airborne substances is known and the criteria for using 
air-purifying respirators are met. 

While these defi nitions provide guidelines and a framework for discussing PPE, the descriptive 
narrative in these levels does not set minimum performance criteria required for specifi c threats, such 
as chemical permeation resistance and physical property characteristics. Th us the use of these general 
“levels” of protection does not describe the protective capability of such ensembles, and does not 
assure that the wearer is adequately protected from any specifi c hazards. Relying solely on these no-
menclatures could result in exposure above acceptable exposure limits, or an unnecessary reduction in 
operational eff ectiveness through lack of mobility, decreased dexterity, or reduced operational mission 
duration. 
 
In preparing Grant Guidance for FY2005 and beyond, the Department of Homeland Security (DHS) 
aligned the Authorized Equipment List (AEL) with the Standardized Equipment List (SEL) produced 
by the InterAgency Board for Equipment Standardization and Interoperability (IAB) to the maximum 
extent possible. Th e mission of the IAB includes support to the development of hazard-based PPE 
performance standards. Th is includes performance standards for respiratory protective equipment, 
protective ensembles, garments, boots, and gloves for protection against chemical, biological, radio-
logical and nuclear (CBRN) threats. Section 1 of the IAB’s SEL defi nes the hazard environments for 
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chemical, biological, radiological, thermal, explosive and ballistic threats. Th e IAB has also defi ned 
emergency responder mission roles in categories of law enforcement, fi re department, emergency 
medical services, follow-on responders and special operations. Th e SEL provides a table that indicates 
the Federal, or consensus-based equipment performance standards with which PPE should be compli-
ant to assure appropriate protection against CBRNE hazards. 

In accordance with Homeland Security Presidential Directive (HSPD) 81, current Grant Guidance 
defi nes eligible PPE in terms of nationally-recognized or U.S. Government standards. Th ese standards 
require third-party certifi cation, listing, and labeling of products; products may not claim compliance 
with them unless fully certifi ed by an independent third party in accordance with the standard. For 
the National Fire Protection Association (NFPA) standards, several commercial entities are able to 
provide the appropriate testing and certifi cation. For the NIOSH respiratory protection standards, all 
testing and approval is provided by the NIOSH National Personal Protective Technology Laboratory 
(NPPTL). Several of these standards have already been offi  cially adopted by DHS, including: 
 1)  NFPA 1994, Standard on Protective Ensembles for First Responders to CBRN Terrorism 

Incidents (2007 edition)2 for chemicals, biological agents, and radioactive particulates haz-
ards during terrorism incidents. Note that certifi cations under NFPA 1994 are issued only to 
complete ensembles. Individual elements such as garments or boots are not considered certifi ed 
unless used as part of a certifi ed ensemble. Th us purchasers of PPE certifi ed under NFPA 1994 
should plan to purchase complete ensembles (or certifi ed replacement components for existing 
ensembles).

 2)  NFPA 1991, Standard on Vapor-Protective Ensembles for Hazardous Materials Emergencies 
(2005 edition), including the now-mandatory requirements for CBRN protection for terrorism 
incident operations for all vapor-protective ensembles.

 3)  NFPA 1951, Standard on Protective Ensembles for Technical Rescue Operations (2007 
edition), for search and rescue or search and recovery operations where exposure to fl ame 
and heat is unlikely or nonexistent.

 4)  NFPA 1999, Standard on Protective Clothing for Emergency Medical Operations (2003 
edition), for protection from blood and body fl uid pathogens for persons providing treatment 
to victims after decontamination.

 5)  NFPA 1981, Standard on Open-Circuit Self-Contained Breathing Apparatus for Fire and 
Emergency Services (2007 edition).

 6)  NIOSH Chemical, Biological, Radiological and Nuclear (CBRN) Standard for Open-Circuit 
Self-Contained Breathing Apparatus.

 7)   NIOSH Standard for Chemical, Biological, Radiological, and Nuclear (CBRN) Full Facepiece 
Air Purifying Respirator (APR).

 8)  NIOSH Standard for Chemical, Biological, Radiological, and Nuclear (CBRN) Air-Purifying 
Escape Respirator and CBRN Self-Contained Escape Respirator.

Th e following information is provided to assist emergency response organizations in transitioning from 
Level A, B, and C nomenclature to protection-based standards terminology. Because the OSHA/EPA 
Levels are expressed in more general terms than the standards and do not include testing to determine 
protection capability, it is not possible to “map” the Levels to specifi c standards. However, it is possible 

1  Paragraph 15 of HSPD-8 states “To the extent permitted by law, equipment purchased through Federal preparedness 
assistance for fi rst responders shall conform to equipment standards in place at time of purchase. Other Federal departments 
and agencies that support the purchase of fi rst responder equipment will coordinate their programs with the Department of 
Homeland Security and conform to the same standards.”

2  Th e new 2007 edition of NFPA 1994 became eff ective on August 17, 2006. Th is edition transferred the Class 1 requirements 
to NFPA 1991, the standard for vapor-protective ensembles. Th e 2007 edition realigns Class 2 and Class 3 ensembles, and 
also includes a new Class 4 for protective ensembles for biological and radiological particulate exposures.
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to look at specifi c confi gurations and infer their OSHA/EPA Level based on the defi nitions provided 
above. Some examples of ensembles and conservative interpretations of their corresponding levels are 
provided in the table below. 

Ensemble Description Using Performance-Based Standard(s)  OSHA/EPA Level

 NFPA 1991 worn with NIOSH CBRN SCBA      A

 NFPA 1994 Class 2 worn with NIOSH CBRN SCBA    B

 NFPA 19713 with CBRN Option worn with NIOSH CBRN SCBA  B

 NFPA 1994 Class 2 worn with NIOSH CBRN APR    C

 NFPA 1994 Class 3 worn with NIOSH CBRN APR    C

 NFPA 1994 Class 4 worn with NIOSH CBRN APR    C

 NFPA 19514 with CBRN Option worn with NIOSH CBRN PAPR  C

All purchasers of PPE are cautioned to examine their hazard and mission requirements closely, and 
select appropriate performance standards. All PPE must be employed in accordance with 29 CFR 
1910.120, “Hazardous Waste Operations and Emergency Response” (or equivalent EPA/state 
regulations). 29 CFR 1910.134, “Respiratory Protection” (or an equivalent state regulation) is also 
applicable in states with OSHA-approved health and safety programs and for all Federal employers.5 
Both include requirements for formal plans, medical evaluation, and training to assure the safety and 
health of emergency responders. Th e DHS Homeland Security Grant Program Guidance, the list of 
allowable equipment, and information on related standards, certifi cations, and products are all avail-
able on the DHS-sponsored Responder Knowledge Base (http://www.rkb.mipt.org). 
---
Personal Protective and Operational Equipment Sub-Group
InterAgency Board for Equipment Standardization and Interoperability (www.iab.gov)

3  Th e new 2007 edition of NFPA 1971, Standard on Protective Ensembles for Structural Fire Fighting and Proximity Fire 
Fighting (eff ective August 17, 2006) includes options for protection from CBRN hazards. Only complete ensembles certifi ed 
against these additional optional requirements provide this protection. Th e protection levels set in the NFPA 1971 CBRN 
option are based on the Class 2 requirements contained in NFPA 1994.

4  Th e new 2007 edition of NFPA 1951, Standard on Protective Ensembles for Technical Rescue Operations (eff ective 
December 20, 2006) includes options for protection from CBRN hazards. Only complete ensembles certifi ed against these 
additional optional requirements provide this protection. Th e protection levels set in the NFPA 1971 CBRN option are based 
on the Class 2 requirements contained in NFPA 1994.

5  Under Title I, Section 126 of the Superfund Amendments and Reauthorization Act of 1986, EPA issued enforcement regula-
tions identical to OSHA covering all individuals engaged in hazardous waste operations, including those who were 
not covered by the OSHA regulations.

Th e Federal government, including the Occupational Safety & Health Administration (OSHA), the 
NIOSH National Personal Protection Technology Laboratory (NPPTL), EPA, and the NIST Offi  ce of 
Law Enforcement Standards (OLES) are still working to address this issue by redefi ning the protection 
levels to be consistent with the protection provided by such PPE. Th e IAB hopes to see this eff ort, led 
by OSHA, completed during FY2007 and 2008, and is still working diligently to support its earliest 
possible completion.

The Ensemble Selection Process

In order to select the appropriate PPE ensemble, all sectors of the emergency response community 
must fi rst complete a thorough threat assessment that at least identifi es the most probable scenarios. 
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Such scenarios should, at a minimum, address two major areas:
•  What are the “hazards” likely to be encountered, e.g. chemical (vapors, liquids, particulates), 

biological, radiological, explosive, etc.?

•  What is the likely “mission” (job function) of each responder during the event, and what are the 
type, level, and likelihood of exposure to potential hazards?

Although the tendency is to try to prepare for every eventuality, that approach is generally neither 
fi nancially feasible nor appropriate. Th us, the community should determine the most credible and 
likely threat “scenarios” as a basis for planning. Th is assessment can only occur through a coordinated 
communication and planning eff ort involving emergency response organizations, emergency planning 
offi  cials, and the intelligence community.

Th is coordinated planning eff ort should produce an “inventory” of the most likely scenarios, as well as 
anticipated responder roles. Th e results can then be applied using the Hazard/Mission Matrix described 
below. Completing this organized process of assessing the threat, planning the response, and identify-
ing equipment gaps as a prerequisite to equipment selection is strongly encouraged.

Online Selection Factors

Like many sections in the 2007 SEL, the online version2 of the Personal Protective Equipment 
Section uses a pair of selection factors to assist users in quickly identifying appropriate equipment 
items. For this section, the SubGroup chose to use Hazard Environment and Mission Role as the two 
factors. Every online item is “tagged” for each appropriate combination of factors. Users of the online 
version can choose any combination of Hazard Environment and Mission Role and the system will 
provide a list of all items tagged for that combination.

Th e best way to visualize the interaction of the two selection factors (Hazard and Mission Role) for 
PPE is to view them as a matrix, as shown on the following page. Th e hazard or threat, including the 
likely physical state in which it would manifest itself, forms the “Hazard Environment” (horizontal) 
axis of the matrix. Th e vertical axis represents the likelihood of exposure based upon generalized job 
functions - the “Mission Role” axis of the matrix. Matching a mission role to one or more hazard 
environments gives a recommended set of equipment items. Th e values used in each of these two axes 
are described in detail below. NOTE: Currently, this table only addresses CBRNE hazards. As the SEL 
continues its transition to an all-hazards scope, the table will be expanded to refl ect both additional 
missions and hazards. 

2 Th e online version is available on the Responder Knowledge Base, www.rkb.mipt.org.
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Category

Chemical

Environment

Vapor/Gas/Aerosol 
(High Respiratory, 
High Dermal)
[VH]

Vapor/Gas/Aerosol 
(High Respiratory, 
Low Dermal)
[VR]

Vapor/Gas/Aerosol 
(Low Respiratory, 
Low Dermal
[VL]

Liquids (High)
[LH]

Defi nition

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as a gas, a vapor that 
evaporates from a liquid, or a fi nely aerosolized low vapor 
pressure liquid. High Respiratory refers to the airborne 
concentration present and suggests that the concentration is 
above respiratory IDLH levels. High Dermal indicates a sig-
nifi cant dermal contact or absorption risk for acute/chronic 
skin toxicity or systemic health eff ects via skin contact (e.g. 
carcinogens).

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as a gas, a vapor that 
evaporates from a liquid, or a fi nely aerosolized low vapor 
pressure liquid. High Respiratory refers to the airborne 
concentration present and suggests that the concentration 
is above respiratory IDLH levels. Low Dermal indicates that 
vapors or gases are not in a high enough concentration to 
create a condition that is immediately dangerous to the 
wearer or conducive to systemic or chronic health eff ects 
via skin contact (e.g. carcinogens).

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as a gas, a vapor that 
evaporates from a liquid, or a fi nely aerosolized low vapor 
pressure liquid. Low Respiratory refers to situations where 
the airborne concentration is anticipated to be below IDLH 
levels. Low Dermal indicates that vapors or gases are not in 
a high enough concentration to create a condition that is im-
mediately dangerous to the wearer or conducive to systemic 
or chronic health eff ects via skin contact (e.g. carcinogens).

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as a liquid where the 
potential exists for contact with that liquid. High indicates 
conditions where extended contact in the form of splashes is 
expected.

HAZARD ENVIRONMENT DEFINITIONS

The Hazard Environment Axis

Th is axis is based fi rst on general weapon/hazard type, followed by an assessment of the physical state. 
For example, chemical weapons can exist as particulates, liquids or airborne vapors, gases or aerosols. 
Based upon credible intelligence and threat assessment information, a community might choose to 
select PPE designed to protect the responder from an event utilizing common toxic industrial materials 
in concentrations that are detrimental to the respiratory tract. In that case, the selection of “Chemical 
Weapon, Vapor/Gas/Aerosol in High Respiratory/Low Dermal concentrations” might be selected.
In planning for potential RDD (radiological dispersion device) events, the selection of “Radiological 
with Penetrating Gamma/X-Ray” would be appropriate. Whatever selection is made will direct the 
user to the most up-to-date information concerning what, if any, protective ensembles are currently 
recommended, as well as usage limitations. Th e table below shows the hazard environment defi nitions 
adopted by the PPE Subgroup for use in the SEL:
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Category

Chemical - 
Continued

Biological

Radiological

Th ermal

Explosive

Environment

Liquids (Low)
[LL]

Particulates (High)
[PH]

Particulates (Low)
[PL]

Airborne
[BA]

Liquid-borne
[BL]

Particulate/Liquid 
(Alpha and Beta)
[AB]

Penetrating Gamma/ 
X-Ray
[yX]

Flash Fire
[FF]

Sustained Fire
[SF]

Pre-Detonation
[PR]

Post-Detonation
[PO]

Defi nition

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as a liquid where the 
potential exists for contact with that liquid. Low indicates 
conditions where incidental contact could be expected from 
contaminated surfaces.

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as solid particles (par-
ticulate) or dust. High indicates that the concentration is 
above respiratory IDLH levels, or that the CBRNE agent is 
carcinogenic.

A chemical warfare agent or toxic industrial chemical found 
at the response scene that is present as solid particles (particu-
late) or dust. Low indicates that the concentration is below 
respiratory IDLH levels, and that the CBRNE agent is non-
carcinogenic.

Microorganisms that can be spread as aerosols or particulates, 
and are considered airborne threats for respiration and in 
some cases also through dermal contact.

Microorganisms that can be spread by contact with blood, 
body fl uids, and other contaminated liquids.

Alpha or beta ionizing radiation that is spread by particles 
suspended in air or liquids. Th e primary hazard from these 
materials is through inhalation of particulates; skin contact 
should also be avoided.

Th e threat from gamma/x-ray ionizing radiation consists of 
both exposure to and contamination by gamma and x-ray-
emitting radioactive isotopes. Other than time, distance, and 
shielding, PPE is limited to minimizing direct contact with 
or inhalation of contaminated material.

A relatively short duration fi re of 10 seconds or less that 
involves the ignition and combustion of a fl ammable atmo-
sphere.

A fi re involving a structure or other source of materials that 
continues for a period of 1 minute or more until extin-
guished or through the consumption of the combustible 
materials present.

Th e potential for explosion still exists at the emergency scene.

Th e device has already exploded and the response scene in-
volves the physical hazards associated with structural collapse 
and debris.

HAZARD ENVIRONMENT DEFINITIONS - Continued
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Defi nition

Handgun and rifl e fi re up to and including .30 Caliber armor 
piercing rounds. 

Environment

Armed Assaults, 
Force Protection, 
Hostage Rescue
[AS]

Category

Ballistic

Protective and operational equipment has been added to the 2007 SEL to address various water 
operations that include, but are not limited to swiftwater rescue, contaminated surface water opera-
tions, and contaminated subsurface water operations (diving). Th e specifi c hazard environments will 
be further defi ned in the coming year so that specifi c personal protective and operational equipment 
can be classifi ed.

The Mission Role Axis

For a more detailed risk assessment of responders at CBRNE events, it is necessary to describe each 
responder’s particular mission during the incident. By describing the mission, one can estimate numer-
ous variables that place the individual at either an increased or decreased risk of actual exposure to the 
hazard. Th ese variables include factors such as proximity to the potential release, potential exposure to 
IDLH environments, timing of arrival with regard to weapon dispersion, and probability of contact 
with potentially contaminated victims or surfaces. Th e mission roles listed in the matrix enable the 
community to consider a responder’s job function during the CBRNE incident in comparison to the 
hazard. Th is results in a better matching of protective postures towards actual risk. 

Th e fact that a mission role is listed in a particular duty area is not intended to imply that the role is 
not applicable to other duty areas. For example, rescue teams may be located in law enforcement, fi re 
department, or emergency medical duty areas depending upon the performance expectations of the 
community and their Comprehensive Emergency Response Plan. In the interest of keeping the matrix 
to a manageable size, mission roles are not repeated in every possible duty area. 

Additionally, the reader must bear in mind that the mission roles presented in the matrix are based 
upon their assigned mission after the event occurs. Th erefore, those assigned to First Responder roles 
such as “Patrol Offi  cer”, “Firefi ghter” and “Medical First Receiver” will often be reclassifi ed to another 
listed mission role once they become involved in the event (e.g. perimeter control, decontamination 
team, or contaminated patient care).

Th e table below shows the mission role defi nitions adopted by the PP&OE Subgroup for use in 
the SEL:

HAZARD ENVIRONMENT DEFINITIONS - Continued

MISSION ROLE DEFINITIONS

Duty Areas

Law 
Enforcement

Mission Role

First Responder/ 
Patrol Offi  cer

Defi nition

Initial response into possible CBRNE incident in law en-
forcement capacity. Responder would have risk of exposure 
during the fi rst response and initial phase of the event. Any 
requirement to work within the hazardous environment 
beyond the initial recognition phase would generally result in 
the individual being reclassifi ed into one of the other mission 
areas identifi ed in this matrix.
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Duty Areas

Law
Enforcement -
Continued

Fire 
Department

Emergency 
Medical 
Services

Mission Role

Force Protection

Perimeter Control 
and Field Force

Evidence Technician

Tactical (SWAT)

Fire Responder/ 
Firefi ghter

Rescue Team

Decontamination 
Team

First Responder/ 
Medical First 
Receiver

Contaminated 
Patient Care

Non-Contaminated 
Patient Care

Defi nition

Force protection at a CBRNE incident scene or at critical 
supporting infrastructure locations (e.g. medical, communi-
cations, logistical support, staging or command and control 
locations) and access control points for the purpose of ensur-
ing the safety of operating personnel and assets. 

Scene control, credentialing, perimeter security, and crowd 
control.

Sample and evidence collection in cold, warm, and hot zones. 
Th ese technicians may be involved in a variety of investigative 
processes including criminal investigation and environmental 
sampling. 

Entry into any zone for immediate tactical action, hostage 
rescue, or assault.

Initial response in fi re service capacity. Responders would 
have risk of exposure during the initial stages of the event. 
Any requirement to work within the hazardous environment 
beyond the fi rst response and initial recognition phase would 
generally result in the individual being reclassifi ed into one of 
the other mission areas identifi ed in this matrix.

Response to incident for purpose of rescuing live non- 
ambulatory casualties. 

Decontamination of response personnel or victims.

Initial response in medical services capacity; responding to 
a report of an incident or being the fi rst medical person to 
receive or recognize casualties from a CBRNE event. 
Responders would have risk of exposure during the initial 
phases of the event. Any requirement to function in another 
capacity beyond the fi rst response and initial recognition 
phase of the event would generally result in the individual 
being reclassifi ed into one of the other mission areas identi-
fi ed in this matrix.

Th e medical care provider or allied medical professional (e.g. 
medical examiner) at any location or level of response who is 
likely to provide care or service to patients or victims who are 
likely to pose a signifi cant risk of secondary contamination 
or exposure. Th ese medical personnel may also be involved in 
the decontamination process.

Th e medical care provider or allied medical professional (e.g. 
medical examiner) at any location or level of response who 

MISSION ROLE DEFINITIONS - Continued
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Mission

Emergency 
Medical 
Services - 
Continued

Follow-On 
Responders

Special

Mission Role

Non-Contaminated 
Patient Care

Administrative/ 
Logistical Support 
Personnel

Technical and Skilled 
Specialty Personnel 
- Isolation Area

Technical and Skilled 
Specialty Personnel 
- Non-Isolation Area

Hazardous Device 
Operations

HAZMAT 
Operations

Incident Command 
Team

Urban Search and 
Rescue (US&R)

Environmental/ 
Occupational Health 
Operations

Defi nition

is likely to provide care or service to patients or victims who 
do not pose a signifi cant risk of secondary contamination or 
exposure. Th e determination of lack of signifi cant risk may 
be based upon a wide variety of factors including, but not 
limited to, the proximal location of the patient/victim at the 
time of CBRNE release, the physical/chemical properties of 
the CBRNE, the use of detection equipment or the extent of 
decontamination already taken. 

Th ose individuals that would follow-on in the response to 
assist with the administration and logistical support of the 
event. Th ese individuals would not normally be subjected to 
potential exposure provided appropriate force protection and 
perimeter security measures are in place.
 
Th ose trade personnel called upon to provide a focused 
specialty function. Th ese functions would likely be carried 
out in the isolation area of the event and therefore, potential 
exposures to materials are likely.

Th ose trade personnel called upon to provide a focused 
specialty function. Th ese individuals would not normally be 
subjected to potential exposure provided appropriate force 
protection and perimeter security measures are in place. 

Response to incidents involving a hazardous explosive and/or 
dispersal device within the isolation area, for the purpose of 
identifi cation, rendering safe, or removal of such device(s). 
For operations outside the isolation area, PPE requirements 
are determined by specifi c mission role.

Response to incidents involving CBRNE or hazardous ma-
terials within the isolation area for the purpose of detection, 
sampling, identifi cation, control, and/or remediation. For 
operations outside the isolation area, PPE requirements are 
determined by specifi c mission role.

Response to incidents for purposes of assuming incident 
command in the fi eld, including establishment and operation 
of a fi eld incident command center.
 
Response to events in the isolation area involving collapsed 
structures for the purpose of locating and rescuing trapped 
victims, or structural stabilization. 
 
Response to incidents involving CBRNE or hazardous 
materials in order to gather data/samples for the purpose of 
assessing human health risks to responders or the community. 
Th ese activities generally occur at a secured scene after the 
completion of initial emergency response activities.

MISSION ROLE DEFINITIONS - Continued
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Mission

Special -
Continued

Mission Role

Epidemiology

Mortuary Operations

 
Defi nition

Conducting interviews and/or investigations for the purpose 
of gathering epidemiological information.

DMORT (Disaster Mortuary Operational Response Team) 
or coroner/medical examiner, law enforcement, morticians. 
PPE requirements are determined by specifi c mission role, 
e.g. sampling, preservation, etc.

MISSION ROLE DEFINITIONS - Continued

Water operations are undertaken by various response organizations including law enforcement 
organizations, the fi re service, emergency medical fi rst responders, and specialized teams. Due to the 
crossover of responsibility and exercise of these operations, a separate category will be added in the 
future to address the diff erent types of water operations for which personal and operational protective 
equipment are classifi ed. 

PPE Standards and Hazard Environments

In addition to the Hazard/Mission matrix, this edition of the SEL updates the table relating hazards 
to existing standards. Th e fi gure on the following page identifi es recognized standards that apply to 
PPE used for protection from specifi c types of hazards encountered by responders during a CBRNE 
incident. Start with the left side of this chart to select the types of hazards that may be potentially 
encountered (the defi nitions are the same as those used in the Hazard axis of the Hazard/Mission 
matrix). Th en look across the top of the chart to fi nd the current nationally recognized standard(s) 
that address the selected hazards.
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Key to Matrix Values:

� Provides protection from the indicated CBRNE exposure.

E  Provides protection from the indicated CBRNE exposure for escape purposes only. Not intended 
for operations in the indicated hazard environment.

•  Does not provide specifi c protection from CBRN exposures, but does provide limited protection 
from collateral exposures such as TICs/TIMs once the CBRNE threat has been mitigated.

1  “High Respiratory” indicates that airborne concentrations are anticipated to be at or above IDLH 
or respirator maximum use concentration levels.

2  “Low Respiratory” indicates that airborne concentration is at or above published Short Term 
Exposure Limits (STEL) but less than IDLH or respirator maximum use concentration.

3  High Dermal” indicates a signifi cant dermal contact or absorption risk for acute/chronic skin 
toxicity, sensitization, corrosiveness, or systemic health eff ects via skin contact (e.g. carcinogens).

4  “Low Dermal” suggests that vapors or gases are not in a high enough concentration to create a 
condition that is immediately dangerous to the wearer or conducive to systemic or acute/chronic 
health eff ects via skin contact (e.g. carcinogens).

5  Canisters used for APRs and canisters/cartridges used for PAPRs may have signifi cant life 
limitations in airborne particulate hazards of suffi  cient quantity to cause fi lter loading.

6  High/Low with regard to liquid chemical hazards. Although expressed in this matrix in general 
terms, selection of respiratory levels of protection would be dependent upon the volatility of the 
material and results of quantitative analysis of airborne concentrations.

7  Th e specifi c hazard/exposure indicated is radiological. Nuclear hazard environments will also 
include thermal and explosive components if detonation occurs.

8  CBRN Escape Respirators are grouped into two categories for this table: Air Purifying (AP), which 
includes respirators with and without the carbon monoxide (CO) option, and Self Contained (SC), 
which has its own air supply. Protections are limited to duration required for escape activity.

Summary

Section 1 of the SEL is intended to provide the best possible guidance in selecting personal protective 
equipment based upon the anticipated hazard environment(s) and the mission role of the user. Th is 
guidance is based principally on CBRNE hazards; other hazards must be considered in a thorough haz-
ard and risk assessment, which is required by OSHA for the selection of PPE. However, no guidance 
can replace the fundamental requirement to examine a community’s most likely exposure to various 
hazards and mission roles for its personnel prior to PPE selection.
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Section 2 – Explosive Device Mitigation and Remediation Equipment
Overview

Th is section was originally created in the Fall 2004 version of the SEL. Th e use of a separate major 
section of the SEL (and the DHS Authorized Equipment List) for this equipment underscores the 
criticality of bomb squad operations and the seriousness of the threat from Improvised Explosive 
Devices (IEDs) as both primary and secondary devices. 

Th e IAB continues to support much-needed expansion of the bomb squad equipment list and the role 
of bomb squads in emergency operations. Th e IAB continues its close collaboration with the National 
Bomb Squad Commanders Advisory Board (NBSCAB) in identifying essential equipment and advis-
ing that the purchase of such equipment be limited to Accredited Bomb Squads. For many of the items 
in this section, readers will fi nd the notation “For use by accredited public safety bomb squads that meet 
the accreditation standards as defi ned by the National Bomb Squad Commanders Advisory Board and out-
lined in the National Guidelines for Bomb Technicians” in the Operating Considerations. Th e inclusion 
of this notation was an important milestone in setting guidelines for the purchase of specifi c bomb 
squad equipment.

Changes for 2007

Th is edition includes a set of changes designed to provide the closest possible alignment with the DHS 
Authorized Equipment List (AEL). Personal protective equipment items formerly in Section 1, such 
as the Search Suit and Reconnaissance Ensemble have been moved into this section and consolidated 
with equipment designed for use solely by accredited bomb squads. A new item has been added for 
blast and overpressure hearing protection. As usual, this edition also contains a number of minor edits 
and upgrades to existing items. 

Online Selection Factors

Like most sections in the 2006 SEL, the online1 version of the Explosive Device Mitigation and 
Remediation Equipment Section uses a pair of selection factors to assist users in quickly identifying 
appropriate equipment items. For this section, the SubGroup chose to use Profi ciency Level and 
Hazard Environment (described below) as the two factors. Every online item is “tagged” for each 
appropriate combination of factors. Th us users of the online version can choose any combination 
of Profi ciency Level and Hazard Environment, and the system will provide a list of all items tagged 
for that combination.

Th e fi rst selection factor is Profi ciency Level. In addition to any specifi c training required to operate 
an individual piece of equipment, the equipment operator must possess the skills necessary to meet 
the recommended profi ciency level. Th e factors considered in determining this level include the antici-
pated location of operation of the equipment (i.e. hot zone, warm zone, or cold zone), the complexity 
of the equipment, and the necessity of chemical or biological training or expertise. Th e defi nitions 
used for profi ciency levels have been adapted using NFPA 472, Standard for Professional Competence of 
Responders to Hazardous Materials Incidents, as a starting point. Th ey are:
•  Awareness Level. Responders at the awareness level are those persons who, in the course of their 

normal duties, can be the fi rst on the scene of an incident. First responders at the awareness level 
are expected to recognize the presence of hazardous materials, protect themselves, call for trained 
personnel, and secure the area.

1 Th e on-line version is available on the Responder Knowledge Base, www.rkb.mipt.org.
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•  Operational Level. Responders at the operational level are those persons who respond to WMD 
incidents as part of the initial response to the incident for the purpose of protecting nearby persons, 
the environment, or property. 

•  Technician Level. Technicians are those persons possessing special training who respond to 
incidents for the purpose of control, active response, or remediation. Technicians are expected to 
use specialized equipment such as chemical protective clothing and control equipment.

•  Specialist Level. Specialists are those persons possessing advanced special training who respond to 
incidents for the purpose of providing specialized assistance in control, active response, or remedia-
tion. Specialists are expected to use complex equipment to perform tasks restricted to those with 
specifi c advanced training.

•  Command Level. Command level personnel include the incident commander and other staff  
members. Th e incident commander is that person responsible for all decisions relating to the 
management of the incident and site operations.

Th e second selection factor is the Hazard Environment(s) for which each item is suitable. Th e values 
for this factor address the commonly used CBRNE nomenclature. However, for our purposes it is 
useful to represent the Nuclear “N” as part Th ermal, part Explosive, and part Radiological. Th erefore, 
the values used are:
• Chemical

• Biological

• Radiological

• Th ermal

• Explosive
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Section 3 – CBRNE Operational and Search & Rescue Equipment 
Overview

Th is section contains equipment needed to sustain operations during operational and search and rescue 
response operations. Th is edition incorporates major changes (noted below) in two major areas: fi rst, 
the initiative by the Personal Protective and Operational Equipment (PP&OE) SubGroup to incor-
porate water operations equipment into the SEL; and second, further improvements to the alignment 
between the SEL and the DHS Authorized Equipment List (AEL).

Changes for 2007

Th is section has the most changes of any SEL section in this edition. In addition to routine edits 
throughout the section, the 2007 edition includes the following major changes:
•  22 new items have been added to a new category within this section called Water Operational & 

Search/Rescue Equipment.

•  8 items from the vehicles category have been moved to the new Section 12 (CBRNE Incident 
Response Vehicles).

•  Th e item for Aircraft Mass Casulty Conversion Equipment/Kits has been moved to the new 
Section 18 (CBRNE Aviation Equipment).

•  21 items from the logistics support equipment category have been moved to the new Section 19 
(CBRNE Logistical Support Equipment).

•  Th e item for vehicle and equipment maintenance packages has been moved to the new Section 21 
(Other Authorized Equipment).

Online Selection Factors

Th e online1 version of the CBRNE Operational and Search & Rescue Equipment Section uses a pair 
of selection factors to assist users in quickly identifying appropriate equipment items. For this section, 
the SubGroup chose to use Profi ciency Level and Hazard Environment (described below) as the two 
factors. Every online item is “tagged” for each appropriate combination of factors. Th us users on the 
online version can choose any combination of Profi ciency Level and Hazard Environment, and the 
system will provide a list of all items tagged for that combination. 

Th e fi rst selection factor is Profi ciency Level. In addition to any specifi c training required to operate an 
individual piece of equipment, the equipment operator must possess the skills necessary to meet the 
recommended profi ciency level. Th e factors considered in determining this level include the antici-
pated location of operation of the equipment (i.e. hot zone, warm zone, or cold zone), the complexity 
of the equipment, and the necessity of chemical or biological training or expertise. Th e defi nitions 
used for profi ciency levels have been adapted using NFPA 472, Standard for Professional Competence of 
Responders to Hazardous Materials Incidents, as a starting point. Th ey are:
•  Awareness Level. Responders at the awareness level are those persons who, in the course of their 

normal duties, can be the fi rst on the scene of an incident. First responders at the awareness level 
are expected to recognize the presence of hazardous materials, protect themselves, call for trained 
personnel, and secure the area.

•  Operational Level. Responders at the operational level are those persons who respond to WMD 

1 Th e on-line version is available on the Responder Knowledge Base, www.rkb.mipt.org.
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  incidents as part of the initial response to the incident for the purpose of protecting nearby persons, 
the environment, or property.

•  Technician Level. Technicians are those persons possessing special training who respond to inci-
dents for the purpose of control, active response, or remediation. Technicians are expected to use 
specialized equipment such as chemical protective clothing and control equipment.

•  Specialist Level. Specialists are those persons possessing advanced special training who respond to 
incidents for the purpose of providing specialized assistance in control, active response, or remedia-
tion. Specialists are expected to use complex equipment to perform tasks restricted to those with 
specifi c advanced training.

•  Command Level. Command level personnel include the incident commander and other staff  
members. Th e incident commander is that person who is responsible for all decisions relating to 
the management of the incident and site operations.

Th e second selection factor is the Hazard Environment(s) for which each item is suitable. Th e values 
for this factor address the commonly used CBRNE nomenclature. However, for our purposes it is use-
ful to represent the Nuclear “N” as part Th ermal, part Explosive, and part Radiological. Th erefore, the 
values used are:
• Chemical

• Biological

• Radiological

• Th ermal

• Explosive
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Section 4 - Information Technology
Overview

Th is section lists equipment, software, and systems that provide information functionality and 
interoperability between local responders and other agencies working in cooperation to resolve or 
manage incidents. Th e items mentioned serve to develop situational awareness and better coordinate 
response operations for CBRNE terrorism and other ‘all-hazard’ homeland security operations.

Like the previous edition, the Spring 2007 SEL has divided information technology, cyber security 
and communications into three distinct sections (Sections 4, 5, and 6 respectively). While there con-
tinues to be a close connection among the three (and even some merging of technologies such as voice 
communications over the Internet and encryption of data), the separation of sections should make 
it easier to locate desired items. We have continued our eff orts to provide information on desirable 
features, operating limitations, and standards (where applicable). Th e information provided is by no 
means exclusive. Th ese fi elds are designed to enhance the reader’s understanding of the defi ned items 
and their practical use.

Changes for 2007

As described in this year’s SEL Introduction, the IAB has realigned the structure of the SEL to match 
the DHS Authorized Equipment List (AEL). Th is will enable the Responder Knowledge Base to pres-
ent all users with the fi rst integrated display of AEL and SEL information. Because DHS is required 
to manage and report grant expenditures in a specifi c set of categories, we have worked with them to 
move some items from the Information Technology (IT) section into areas that refl ect their functional 
use. Items from the 2006 IT section such as Data Fusion, Signals Intelligence Investigative Software, 
and Facial Recognition Software have moved to a new Section 13, Terrorism Incident Prevention 
Equipment. Video Security Assessment Systems have been moved to Section 14, Physical Security 
Enhancement Equipment, while Fingerprint Processing Equipment is now part of Section 20, 
Intervention Equipment. 

Th e IT section now includes Underwater Cameras (supporting a major initiative in Sections 1 and 3 to 
incorporate water operations), and Operational Area Personnel Tracking and Accountability Systems. 
Datasets for Geospatial Information Systems (GIS) were also included as a separate item, recognizing 
that they are being procured separately from the original systems. Other minor changes and updates 
are included throughout the section.

Online Selection Factors

Like many sections in the 2007 SEL, the online1 version of the Information Technology Section uses 
a pair of selection factors to assist users in quickly identifying appropriate equipment items. For this 
section, the SubGroup chose User Level and Use Location (described below) as the two factors. Every 
online item is “tagged” for each appropriate combination of factors. Th us users of the online version 
can choose any combination of User Level and Use Location, and the system will provide a list of all 
items tagged for that combination.

1 Th e on-line version is available on the Responder Knowledge Base, www.rkb.mipt.org. 
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Th e User Levels for information technology equipment are defi ned as follows:

End User   Users who possess no special training or other qualifi cations with respect to 
the equipment being utilized. Examples would be personal computer users 
who are familiar with basic applications but have not received any classroom 
or advanced training.

IT Technician   Users who possess some specialized training or other qualifi cations with 
respect to the equipment being utilized. Examples would be users who have 
attended classroom training for a Geographic Information System (GIS), or 
who have received training in hardware installation and setup.

IT Advanced Technician  Users who possess some extensive training or career-level qualifi cations 
with respect to the equipment being utilized. Examples would be trained 
professional network administrators who possess professional qualifi cations 
such as MCSE, or computer repair professionals.

Th e probable Use Location(s) are defi ned as follows:

Rear Information Zone - Strategic   Emergency Operations Center/ Joint Operations Center 
Intel Support.

Rear Information Zone - Operational  Emergency Operations Center/ Departmental Operations 
Center Intel Support.

Forward Information Zone -   Incident Command Post Intel Support; near incident
Support [Cold]     scene, but in cold zone.

Forward Information Zone -   Operations/Intel Support in warm zone.
Contamination Reduction [Warm]

Forward Information Zone -   Operations/Intel Support in hot zone.
Exclusion [Hot] 

Th e factors described above provide a method for classifying equipment items. For example, a net-
work router might be classifi ed as requiring an IT Advanced Technician to install and confi gure, and 
might be used in the Rear Information Zone or the Forward Information Zone - Support [Cold], but 
would probably not be used in either the Warm or Hot Zone. In the online SEL, if a user selected “IT 
Advanced Technician” and “Forward Information Zone - Support (Cold)” as the two desired selection 
factor values, the network router item would appear in the search results along with any other equip-
ment recommended for that combination.
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Section 5 - Cyber Security Enhancement Equipment
Overview

Th is section lists equipment, software, and systems that contribute to improved information security. 
Five major functional categories are defi ned: Authentication Devices, Encryption, Host Level Security, 
Network Level Security, and Patch/Confi guration Management. Th e items recommended in this 
section are included in the SEL because of the criticality of responders’ information infrastructure 
in areas ranging from hazard assessment to communications and incident command. Th e increasing 
vulnerability of networks impacts both the reliability of this infrastructure and user confi dence in 
the information they receive. Th us, cyber security must be considered in deployment and response 
operations.

Changes for 2007

In February of 2006, the ICIS SubGroup held a small conference at Dartmouth’s Th ayer School of 
Engineering. Th e purpose of the meeting was to bring together end-users (fi re, law enforcement, EMS, 
city IT managers, etc.) and experts within the fi eld of cyber security. Th e minutes of this conference 
are available as a publication on the Responder Knowledge Base (www.rkb.mipt.org, search keywords 
“ICIS Dartmouth”). Th e document identifi es and provides a brief summary of the current cyber 
security environment, general attacks/attackers, likely vulnerabilities, example modeling and suggested 
best practices.

Th e SubGroup also took advantage of the multiple subject matter experts at the conference to review 
this SEL section. Th e result was some minor restructuring, and editorial refi nements throughout the 
section.

Cyber Security Self-Assessment Questions and Resources

Th is set of suggestions and questions was introduced last year, and remains extremely relevant to all 
responder organizations. Agencies and jurisdictions at every level must have appropriate policies in 
place, understand their vulnerabilities, weigh the risks involved and make informed decisions on how 
to spend resources to secure systems and data. Th ousands of new computer viruses are reported every 
year, and it now only takes a few minutes to compromise an unprotected computer that is connected 
to the Internet. A virus or other successful cyber attack can be devastating to networks, to the infor-
mation contained within systems and, just as importantly, to the confi dence of those who depend on 
these systems to accomplish their mission.

Information security is mission critical to every emergency responder. Every agency and jurisdiction 
should carefully consider the full scope of these three key components of information security:
 •  Confi dentiality, the ability to ensure that only authorized personnel/systems have access to any 

given data;

 •  Integrity, the ability to ensure that data is not corrupted, and that only authorized personnel/
systems can change any given data; and,

 •  Availability, the ability to ensure that authorized personnel have timely and complete access to 
data whenever and wherever it is required.

Th e relative importance of these three components will vary among organizations. For example, fi re 
dispatch may place a premium on availability at the expense of confi dentiality, while an intelligence 
sharing center might sacrifi ce availability to ensure confi dentiality. Ultimately, all three must be 
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achieved to at least a minimal degree in order to meet mission requirements.

Each state and local government entity should develop and execute a comprehensive cyber security 
plan that demonstrates due diligence in cyber security. Th e goal of a cyber security plan is to identify 
the cyber threat environment, and address these threats in order to maintain confi dentiality, integrity 
and availability suffi  cient for mission performance. Th e plan must account for factors such as limited 
staff  and resources (and staff  turnover), varying size and complexity of the organization, varying cyber 
security and technology knowledge base within the organization, and a wide variance in technology 
being used. In addition to developing a comprehensive plan, organizations must periodically test and 
exercise their plan, using vulnerability assessments to identify gaps in policy and technology, as well as 
training needs.

Th is plan must address four main functional areas: Policy, Training, Technology Deployment, and 
Vulnerability Assessment. Each of these areas supports the others, and together they meet emerging 
standards of due diligence in information security. Th e questions below are designed to assist in “self 
assessment” and identify key issues within each major area. We have used the term “Organization” to 
represent a wide range of agencies, departments, and jurisdictions.

Policy:

 •  Does the Organization have a cyber security plan in place that sets the vision, goals, and objectives 
for Organization-wide cyber security?

 •  Has the Organization published a clear policy statement on cyber security to support the plan, 
including a “permitted use” policy for all Organization-owned cyber assets? Has this policy set been 
made available to subordinate organizations so that it can be adapted for their use?

 •  Does the Organization’s policy statement provide a clear mechanism for feedback and use of 
vulnerability assessment results to refi ne policies, training, and technology deployment?

 • Has the Organization established a certifi cation/accreditation program for information systems?

 •  Does the Organization have a designated cyber security offi  ce/offi  cer whose primary focus is on 
protecting the Organization’s cyber infrastructure?

 •  Does the Organization have established cyber security metrics? Does the Organization have a 
mechanism for rating its cyber security alert level?

 •  Has the Organization established public, private, or academic partnerships for cyber security 
collaboration?

 •  Does the Organization have a capability for internal secure information sharing (Organization-
wide secure portal)?

 •  Does the Organization have a formal connectivity policy covering network connections with 
external partners (including local government, state-wide intranet, etc.)? Does this policy address 
protection against intrusions via these connections?

 •  Does the Organization have a formal connectivity policy covering telecommuters or personnel who 
require access to internal systems from home or other off -site locations? If so, does this plan address 
vulnerabilities in off -site computers, such as home computers, that might be connected to the 
internal network?

 •  Does the Organization have a cyber operational center that functions 24/7? Does the Organization 
have an ad hoc 24/7 capability if an operational center does not exist?

 •  Does the Organization have an organization-wide Computer Security Incident Response Policy 
(IRP)? Is there a corresponding response plan, and are key personnel aware of their roles and all 
appropriate notifi cation requirements?
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 •  Does the Organization have a Continuity of Operations (COOP) plan that encompasses both 
communications and information technology capability?

 •  Does the Organization maintain a relationship with federal entities such as the United States 
Computer Emergency Readiness Team (US-CERT)?

Training:

 •  Does the Organization ensure that all employees have cyber security awareness training both at 
time of hire and on an annual recurring basis? Does this training include familiarization with 
permitted use policies? Do employees sign an acknowledgement of their familiarity with the 
Organization’s cyber security policies?

 •  Are training programs available at multiple levels commensurate with employees’ responsibility 
(e.g., general awareness, system administrator, network administrator, etc.)?

 •  Does the Organization have an outreach program to ensure the greatest penetration possible for 
cyber security awareness throughout state and local governments?

 • Does the Organization have a web presence that provides cyber security guidance?

 •  Does the Organization have a program to establish and maintain a set of best practices for cyber 
security, both for its own use and to share with local jurisdictions?

Technology Deployment:

 •  Is the technology deployed by the Organization justifi ed in terms of identifi ed cyber security 
threats and a valid risk management strategy?

 •  Has the Organization deployed appropriate technology for basic cyber security requirements such 
as anti-virus protection and fi rewalls on Internet-facing assets?

 •  Has the Organization deployed specifi c technology (including modifi cations and patches to 
existing systems and software) to respond to vulnerabilities identifi ed by internal or third-party 
vulnerability assessments?

 •  Does the Organization have an asset management system that tracks the number, type, and 
location of information technology assets? Does the Organization maintain a map of its network 
that depicts the position of these assets on its network? Does the system track personnel who are 
authorized access to cyber assets?

 •  Does the Organization have a system in place for tracking software versions in use, relevant known 
vulnerabilities and available patches to counter those vulnerabilities?

 •  Does the Organization have cyber forensics capabilities to serve both civilian and criminal matters 
for the Organization?

 •  Does the cyber security technology deployed by the Organization have suffi  cient capability and 
capacity to function in both routine and crisis management conditions?

 •  Has the Organization addressed the physical security requirements of its cyber assets (e.g., 
physically isolating servers and network equipment, access control for server area, etc.)?

Vulnerability Assessment:

 •  Does the Organization have a formal program for periodic internal vulnerability assessment and 
maintain a baseline of cyber threats and vulnerabilities?

 •  Does the Organization supplement its internal assessment program with third-party vulnerability 
assessments?

 •  Is there a formal risk management process by which assessment results are converted into 
prioritized remedial actions and tracked to completion?
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While many of these questions are oriented to larger organizations, smaller entities such as local 
jurisdictions should review many of the same questions, scaled to their individual needs. Every organi-
zation that owns and operates information technology equipment should have at least a rudimentary cyber 
security plan, and appoint an Information Security Offi  cer (ISO) or single point of contact for cyber security, 
including up-to-date 24/7 contact information. In some cases, smaller organizations may be able to ob-
tain sample policy documents and plans from their parent organization and tailor them. Also, smaller 
jurisdictions should establish cooperative agreements to obtain access to specialized assistance, such as 
forensic analysis, when required.

Th e online version1 of the SEL (www.rkb.mipt.org) includes not only the individual items, but links 
to reference material and related commercial products. Some of the software “products” useful in the 
cyber security area are “freeware,” i.e., they are available at no cost if certain restrictions are followed. 
Selected freeware products are identifi ed on the Responder Knowledge Base and linked to appropriate 
SEL items. Readers are also urged to review the information at the following sites, which provide 
valuable advice, best practices, and opportunities for support and information sharing:

CERT® Program Virtual Training Environment (VTE)
http://vte.cert.org
Th e Virtual Training Environment (VTE) is a web-based knowledge library for information assurance, 
computer forensics and incident response, and other IT-related topics. VTE is produced by the CERT® 
program of the Software Engineering Institute at Carnegie Mellon University. While VTE is used 
primarily to off er security training, DoD 8570.1 and FISMA training, and CERT® courses to partner 
organizations and students in an online format, CERT® makes as much of its library as possible 
available to the public in an eff ort to create a more knowledgeable information security community.

National Institute of Standards and Technology (NIST)
http://csrc.nist.gov/
Founded in 1901, NIST is a non-regulatory federal agency within the U.S. Commerce Department’s 
Technology Administration. NIST’s mission is to develop and promote measurement, standards, and 
technology to enhance productivity, facilitate trade, and improve the quality of life. Th e NIST Infor-
mation Technology Laboratory, Computer Security Division provides a variety of tips, newsletters, and 
publications to support cyber security eff orts.

US Computer Emergency Readiness Team (US CERT)
http://www.us-cert.gov/
Established in 2003 to protect the nation’s Internet infrastructure, US-CERT coordinates defense 
against and responses to cyber attacks across the nation.

Multi-State Information Sharing and Analysis Center (MS-ISAC)
http://www.msisac.org/
A public site identifying what the MS-ISAC is and what its mission, goals and objectives are in im-
proving the nation’s cyber security posture from a state and local perspective. Th e goal is to have this 
MS-ISAC include all fi fty states, which would provide a valuable centrally-coordinated mechanism for 
sharing important security intelligence and information between the States. Th e MS-ISAC can serve 
as a critical point of contact between the States and the Federal government. A primary goal of the 
MSISAC is to eliminate duplicative eff orts.

Th e SANS™ Institute
http://www.sans.org/rr (reading room) and http://isc.sans.org (Internet Storm Center)
SANS is an example of non-government cyber security resources and is one of the largest sources for 
information security training and certifi cation in the world. It also develops, maintains, and makes 
available at no cost, the largest collection of research documents about various aspects of informa-
tion security and operates the Internet’s early warning system - the Internet Storm Center. Th e SANS 
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(SysAdmin, Audit, Network, Security) Institute was established in 1989 as a cooperative research and 
education organization. Its programs now reach more than 165,000 security professionals, auditors, 
system administrators, network administrators, chief information security offi  cers, and CIOs who share 
the lessons they are learning and jointly fi nd solutions to the challenges they face.

National Security Agency Central Security Service
http://www.nsa.gov/snac
NSA initiatives in enhancing software security cover both proprietary and open source software, and 
they have successfully used both proprietary and open source models in their research activities. NSA’s 
work to enhance the security of software is motivated by one simple consideration: use their resources 
as effi  ciently as possible to give NSA’s customers the best possible security options in the most widely 
employed products. Th e objective of the NSA research program is to develop technologic advances that 
can be shared with the software development community through a variety of transfer mechanisms. 
NSA does not favor or promote any specifi c software product or business model; rather, NSA is 
promoting enhanced security.

Online Selection Factors

Like many sections in the 2007 SEL, the online version of the cyber security section uses a pair of 
selection factors to assist users in quickly identifying appropriate equipment items. For this section, the 
SubGroup chose User Level and Use Location (described below) as the two factors. Every online item 
is “tagged” for each appropriate combination of factors. Th us users on the online version can choose 
any combination of User Level and Use Location, and the system will provide a list of all items tagged 
for that combination.

Th e User Levels for Cyber security equipment are defi ned as follows:

End User   Users who possess no special training or other qualifi cations with respect to 
the equipment being utilized. Examples would be personal computer users 
who are familiar with basic applications but have not received any classroom 
or advanced training.

IT Technician   Users who possess some specialized training or other qualifi cations with 
respect to the equipment being utilized. Examples would be users who have 
attended classroom training for a Geographic Information System, or who 
have received training in hardware installation and setup.

IT Advanced Technician  Users who possess some extensive training or career-level qualifi cations 
with respect to the equipment being utilized. Examples would be trained 
professional network administrators who possess professional qualifi cations 
such as Microsoft Certifi ed Systems Engineer (MCSE), or computer repair 
professionals.

Th e probable Use Location(s) are defi ned as follows:

Rear Information Zone - Strategic   Emergency Operations Center/ Joint Operations Center 
Intel Support.

Rear Information Zone - Operational  Emergency Operations Center/ Departmental Operations 
Center Intel Support.

Forward Information Zone -   Incident Command Post Intel Support; near incident 
Support [Cold]    scene, but in cold zone.

Forward Information Zone -   Operations/Intel Support in warm zone.
Contamination Reduction [Warm] 
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Forward Information Zone -   Operations/Intel Support in hot zone.
Exclusion [Hot]

Th e two factors provide a method for classifying equipment items. For example, a network fi rewall 
might be classifi ed as requiring an IT Advanced Technician to install and confi gure, and might be 
used in the Rear Information Zone or even the Forward Information Zone - Support [Cold], but 
would not be used in either the Warm or Hot Zone. In the online SEL, if a user selected “IT 
Advanced Technician” and “Rear Information Zone” as the two desired selection factor values, 
the network fi rewall would then appear in the search results along with any other equipment 
recommended for that combination.
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Section 6 - Interoperable Communications Equipment
Overview

Th is section lists equipment and systems that provide communications functionality, connectivity, and 
interoperability between local agencies and other organizations. Th e items mentioned serve to develop 
situational awareness and better coordinate response operations for CBRNE terrorism and other ‘all-
hazard’ homeland security operations.

Like the previous edition, the Spring 2007 SEL has divided information technology, cyber security 
and communications into three distinct sections (Sections 4, 5, and 6 respectively). While there con-
tinues to be a close connection among the three (and even some merging of technologies such as voice 
communications over the Internet), the separation of sections should make it easier to locate desired 
equipment items. Th is year’s SEL also continues the practice of providing information on desirable 
features, operating considerations, and standards (where applicable). Th ese fi elds are designed to 
enhance the reader’s understanding of the defi ned items and their practical use.

Changes for 2007

Th e IT section now includes Underwater Communications Equipment (supporting a major initiative 
in Sections 1 and 3 to incorporate water operations), and a separate item for Voter Receivers. Th e latter 
item was added for clarity so that planners could be certain that this special class of repeater was part 
of the SEL. In view of the increased emphasis on Communications Security (COMSEC), a separate 
support equipment section was added containing Safes and Shredders for storage and destruction of 
COMSEC material, such as encryption keys. Other minor changes and updates are included through-
out the section.

Online Selection Factors

Like most sections in the 2007 SEL, the online version of the Communications Section uses a pair of 
selection factors to assist users in quickly identifying appropriate equipment items. For this section, the 
SubGroup chose User Level and Use Location (described below) as the two factors. Every online item 
is “tagged” for each appropriate combination of factors. Th us users of the online version can choose 
any combination of User Level and Use Location, and the system will provide a list of all items tagged 
for that combination.

Th e User Levels for communications equipment are defi ned as follows:

End User    Users who possess no special training or other qualifi cations with 
respect to the equipment being utilized. Examples would be users 
of cellular telephones or 2-way transceivers.

Communications Technician  Users who possess some specialized training or other qualifi cations 
with respect to the equipment being utilized. Examples would be 
users who have attended classroom training for a telephone switch, 
or who have received training in hardware installation and setup.

Communications Advanced  Users who possess some extensive training or career-level qualifi ca- 
Technician    tions with respect to the equipment being utilized. Examples would 

be trained satellite communications professionals capable of setting 
up and operating complex base stations.

1 Th e on-line version is available on the Responder Knowledge Base, www.rkb.mipt.org. 
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Th e probable Use Location(s) are defi ned as follows:

Rear Information Zone - Strategic   Emergency Operations Center/ Joint Operations Center 
Intel Support.

Rear Information Zone - Operational  Emergency Operations Center/ Departmental Operations 
Center Intel Support.

Forward Information Zone -   Incident Command Post Intel Support; near incident  
Support [Cold]    scene, but in cold zone.

Forward Information Zone -   Operations/Intel Support in warm zone.
Contamination Reduction [Warm]

Forward Information Zone -   Operations/Intel Support in hot zone.
Exclusion [Hot]

Th e factors described above provide a method for classifying equipment items. For example, satellite 
equipment is classifi ed as requiring at least a Communications Technician to install and confi gure, 
and might be used in the Rear Information Zone or the Forward Information Zone - Support [Cold], 
but would probably not be used in either the Warm or Hot Zone. In the online SEL, if a user selected 
“Communications Technician” and “Rear Information Zone” as the two desired selection factor 
values, satellite equipment would then appear in the search results along with any other equipment 
recommended for that combination.
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Section 7 - Detection Equipment
Overview

Th is section is structured to show detection equipment and recommended technologies based on
both the type of expected hazard (Chemical, Biological, Radiological, Explosive) and the anticipated 
mode of use (Portable, Transportable Lab Equipment, Fixed Site, and Standoff ). Th e description of 
each item of detection equipment also includes an annotation on capability. It is shown as the “DIQ-
Code”, and contains one or more of three codes: D for Detect, I for Identify, and Q for Quantify. 

Th e maturity and types of detection technology vary greatly depending on the level and type of hazard 
the user is detecting, and therefore the number and sophistication of the detection devices also varies 
greatly. Radiological detection devices have been commercially available and widely used for decades. 
Th ough the military has been using them since World War I, chemical detection devices (especially for 
traditional chemical warfare agents) have only recently been available to the civilian community. Th ere 
are numerous types of chemical detection technologies, each of which has diff erent characteristics and 
operating parameters. Biological warfare agent detection devices have only recently become commer-
cially available, and new technologies continue to emerge.

Th e Detection and Decontamination (D&D) SubGroup is working to incorporate applicable testing 
standards and certifi cations as they become available and approved for all types of detection devices. 
Th e SubGroup is also working with the IAB’s Training SubGroup to align the training ratings used in 
this section with training standards and requirements.

Finally, the SubGroup strongly recommends that a minimum of two diff erent but complementary de-
tection technologies (e.g., infrared, acoustic wave, etc.) be used to validate readings rather than relying 
upon any single instrument. Th is procedure will assist responders in interpreting data to better conduct 
their risk assessment and incident action plan.

Changes for 2007

Overall, the changes in this section for 2007 are minimal. In addition to minor edits, the team sepa-
rated the item for portable Raman infrared chemical detectors into two items: one for Raman, and 
another for Fourier/Raman. Th is was motivated in part by the desire to communicate the price range 
diff erence between the two technologies.

As part of the last phase of alignment between the SEL and the DHS Authorized Equipment List 
(AEL), the D&D SubGroup also agreed to move Portal Monitors from Section 7 into a new Section 
15, Inspection and Screening Systems. Section 15 groups several items that are likely to be used in 
personnel and package screening, as opposed to fi eld operations.

Sub-Section Headings for 2006

Th is section structure is organized around likely modes of use. Th e major groupings are Chemical 
Detection and Support, Biological Detection and Support, Explosive Detection, Radiological Detec-
tion and Support, and Support Equipment. Within these categories, the subcategories used are:
•  Portable, defi ned as being human portable for mobile operations in the fi eld. Th e instrument is 

light enough to be carried or worn by an emergency responder and operated by one individual.

•  Transportable Lab Equipment, defi ned as being human portable for mobile operations in the fi eld 
but generally requires a trained technical operator as well as extensive labor.
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•  Fixed-Site Sampling or Detection Systems, defi ned as stand-alone detection systems specifi cally 
designed to operate inside a building, fi xed-mounted to a vehicle, or set up in a fi xed location to 
monitor an incident perimeter. 

•  Standoff  Detector Systems, defi ned as equipment specifi cally designed to monitor the presence 
of chemical/biological agents that may be present in the atmosphere up to three miles away. Th ese 
systems typically require one or two individuals for monitoring operations. Depending on the tech-
nique employed and the environmental conditions, these detectors can have high or low selectivity. 
Standoff  detectors usually require vehicle transport and special setup.

Th is section of the SEL also has a unique feature within the Operating Considerations fi eld to assist 
users in determining anticipated costs and training time required for each type of equipment. Rating 
scales were adopted by the Detection and Decontamination SubGroup to quantify initial equipment 
costs, recurring operation and maintenance (O&M) costs, and amount of training required to become 
and remain profi cient in the operation of the equipment. Note: rating scales are used to give a general 
indication as to the time and costs associated with each type of equipment, and should not be used as the sole 
determinant in equipment selection.

Th e initial cost was based on the estimated average cost of equipment that fi t the category, including 
all necessary (but not extra) components. Th e O&M costs and training hours were based on estimated 
average annual requirements. Th e following scales were set:

Cost Scale (used for initial cost and yearly maintenance costs)

<$1K  $
$1-10K  $$
$10-50K  $$$
$50-100K  $$$$
>$100K  $$$$$

Training Scale (yearly requirement including initial training)

< 1 day  Minimal
1-2 days  Moderate
> 2 days (or requiring knowledge of chemistry, radiation, explosives or biology, or  Extensive
recurring training more than once a month)  

Online Selection Factors

Like most sections in the 2007 SEL, the online1 version of the Detection Section uses a pair of 
selection factors to assist users in quickly identifying appropriate equipment items. For the Detection 
Section, the SubGroup chose to use Profi ciency Level and Hazard Environment (described below) as 
the two factors. Every online item is “tagged” for each appropriate combination of factors. Th us, users 
on the online version can choose any combination of Profi ciency Level and Hazard Environment, and 
the system will provide a list of all items tagged for that combination.

Profi ciency Level is the fi rst factor. In addition to any specifi c training required to operate an individual 
piece of equipment, the equipment operator must possess the skills necessary to meet the recommend-
ed profi ciency level. Th e considerations in determining this level include the anticipated location of 
operation (i.e. hot zone, warm zone, or cold zone), the complexity of the equipment, and the necessity 
for chemical or biological training or expertise. Profi ciency Levels have been defi ned in accordance 

1 Th e online version of the SEL is available on the Responder Knowledge Base at www.rkb.mipt.org. 
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with NFPA 472, Standard for Professional Competence of Responders to Hazardous Materials Incidents, 
as follows:
•  Awareness Level. First responders at the awareness level are those persons who, in the course of 

their normal duties, can be the fi rst on the scene of an emergency involving hazardous materials. 
First responders at the awareness level are expected to recognize the presence of hazardous materi-
als, protect themselves, call for trained personnel, and secure the area.

•  Operational Level. First responders at the operational level are those persons who respond to 
releases or potential releases of hazardous materials as part of the initial response to the incident 
for the purpose of protecting nearby persons, the environment, or property from the eff ects of the 
release. Th ey should be trained to respond in a defensive fashion to control the release from a safe 
distance and keep it from spreading.

•  Technician Level2. Hazardous materials technicians are those persons who respond to releases 
or potential releases of hazardous materials for the purpose of controlling the release. Hazardous 
materials technicians are expected to use specialized chemical protective clothing and specialized 
control equipment.

•  Command Level. Th e incident commander is that person responsible for all decisions relating 
to the management of the incident. Th e incident commander is in charge of the incident site.

Th e second selection factor is Hazard Environment, which includes the particular CBRNE hazard 
environment(s) for which each item is suitable. As stated earlier, for our purposes it is useful to rep-
resent the Nuclear “N” as part Th ermal, part Explosive, and part Radiological. Th erefore, the Hazard 
Environment values used for online selection are:
• Chemical

• Biological

• Radiological

• Th ermal

• Explosive

2  Th is level was modifi ed slightly by the SubGroup for this publication. Th e Technician Level was changed to Technician/Specialist 
in the online system (the term “specialist” as used here should not be confused with the Private Sector Specialist defi nition in NFPA 
472). A Specialist, for purposes of our matrix, was defi ned as an equipment operator that possessed extensive technical expertise, but 
did not possess emergency response HAZMAT experience or knowledge. Generally, a Specialist would be required for a piece of equip-
ment defi ned as Transportable Lab Equipment.
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Section 8 – Decontamination 
Overview

Th is section contains recommendations for decontamination equipment, and changes from the 
previous edition are minimal. It is organized into three main categories, as follows:
•  Individual Decontamination, which contains personal decontamination items.

•  Active Decontamination, defi ned as activities or equipment that may be used in removing con-
tamination from individuals and equipment. Active decontamination includes Decontamination 
Corridor Support, Emergency Decontamination, Technical Decontamination, and Site/Equipment 
Decontamination.

•  Post-Decontamination, defi ned as activities or equipment that may be used after active decon-
tamination.

Successful CBRNE HAZMAT response requires a sound decontamination plan that has been practiced 
with proper techniques and equipment. In addition to personnel, techniques, and equipment, the plan 
should address factors such as run-off  and hazardous materials disposal, since some CBRNE agents 
may be neutralized while others may become hydrolyzed or diluted while being physically washed off  
patients and equipment. Plans should include as many specifi c procedures as possible - if a hazardous 
material has been identifi ed through testing, then the decontamination plan should include proper 
PPE and decontamination equipment appropriate to the hazard. Th e plan should include multiple 
stages of decontamination (e.g., fi eld expedient gross decon for personnel and equipment), with appro-
priate equipment and training required for each stage. Th e decontamination plan must also interface 
smoothly with other operating plans, such as medical response (e.g., policies for triage at decontamina-
tion stages, transportation of contaminated patients, etc.).

Th e Detection and Decontamination (D&D) SubGroup is continually working to identify standards 
and best practices for decontamination, including the establishment of standards for newly available 
decontamination equipment and technologies. All fi rst responders should also seek advice from their 
state and local experts on the applicability and practicality of their plans in the context of local laws 
and practices.

Changes for 2007

In addition to minor edits, the structure of this section has also been modifi ed to establish categories of 
active decontamination and place decontamination corridor support within the Active Decontamina-
tion category. Th e new structure is as follows:

08D1 Individual Decontamination
 01- Personal Decontamination Items
08D2 Active Decontamination
 01- Decontamination Corridor Support
 02- Emergency Decontamination
 03- Technical Decontamination
 04- Site/Equipment Decontamination
08D3 Post-Decontamination
 01-Blankets and Clothing
 02-Bags 
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Online Selection Factors and Efficacy Matrix

Like most sections in the 2007 SEL, the online version1 of the Decontamination section uses a pair 
of selection factors to assist users in quickly identifying appropriate equipment items. For the Decon-
tamination section, the SubGroup chose the same factors used in the Detection section (Section 7): 
Profi ciency Level and Hazard Environment. See the introduction to Section 7 for a detailed description 
of these two factors. Every online item is “tagged” for each appropriate combination of factors. Th us, 
users of the online version can choose any combination of Profi ciency Level and Hazard Environment, 
and the system will provide a list of all items tagged for that combination.

Th e Responder Knowledge Base also contains an additional feature that should prove helpful in de-
contamination planning. It is called the Decontamination Effi  cacy Matrix, and provides information 
about various decontamination methods and their eff ectiveness against specifi c threats. Th e informa-
tion in this matrix was provided to the RKB by the U.S. Army Edgewood Chemical and Biological 
Center (ECBC) in Aberdeen, Maryland, and is linked online to applicable items in this section of the 
SEL.

1 Th e online version of the SEL is available on the Responder Knowledge Base at www.rkb.mipt.org. 
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Section 9 – Medical
Overview

Th e Medical SubGroup provides guidance regarding health and medical aspects of local, state, and fed-
eral standardization, interoperability, and fi rst responder/receiver safety to prepare for, respond to, miti-
gate, and recover from any incident by identifying requirements for an all-hazards incident response 
with a special emphasis on CBRNE incident response equipment, supplies and pharmaceuticals.

Items in this section are divided into 4 categories:
• Medical Equipment: durable medical equipment

• Medical Supplies: single use, disposable, and generally inexpensive (<$100 per item)

• Pharmaceuticals: medications and fl uids

• Training Equipment and Supplies

Logistical equipment required to support medical operations, but not directly related to patient care 
or medical support of personnel, such as PPE, communications equipment, generators, etc., can be 
located in other appropriate SEL sections. Th e Medical SubGroup has ensured that notes and linkages 
to non-medical logistical items are included with the SEL items of the Medical Section.

Changes for 2007

Th e role of public health, the concern for medical surge capacity, and the expansion of the SEL 
continued to infl uence both the edits and additions in this edition. 

Th e following medical section SEL items were changed or added, as noted:
1.  09ME-05-LITR, Litters/Stretchers – After discussion with the PPO&E SubGroup, “Consider 

fl oatation options for water rescue” was added to Operating Considerations.

2.  09ME-07-ISOL, Equipment, Negative Pressure Patient Isolation – Th e title was changed to 
“Equipment, Patient Isolation”, and other information was added for features such that the equip-
ment “Can be used during transport and through continuum of medical care.”

3.  09MS-03-DSIN, Supplies, Disinfectant – Th e title was changed to “Supplies, Disinfectant and 
Antiseptic”, and the following note was added, “Product should meet recommendations of FDA 
Topical Antiseptic Review Team (for example, product contains an active ingredient such as 60-95 
% alcohol).”

4.  09PH-05-COBL, Hydroxocobalamin, a cyanide antidote, was added to the Antidotes Category 
under Pharmaceuticals.

5.  09PH-05-CYKT, Kit, Cyanide Antidote - Th e description was changed to include, “or other FDA-
approved products for cyanide poisoning.

6.  09PH-05-NAAK, Nerve Agent Antidote Kit (NAAK) – Th e description was changed to include 
“or a combination auto-injector.”

7. 09TR-01-MKIT, Supplies, Moulage was added to the Equipment Category under Training.

Th e Medical SubGroup decided not to add vaccines to the SEL at this time. Decompression chambers 
to support diving operations were also considered but not added in this edition; however, these items 
are still under review. In addition, next year the Medical SubGroup may accept responsibility for a new 
section in the SEL for agricultural terrorism prevention, response and mitigation equipment. 
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Online Selection Factors

Like many sections in the SEL, the online1 version of the Medical Section uses a set of selection 
factors to assist users in quickly identifying appropriate equipment items. For the Medical Section, 
the SubGroup uses levels within the EMS/Clinical Care delivery system as the fi rst factor, and Hazard 
Environment as the second. Every online item is “tagged” for each appropriate combination of factors. 
Th us, users on the online version can choose any combination of EMS/Clinical Care Level and Hazard 
Environment, and the system will provide a list of all items tagged for that combination. Th e EMS/
Clinical Care Level factor uses the following values:

 Basic Life Support (BLS): BLS as defi ned by the standard national BLS curricula and routinely 
carried on BLS EMS response resources.

 Advanced Life Support (ALS): ALS as defi ned by the standard national ALS curricula and routinely 
carried on ALS EMS response resources.

 Pre-Hospital Mass Casualty: Items needed specifi cally to manage pre-hospital mass casualty events 
but that may not routinely be used by pre-hospital care organizations or carried on BLS/ALS response 
resources.

Hospital: Items routinely used in the hospital environment.

 Public Health: Items used by public health authorities to protect and treat actual or potential 
exposure to hazardous agents.

Disaster: Items that should be stockpiled for mass casualty/disaster response situations.

Th e second factor is the Hazard Environment, commonly represented with the CBRNE nomenclature. 
However, for our purposes it is useful to represent the Nuclear “N” as part Th ermal, part Explosive, 
and part Radiological. Th erefore, the values used for this factor are:
• Chemical

• Biological

• Radiological

• Th ermal

• Explosive

Th e Medical SubGroup considers these selection factors to be particularly important in planning the 
acquisition and utilization of equipment. Th erefore, in addition to the standard online facility, this 
printed version contains representative information on the selection factors. Two additional columns, 
one for each factor, appear on the right side of each page. Th ese columns, entitled “EMS/CC Level(s)” 
and “Th reat/Incident Type(s)” will contain appropriate codes for each item.

Using the SEL Medical Section

Th e Medical SubGroup has attempted to provide useful information in this section (to include 
linkages to other SEL sections) to assist local, state, and federal organizations improve the public 
health, medical, and responder safety aspects of their response plans and procedures. Local and state 
public health and medical authorities should collaborate with other response partners in the review 
and modifi cation of these recommendations for use in their organizations and jurisdictions. Th is 
collaboration should include protocols, operational procedures, standards of care, and other written 
documentation governing use of SEL items.
1 Th e online version is available on the Responder Knowledge Base, www.rkb.mipt.org.
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Community hazard and vulnerability analysis is an integral aspect of planning and procuring equip-
ment, supplies, and pharmaceuticals. Consideration should be given to the full range of issues inherent 
to the procurement of equipment, pharmaceuticals, and supplies (i.e., interoperability, compatibility, 
funding limitations, maintenance, training, re-supply, storage, safety, etc). Additional recommenda-
tions follow:
•  Consider environmental factors during storage and response operations. Exposure to environmen-

tal extremes may impact potency, shelf life, and performance.

•  Do comprehensive “power planning” to look at the power needs of your total response capability. 
Consider and plan for the custom batteries/power systems that will be required for most medical 
diagnostic and monitoring equipment. Pay particular attention to the combination of monitoring/
diagnostic equipment and environmental factors such as climate control, lighting, refrigeration, 
altitude, humidity, airborne dust/particulate matter, and information equipment/computer 
support. Include storage in facilities that have backup generator power sources, and other require-
ments to ensure 24/7/365 readiness of the equipment/batteries, etc.

•  Be aware that certain supplies are regulated for bulk transportation. If you are moving large 
amounts of material (especially applicable to the Disaster and Hospital sections of the matrix), 
consult with a transportation/hazmat professional.

•  Don’t forget to incorporate federal resources such as Pre-positioned Equipment Program (PEP) 
Pods, the Strategic National Stockpile (SNS), and the CHEMPACK program into your local 
planning process. Also coordinate with local resources that receive support from federal funding, 
such as MMRS, RMRS, hospital councils, etc.

•  When selecting durable medical equipment as well as monitoring and diagnostic equipment, 
consider durability, appropriateness for fi eld use, and whether the item is disposable or can be 
decontaminated.

•  Remember to budget for the routine maintenance of monitoring and diagnostic equipment as 
specifi ed by the manufacturers.

•  Include special needs individuals (i.e., mobility impaired, hearing impaired, visually impaired, 
cognitively impaired, non-English speaking, pediatrics, elderly, medication dependent, aided by 
special escorts or animals, etc.), and others with preexisting medical conditions.

•  Consider Memoranda of Understanding (MOU)/Agreement (MOA) with hospitals and 
pharmacies for appropriate storage and management/regulation of medications and perishable 
items that must be kept in climate-controlled conditions. Consider MOUs with hospitals/ 
biomedical engineering departments for preventive maintenance on biomedical equipment.

•  Collaborate with community response partners. Share information and ask questions. Allow time 
to collect feedback and experiences from other users before purchasing equipment. Th e Responder 
Knowledge Base can also be used as a source of user opinion information.

•  Consider requirements of regulatory agencies that monitor point-of-care or wave-form testing 
equipment (e.g., i-STATS (CLIA regulations), some urine tests (wave-form), and a few other 
point-of-care tests that would be appropriate for extended and protracted disaster care and surge 
capacity).

•  Consider signage (bilingual) and other documentation forms/admission forms/etc, and health 
and medical screening tools (bilingual).

• Consider supplies and equipment necessary for mass fatalities/mortuary requirements.

• Consider veterinary and agricultural (food supply) requirements.

In 2007, Th e Medical SubGroup is considering a pilot test in which users may enter pre-defi ned search 
terms in the online version of the SEL (within the Responder Knowledge Base website) to obtain lists 
of recommended equipment for emergency facilities. Th ese pre-defi ned terms will be included with the 
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data for each listed item in the printed annual SEL. Th e Medical SubGroup is very interested in user 
feedback to improve the quality and usability of the Medical Section of the SEL. Please send comments 
to IAB@battelle.org, “Attention: IAB Medical SubGroup”.
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Section 10 - Power
Overview

Early editions of the SEL included multiple references to power-related items such as batteries and 
generators throughout the various sections. Th is section was created to consolidate those references and 
eliminate redundancy. By maintaining a unique section for power, the IAB hopes to remind readers 
that the availability of power is a signifi cant consideration in planning across all areas.

Th e Power section includes only three sub-sections: Batteries and Power Cells, Generators, and Other 
Power-Related Equipment. Its inclusion as a separate section should increase awareness of power 
requirements as the number and type of electronic equipment items continues to increase in virtually 
every section of the SEL. Readers are encouraged to look across the applicable items in other SEL sec-
tions and consider the requirements for batteries (number, type, service life, shelf life, etc.), generators, 
power fi ltering equipment, and other power-related items without which critical equipment will cease 
to function.

In the aftermath of disasters such as Hurricane Katrina and the recent Midwest (Saint Louis) ice/wind 
storms, one of the salient lessons learned was the diffi  culty of recharging batteries in an environment 
characterized by widespread power outages. As a result, many response organizations are mandating 
that some critical equipment be capable of using commercially available disposable batteries either as a 
primary or alternate power source (e.g., an alkaline battery pack that can be used in place of a recharge-
able NiCad battery). Where applicable, comments regarding the need for special power requirements 
such as custom batteries will be noted in the Operating Considerations fi eld of equipment in other 
SEL sections.

One particularly noteworthy issue has been mentioned here in past versions of the SEL, and unfortu-
nately still requires reinforcement. Readers are encouraged to emphasize generator safety and recognize 
the dangers of carbon monoxide poisoning and electrocution to the general public during disasters that 
cause power outages. Every year, and despite multiple warnings, many lives are lost due to individuals 
running generators in or near their homes. Carbon monoxide is an odorless and colorless gas that kills! 
Also, by inappropriately wiring generators directly into one’s house (instead of plugging appliances into 
the generator), severe injuries/fi res/damage can occur when power is restored.

On-Line Selection Factors

No online selection factors have been provided for this section. Th e applicability of the power 
requirement will be determined by the type and location of the equipment items being powered.
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Section 11 - CBRNE Reference Materials
Overview

Th is section was originally created in the Spring 2004 edition to simplify access to reference docu-
ments that were previously included under Operational Equipment. All references are classifi ed in one 
of three categories: Field Expedient References, Reference Databases, or References. “Field Expedient”, 
in this context, refers to those items that would be useful to carry to the scene of an incident. Where 
possible, author, International Standard Book Number (ISBN), and edition information are provided. 
Comments on the applicability and utility of specifi c references are also provided.

Online Selection Factors

Like most sections in the 2006 SEL, the online1 version of the References Section uses a pair of 
selection factors to assist users in quickly identifying appropriate equipment items. For the References 
Section, the SubGroup chose to use the Mission Role defi nitions from Section 1 as the fi rst factor, and 
the Hazard Environment defi nitions from Section 2 as the second. Th e intent is to allow selection of 
recommended references by detailed mission role (patrol offi  cer, fi refi ghter, hazmat technician, etc.) 
and general hazard environment (Chemical, Biological, etc.). See the introductions to Sections 1 and 
2 for the specifi c defi nitions used. Every online item is “tagged” for each appropriate combination of 
factors. Th us, users of the online version can choose any combination of Mission Role and Hazard 
Environment, and the system will provide a list of all items tagged for that combination.

1 Th e on-line version is available on the Responder Knowledge Base, www.rkb.mipt.org.
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Section 12 – CBRNE Incident Response Vehicles
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). It contains multiple vehicle types, including trailers for water and 
equipment. Th e Personal Protective and Operational Equipment (PP&OE) SubGroup has established 
this section, and will be responsible for maintaining its content. 

Changes for 2007

Th e following items have been moved from Section 3 into this section:
 • Vehicle, Command, Mobile

 • Vehicle, Commercial 

 • Vehicle, Specialized Mission, CBRNE

 • Vehicle, Specialized Emergency Management

 • Vehicle, Mass Casualty Transport

 • Movers, Prime, for Equipment/Water Trailers

 • Trailers, Water/Source

 • Trailers, Equipment

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 13 – Terrorism Incident Prevention Equipment
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). It also recognizes that although the SEL is response-oriented, 
several items from the Information Technology Section of the previous edition had substantial utility 
in the “prevent” mission as well. Th e Interoperable Communication and Information System (ICIS) 
SubGroup has established this section, and will be responsible for maintaining its content. 

Changes for 2007

Th e following items have been moved from Section 4 into this section:

 • System, Alert Notifi cation

 • Software, Data Acquisition

 • Software, Data Fusion/Synthesis

 • Software, Facial Recognition

 • Software, Investigative, Signals Intelligence

 • Equipment, Law Enforcement Surveillance

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 14 – Physical Security Enhancement Equipment
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). It contains items used to enhance the physical security of buildings 
and other infrastructure assets. Th ese equipment items, when deployed, mitigate either the threat of 
an incident or its eff ects, and responders utilize or interact with many of these items in the course of 
response. Th e IAB is therefore incorporating these items into a new SEL section, and providing infor-
mation on features and operating considerations for use by the responder community.

Th is section consists mainly of new items, with one item moved from Section 4 of the previous edi-
tion. Th e Interoperable Communication and Information System (ICIS) SubGroup and the Personal 
Protective and Operational Equipment (PP&OE) SubGroup have collaborated in providing support 
for this new section. 

Changes for 2007

Th e following item has been moved from Section 4 into this section:
 • System, Video Assessment, Security

Th e following new items have been added to this section:
 • Barrier, Vessel

 • Barrier: Fences; Jersey Walls

 • System, Building, Blast/Shock/Impact Resistant

 • System, Personnel Identifi cation

 • System, Vehicle Identifi cation

 • System, Fire Extinguisher Monitoring

 • System/Sensors, Alarm

 • System, Physical Access Control

 • System, Radar

 • System, Sonar

 • Sensors and Alarms, Self-Monitoring

 • Equipment, Hull Scanning

 • Doors and Gates, Impact Resistant

 • Lighting, Area, Fixed

 • Receptacle, Trash, Bomb-Resistant

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 15 – Inspection and Screening Systems
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). It contains detection items used primarily for inspection and 
screening purposes. While primarily preventive, in some cases these items may be deployed in the 
course of response (for example, in an attempt to locate and disarm secondary devices). Th e IAB is 
therefore incorporating these items into a new SEL section, and providing information on features 
and operating considerations for use by the responder community.

Th is section consists mainly of new items, with one item moved from Section 7 of the previous 
edition. Th e Detection and Decontamination (D&D) SubGroup has agreed to assist in supporting 
this section. 

Changes for 2007

Th e following item has been moved from Section 7 into this section:
 • Monitors, Portal

Th e following new items have been added to this section:
 • Radar, Ground/Wall Penetrating 

 • Systems, Personnel/Package Screening 

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 16 – Reserved
[Th is section corresponds to the AEL’s Agricultural Terrorism Prevention, Response, and Mitigation 
Equipment Section. Th e Medical SubGroup is evaluating whether to add items from this section 
into the SEL in a future edition. Th e section number is reserved to maintain the section number 
correspondence of the remaining sections.]
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Section 17 – CBRNE Prevention and Response Watercraft
Overview

Th is section was created in the current edition as part of the Personal Protective and Operational 
Equipment (PP&OE) SubGroup’s water operations initiative. In addition to new items in Sections 1 
and 3, watercraft were added to the SEL for the fi rst time. Because the AEL had an existing section for 
watercraft, the SubGroup placed their new watercraft items in a corresponding Section 17. 

Changes for 2007

Th e following new items have been added to create this section:
 • Watercraft, CBRNE Prevention and Response

 • Boat, Dive

 • Modifi cations/Accessories, Watercraft

 • Watercraft, Patrol/Surveillance

 • Watercraft, Search and Rescue

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 18 – CBRNE Aviation Equipment
Overview

Th is section was created in the current edition as part of the Personal Protective and Operational 
Equipment (PP&OE) SubGroup’s expansion of operational equipment. Because the AEL had an exist-
ing section for aviation equipment, the SubGroup placed their new Aircraft CBRNE Equipment and 
Upgrades item in a corresponding Section 18. Th e previous Section 3 item for Aircraft Mass Casualty 
Conversion Equipment/Kits was updated to include both fi xed and rotary-wing aircraft, and moved to 
this section.

Changes for 2007

Th e following item has been moved from Section 3 into this section:
 • Equipment/Kits, Aircraft Mass Casualty Conversion

Th e following new items have been added to this section:
 • Aircraft, CBRNE

 • Equipment and Upgrades, Aircraft, CBRNE

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 19 – CBRNE Logistical Support Equipment
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). Because the AEL had an existing section for logistical support 
equipment, the Personal Protective and Operational Equipment (PP&OE) SubGroup approved 
separating this equipment from the operational and search and rescue equipment in Section 3. Th is 
section also involved collaboration with the Medical SubGroup, which moved the refrigerator/freezer 
item from Section 9 and consolidated the refrigeration requirements to ensure that the necessary 
features and operating considerations to support storage of medication and vaccines were included. 

Changes for 2007

Th e following items have been moved from Section 3 to create this section:
 • Bags/Packs

 • Bags, Bivy/Sleeping

 • Compressors and Systems, Breathing Air

 • Fan, Intrinsically Safe, Exhaust

 • Fan, Cooling/Heating/Ventilation

 • Container, Fuel Storage

 • System, Water Distribution

 • System, Water Purifi cation

 • Housing, Subsistence and Sanitation

 • System, Public Address, Handheld

 • Overpack

Th e following items have been moved from Section 9 to create this section:
 • Refrigerator

Th e following items have been added in this edition:
 • Monitors/Recorders, Temperature and Humidity

Online Selection Factors

No selection matrix has been formulated for this section.

 • Refrigerator/Freezer

 • Equipment, Bulk Material Handling

 • Cart, Field

 • Containers, Hazardous Material Shipping

 • Containers, Storage

 • Carts, Portable Air Cylinder

 • Carts, Portable Compressed Gas Cylinder

 • Systems, Shelter, Rapid Deployment

 • System, Environmental Control

 • System, Collective Protective
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Section 20 – Intervention Equipment
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). Th e Personal Protective and Operational Equipment (PP&OE) 
SubGroup and Interoperable Communications and Information Systems (ICIS) SubGroup each 
moved an item into this section. 

Changes for 2007

Th e following item has been moved from Section 3 to this section:
 • Equipment, Tactical Entry

Th e following item has been moved from Section 4 to this section:
 • Equipment, Fingerprint Processing and Identifi cation

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 21 – Other Authorized Equipment
Overview

Th is section was created in the current edition to improve the alignment of the SEL with the DHS 
Authorized Equipment List (AEL). Even though it is entitled “Other Authorized Equipment”, this 
section is in fact used by the AEL for items such as consulting services, shipping charges, and sales tax 
that do not fi t in any of the normal equipment categories. Since maintenance packages/contracts are 
also not “equipment” per se, the Personal Protective and Operational Equipment (PP&OE) SubGroup 
chose to move the maintenance item from the Operational Equipment section into Section 21. Th at is 
currently the only SEL item in this section. 

Changes for 2007

Th e following item has been moved from Section 3 to this section:
 • Maintenance

Online Selection Factors

No selection matrix has been formulated for this section.
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List

Th e list on the following pages is referenced by item number from multiple sections of the SEL. In
addition to its number, each item on the list has two annotations:
 •  Type, which will be either Adopted or “R” for Reference Only. Adopted standards are those that 

have been formally adopted by the IAB (see discussion in the Standards Coordinating Committee 
section of the 2003 IAB Annual Report). All other standards are included for reference only.

 •  Use/Care, which distinguishes standards for the use and care of personal protective equipment, as 
opposed to product certifi cation standards. Such standards will be identifi ed by “y” in the Use/Care 
column,

Each standard in this list also has a corresponding record in the Responder Knowledge Base (www.rkb.
mipt.org). Th e online records contain a summary description of the standard, the promulgating 
organization, and one or more links through which the standard may be viewed or purchased.

 ID Standard Name Use/Care1 Type2

1 21 CFR (Several Standards apply) FDA. Local standards for EMS and    R
  facility patient management equipment should be used.

2 21 CFR 862.1345 (FDA), Glucose test system   R

3 21 CFR 868.1400 (FDA), Carbon Dioxide Gas Analyzer   R

4 21 CFR 868.1930 (FDA), Stethoscope head   R

5 21 CFR 868.5630 (FDA), Nebulizer   R

6 21 CFR 868.5895 (FDA), Performance Standard for Continuous    R
  Ventilator (Respirator)

7 21 CFR 868.5915 (FDA), Manual emergency ventilator   R

8 21 CFR 870.1025 (FDA), Arrhythmia detector and alarm   R

9 21 CFR 870.1120 (FDA), Blood pressure cuff    R

10 21 CFR 870.2700 (FDA), Oximeter   R

11 21 CFR 870.2800 (FDA), Medical magnetic tape recorder   R

12 21 CFR 870.5300 (FDA), DC-defi brillator (including paddles)   R

13 21 CFR 872.6770 (FDA), Cartridge syringe   R

14 21 CFR 874.4770 (FDA), Otoscope   R

15 21 CFR 876.1500 (FDA), Endoscope and accessories   R

16 21 CFR 876.5980 (FDA), Gastrointestinal tube and accessories   R

17 21 CFR 878 (FDA) (multiple sections apply)   R

18 21 CFR 878.3900 (FDA), Infl atable extremity splint   R

19 21 CFR 878.3910 (FDA), Non-infl atable extremity splint   R

20 21 CFR 878.4040 (FDA), Surgical apparel   R

21 21 CFR 878.4460 (FDA), Surgeon’s glove   R
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List - Continued

 ID Standard Name Use/Care1 Type2

22 21 CFR 878.4490 (FDA), Absorbable hemostatic agent and dressing   R

23 21 CFR 878.4780 (FDA), Powered suction pump   R

24 21 CFR 878.4800 (FDA), Manual surgical instrument for general use   R

25 21 CFR 880 (FDA) (multiple sections apply)   R

26 21 CFR 880.2900 (FDA), Colormetric   R

27 21 CFR 880.2910 (FDA), Electronic   R

28 21 CFR 880.2920 (FDA), Mercury   R

29 21 CFR 880.5025 (FDA), IV Bag Container   R

30 21 CFR 880.5200 (FDA), IV Catheter   R

31 21 CFR 880.5240 (FDA), Medical adhesive tape and adhesive bandage   R

32 21 CFR 880.5420 (FDA), Pressure infusor for an I.V. bag   R

33 21 CFR 880.5440 (FDA), Administration Set (All Components)   R

34 21 CFR 880.5725 (FDA), Infusion pump   R

35 21 CFR 880.5860 (FDA), Piston syringe   R

36 21 CFR 880.6230 (FDA), Tongue depressor   R

37 21 CFR 880.6250 (FDA), Patient examination glove   R

38 21 CFR 880.6740 (FDA), Vacuum-powered body fl uid suction apparatus   R

39 21 CFR 880.6760 (FDA), Protective restraint   R

40 21 CFR 880.6820 (FDA), Medical disposable scissors   R

41 21 CFR 880.6900 (FDA), Hand-carried stretcher   R

42 21 CFR 880.6910 (FDA), Wheeled stretcher   R

43 21 CFR 886.1570 (FDA), Ophthalmoscope   R

44 21 CFR 886.4360 (FDA), Ocular surgery irrigation device   R

45 21 CFR 898 (FDA), Performance Standard for Electrode Lead Wires    R
  and Patient Cables

46 29 CFR 1910.1030 (OSHA), Bloodborne Pathogens   R

47 29 CFR 1910.120 (OSHA), Hazardous Waste Operations and  Y R
  Emergency Response.

48 29 CFR 1910.132 (OSHA), General Requirements, PPE Y R

49 29 CFR 1910.134 (OSHA), Respiratory Protection Y R

50 29 CFR 1910.135 (OSHA), Head Protection Y R

51 29 CFR 1910.138 (OSHA), Hand Protection Y R
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List - Continued

 ID Standard Name Use/Care1 Type2

52 29 CFR 1910.146 (OSHA), Permit-Required Confi ned Spaces   

53 29 CFR 1910.147 (OSHA), Th e Control of Hazardous Energy    R
  (Lockout/Tagout)

54 29 CFR 1910.95 (OSHA), Occupational Noise Exposure   R

55 40 CFR 264 (EPA), Standards for Owners and Operators of Hazardous    R
  Waste Treatment, Storage, and Disposal Facilities

56 42 CFR 84 (NIOSH), Respiratory Protective Devices   R

57 42 CFR 84 (NIOSH), with Air-Purifying Escape Respirator (APER)    A
  CBRN Statement of Standard; NPPTL Letter dated October 8, 2003

58 42 CFR 84 (NIOSH), with APR CBRN Statement of Standard; NPPTL    A
  Letter dated April 4, 2003

59 42 CFR 84 (NIOSH), with Powered Air-Purifying Respirator (PAPR)    A
  CBRN Statement of Standard dated October 6, 2006

60 42 CFR 84 (NIOSH), with SCBA CBRN Statement of Standard;    A
  NPPTL Letter dated December 28, 2001

61 42 CFR 84 (NIOSH), with Self-Contained Escape Respirator (SCER)    A
  CBRN Statement of Standard; NPPTL Letter dated October 8, 2003

62 47 CFR 90 (FCC), Private Land Mobile Radio Services   R

63 49 CFR 172.101 (DOT) Purpose and use of hazardous materials table.   R

64 49 CFR 173 (DOT), General Requirements for Shipments and Packages Y R

65 49 CFR 173.3 (DOT), Packaging and Exceptions Y R

66 49 CFR 178, Specifi cations for Packaging Y R

67 Advanced Encryption Standard (AES), Data Encryption Standard    R
  (DES), and Triple Data Encryption (3-DES) (NIST)

68 ANSI F852-99e1, Standard Specifi cation for Portable Gasoline    R
  Containers for Consumer Use

69 ANSI INCITS 385-2004, Face Recognition Format for Data Interchange   R

70 ANSI N42.14, Calibration and Use of Germanium Detectors for the    R
  Measurement of Gamma-Ray Emission Rates of Radionuclides.

71 ANSI N42.32, Performance Criteria for Alarming Personal Radiation    A
  Detectors for Homeland Security

72 ANSI N42.33, Portable Radiation Detection Instrumentation for    A
  Homeland Security

73 ANSI N42.34, Performance Criteria for Hand-held Instruments for    A
  the Detection and Identifi cation of Radionuclides
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List - Continued

 ID Standard Name Use/Care1 Type2

74 ANSI N42.35, Evaluation and Performance of Radiation Detection    A
  Portal Monitors for Use in Homeland Security

75 ANSI Z87.1 Occupational and Educational Personal Eye and Face    A
  Protection Devices

76 ANSI Z89.1, Industrial Head Protection, 2003 Edition   A

77 ANSI/Compressed Gases Association Specifi cation G-7.1, Commodity    R
  Specifi cation for Air, Edition 5, 2004

78 ANSI/ISEA 102-1990, Gas Detector Tube Units - Short-Term Type for    R
  Toxic Gases and Vapors in Working Environments

79 ANSI/ISEA 105, Hand Protection Selection Criteria, 2005 Edition   A

80 ANSI/ISEA 107, High Visibility Safety Apparel, 2004 Edition   A

81 ANSI/ISEA 207, High Visibility Public Safety Vests, 2006 Edition   R

82 AOAC Test Methods for Handheld Bio Detectors   A

83 ASTM D4490, Measuring the Concentration of Toxic Gases or Vapors    R
  Using Detector Tubes

84 ASTM F1052-97 (2002), Standard Test Method for Pressure Testing  Y R
  Vapor Protective Ensembles

85 ASTM F1556-94, Standard Guide for Spinal Immobilization and    R
  Extrication (Spined) Device Characteristics (2002)

86 ASTM F2020-02a, Standard Practice for Design, Construction, and    R
  Procurement of Emergency Medical Services Systems (EMSS) Ambulances

87 ASTM F2300-05, Standard Test Method for Measuring the Performance    R
  of Personal Cooling Systems Using Physiological Testing

88 ASTM F2318-04, Standard Specifi cation for Rotary Wing Basic    R
  Life Support

89 ASTM F2319-04, Standard Specifi cation for Fixed Wing Basic Life Support   R

90 CGA E-4, 4th Edition, Standard for Gas Pressure Regulators,    R
  Compressed Gas Association, 2002

91 CGA E-7, 2nd Edition, Standard for Medical Gas Regulators and    R
  Flowmeters, Compressed Gas Association, 1998

92 CGA G-4.1, 5th Edition, Cleaning Equipment for Oxygen Service,    R
  Compressed Gas Association, 2004

93 Federal Food, Drug and Cosmetic Act   R

94 Federal Information Processing Standard (FIPS) 140-2, Security    R
  Requirements for Cryptographic Modules, 2001
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List - Continued

 ID Standard Name Use/Care1 Type2

95 Federal Information Processing Standard (FIPS) 201-1, Personal Identity    R
  Verifi cation (PIV) of Federal Employees and Contractors, 2006

96 Global Justice XML Data Model (DOJ)   A

97 Guidelines for Design and Construction of Hospital and Health Care    R
  Facilities, 2001 (American Institute of Architects and the Facilities 
  Guidelines Institute)

98 Guidelines for Environmental Infection Control in Health-Care Facilities,    R
  2003 (CDC and the Healthcare Infection Control Practices Advisory 
  Committee)

99 IEEE 802.11b-1999 (R2003) Supplement to 802.11-1999, Wireless LAN    R
  MAC and PHY specifi cations: Higher speed Physical Layer (PHY) extension 
  in the 2.4 GHz band.

100 IEEE 802.11g-2003 Amendment to IEEE Std 802.11, 1999 Edition    R
  (Reaff  2003) IEEE Standard for Information technology.

101 KKK-A-1822E, Federal Specifi cation for the Star-of-Life Ambulance   R

102 National Institute for Justice (NIJ) and the Department for Homeland    R
  Security (DHS) are currently funding the development of an NIJ Standard 
  for bomb suits. Th is standards development process is being managed by 
  the NIST-Offi  ce for Law Enforcement Standa

103 NFPA 10, Standard for Portable Fire Extinguishers, 2002 Edition   R

104 NFPA 1500, Standard on Fire Department Occupational Safety and  Y R
  Health Program, 2007 Edition

105 NFPA 1581, Standard on Fire Department Infection Control Program,  Y R
  2005 Edition

106 NFPA 1851, Standard on Selection, Care, and Maintenance of Structural  Y A
  Fire Fighting Protective Ensembles, 2001 Edition

107 NFPA 1852, Standard on Selection, Care, and Maintenance of Open- Y A
  Circuit Self-Contained Breathing Apparatus, 2002 Edition

108 NFPA 1936, Standard on Powered Rescue Tools, 2005 Edition   A

109 NFPA 1951, Standard on Protective Ensembles for Technical Rescue    A
  Operations, 2007 Edition

110 NFPA 1971, Standard on Protective Ensembles for Structural Fire    A
  Fighting and Proximity Fire Fighting, 2007 Edition

111 NFPA 1975, Standard on Station/Work Uniforms for Fire and    A
  Emergency Services, 2004 Edition

112 NFPA 1981, Standard on Open-Circuit Self-Contained Breathing    A
  Apparatus (SCBA) for Emergency Services, 2007 Edition
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List - Continued

 ID Standard Name Use/Care1 Type2

113 NFPA 1982, Standard on Personal Alert Safety Systems (PASS),    A
  2007 Edition

114 NFPA 1983, Standard on Life Safety Rope and Equipment for    A
  Emergency Services, 2006 Edition

115 NFPA 1989, Standard on Breathing Air Quality for Fire and Emergency    R
  Services Respiratory Protection, 2003 Edition

116 NFPA 1991, Standard on Vapor-Protective Ensembles for Hazardous    A
  Materials Emergencies, 2005 Edition

117 NFPA 1992, Standard on Liquid Splash-Protective Ensembles and    A
  Clothing for Hazardous Materials Emergencies, 2005 Edition

118 NFPA 1994, Standard on Protective Ensembles for First Responders to    A
  CBRN Terrorism Incidents, 2007 Edition

119 NFPA 1999, Standard on Protective Clothing for Emergency Medical    A
  Operations, 2003 Edition

120 NFPA 2112, Standard on Flame-Resistant Garments for Protection of    A
  Industrial Personnel Against Flash Fire, 2007 Edition

121 NFPA 2113, Standard on Selection, Care, Use, and Maintenance of Flame- Y A
  Resistant Garments for Protection of Industrial Personnel Against Flash 
  Fire, 2007 Edition

122 NFPA 30, Flammable and Combustible Liquids Code, 2003 Edition   R

123 NFPA 70, National Electric Code, 2005 Edition   R

124 NIJ Guide 100-01, Selection and Application Guide to Personal  Y A
  Body Armor, 2001

125 NIJ Interim Requirements for Bullet-Resistant Body Armor   A

126 NIJ Standard 0104.02, Riot Helmets and Face Shields   R

127 NIJ Standard 0106.01, Ballistic Helmets, December 1981   R

128 NIJ Standard 0108.01, Ballistic Resistance Protective Materials   R

129 NIST SP 800-31, Intrusion Detection Systems (IDSs)   R

130 NIST SP 800-36, Guide to Selecting Information Security Products   R

131 NIST SP 800-40, Version 2.0, Creating a Patch and Vulnerability    R
  Management Program (November, 2005)

132 NIST SP 800-41, Guidelines on Firewalls and Firewall Policy   R

133 NIST SP 800-44, Guidelines on Securing Public Web Servers   R

134 NIST SP 800-45, Guidelines on Electronic Mail Security   R
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1 “Y” indicates standard for the use or care of personal protective equipment - not a certifi cation standard.
2 IAB [A]dopted Standard or [R]eference Only Standard

Standards List - Continued

 ID Standard Name Use/Care1 Type2

135 NIST SP 800-46, Security for Telecommuting and Broadband    R
  Communications

136 NIST SP 800-47, Security Guide for Interconnecting Information    R
  Technology Systems

137 NIST SP 800-48, Wireless Network Security 802.11, Bluetooth and    R
  Handheld Devices

138 NIST SP 800-83, Guide to Malware Incident Prevention and    R
  Handling (November, 2005)

139 NSF/ANSI 5-2000, Water Heater, Hot Water Support Boiler, 2000   A

140 NVLAP program (NIST) currently provides accreditation for several    R
  diff erent types of whole body and extremity dosimeters

141 Title 21 USC, Controlled Substances Act, Section 812   R

142 UL 913, Intrinsically Safe Apparatus and Associated Apparatus for Use    A
  in Class I, II, and III, Division 1, Hazardous (Classifi ed) Locations, 2003






