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Foreword

The Standardized Equipment List (SEL) is provided to the responder community by the InterAgency
Board for Equipment Standardization and Interoperability (IAB). The SEL has traditionally con-
tained a list of generic equipment recommended by the IAB to local, state, and federal government
organizations in preparing for and responding to all Chemical, Biological, Radiological, Nuclear, and
Explosive (CBRNE) events. This edition continues the transition to a broader “all-hazards” SEL, while
maintaining an emphasis on CBRNE events.

The SEL is a guideline, and its use is voluntary. The SEL promotes interoperability and standardiza-
tion across the response community at the local, state, and federal levels by offering a standard refer-
ence and a common set of terminology. The IAB does not assume any liability for the performance
of equipment items mentioned in the SEL.

The most current SEL is printed and distributed each year in conjunction with the IAB Annual
Report. This printed edition is always preceded by a complete review of the SEL by working groups
within the IAB, and thus contains numerous changes and updates. However, the SEL master is
maintained on line in order to keep pace with maturing and emerging technologies. It is available

in interactive format on the IAB web site, www.iab.gov. The SEL is updated on line as required, and
cach online record includes the date and time of its most recent change. Local, Tribal, State, or Federal
Government organizations may present suggested changes at any time for consideration.

Alignment with the DHS Authorized Equipment List

The numbering scheme and structure of the SEL are aligned with the Authorized Equipment List
(AEL) produced by DHS. Originally a subset of the SEL, the AEL is the equipment purchase grant
guidance for several major grant programs, including the entire DHS Homeland Security Grant
Program (HSGP). It is currently maintained by the FEMA Grant Programs Directorate of DHS.
The SEL/AEL alignment is the result of a 3-year effort undertaken so that the responder community
could easily obtain grant allowability information from DHS alongside the features and operating
consideration information contained in the SEL.

The SEL and AEL each contain 21 sections, as follows:

1. Personal Protective Equipment

Explosive Device Mitigation and Remediation Equipment
CBRNE Operational and Search & Rescue Equipment
Information Technology

CyberSecurity Enhancement Equipment

Interoperable Communications Equipment

Detection

Decontamination

Medical
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. CBRNE Reference Materials
. CBRNE Incident Response Vehicles
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15. Inspection and Screening Systems

16. (Reserved, currently used by AEL only)

17. CBRNE Prevention and Response Watercraft
18. CBRNE Aviation Equipment

19. CBRNE Logistical Support Equipment

20. Intervention Equipment

21. Other Authorized Equipment

Section 16 of the AEL is entitled “Agricultural Terrorism Prevention, Response, and Mitigation
Equipment.” It is currently “Reserved” in the SEL numbering scheme while items are being
considered for incorporation into the SEL. The IAB continues to work closely with FEMA’s Grant
Programs Directorate to ensure the closest possible correlation between the two lists.

SEL/AEL Numbering Scheme

The SEL and the DHS AEL both utilize the numbering scheme originally introduced in the 2003
SEL. The format for SEL/AEL numbers is 99xx-88-yyyy, where

99 s the section number, from 01 through 99 (currently 01 through 21 are used as shown above).

xx is the category. It is alphanumeric and unique within its section. For example, within Personal
Protective Equipment, all items associated with the NFPA 1994 standard will have the
category “CB”.

88  is the numeric subcategory. For example, within the Personal Protective Equipment Section,

the NFPA 1994 Class 2 Ensemble has a subgroup code of “02”. This code may be set to “00”
when not required.

yyyy is the item identifier. It is alphanumeric and unique within its section, class, and group. Using
an alphanumeric code at this level increases flexibility, and decreases the chance of human
error. For example, the Hard Hat in the personal protective equipment section uses the item
identifier “HHAT.”

2009 Changes

The 2009 SEL includes 650 items, 136 of which have been changed or added in this edition. Changes
include editorial changes (113), relocated items (5), and new items (18). There were no deletions in
this edition.

Two new Categories have been created in the 2009 SEL. The first is Category 09MY, Mortuary
Operations, which was created by the Medical SubGroup. This category recognizes the essential
requirement for mass fatality capability in WMD or disaster incidents, and includes equipment kits
addressing ecight different aspects of mortuary operations. The second new category is 20CS, Crime
Scene Processing, created by the Personal Protective and Operational Equipment SubGroup. This
category supports the critical mission of law enforcement to investigate criminal aspects of major
incidents as part of their response, and reflects the efforts of the IAB to broaden law enforcement
content in the SEL.

Training Requirements

The inclusion of Training Requirements for each SEL item began in the 2008 Edition. These require-
ments were developed by the Training SubGroup in cooperation with each of the four SubGroups



responsible for SEL content, and have been updated in this edition. Each item contains training
requirement information in three parts:

¢ Core Training requirements, which describe the fundamental baseline training (as opposed
to product specific training) required for operation, usually by reference to one or more key
documents (such as a standard containing minimum qualifications) or certifications (such as a
diver’s certificate).

* Initial Training requirements, which quantify the amount of training needed to utilize the specific
piece of equipment, presented as Minimal (< 1 day), Moderate (1-2 days), or Extensive (>2 days).

e Sustainment Training requirements, which quantify the amount of annual recurrent training
needed to maintain proficiency in using the specific piece of equipment. Again, the requirement
is presented as Minimal (< 1 day), Moderate (1-2 days), or Extensive (>2 days).

In some cases, additional information is supplied. For example, some bomb squad items show
Sustainment Training as “Extensive (>2 days) with 5-yr re-accreditation rqt” to remind users of the
5-year re-accreditation requirement for FBI-accredited bomb squads.

Selection Factors

Since 2004, some sections of the SEL have included selection factors to provide an alternate method
of referencing SEL items. Currently, they exist only for Sections 1 through 9, and the definitions vary
among those sections. These factors allow users on the Responder Knowledge Base (RKB) web site
(www.rkb.us) to select factor values and obtain search results based, for example, on a particular
mission role and hazard environment such as Firefighter, Flash Fire environment.

The IAB is currently considering whether to continue to update and utilize these selection factors in
their present form. For that reason, the factors have not been implemented on the new IAB web site
(www.iab.gov). The 2008 factor values are still operational on the RKB web site. The only SubGroup
to update their selection factors for the 2009 Edition is the Medical SubGroup, since their factors are
the only ones actually published in the printed edition.

Selection factor definitions are presented as usual in this edition (in the introductions to Sections 1 through
9). However, readers should be aware that they are under review and that selection factors may be modified
or eliminated during 2009.

Abbreviated Print Format and CD-ROM

Since adding features and operating considerations information in 2004, the printed version of the
SEL has expanded steadily. With the introduction of the training requirements in 2008, the sheer
volume of the SEL reached a point where continuing to print in the same format would possibly have
required two volumes. As a result, the 2008 edition became the first to “streamline” the printed SEL
to include only the SEL Number, Title, and Description of each item. This edition continues that
format. A CD-ROM is enclosed inside the back cover of the printed edition that contains both PDF
versions of the printed document and an interactive version of the SEL. The SEL on the CD-ROM is
formatted like the on-line SEL, contains complete information on every item, and is viewable offline
on any computer using a Web browser.

Online Versions of the SEL

In addition to this printed version and its accompanying CD-ROM, a searchable version of the 2009
SEL is accessible online at the IAB web site (www.iab.gov). As mentioned above, this version of the
SEL is considered the master and will always contain the latest updates. The IAB site also allows users
to download the printed version of the SEL and the IAB Annual Report in PDF format.
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Another version of the SEL is available as part of the Responder Knowledge Base (RKB), at www.rkb.
us. The RKB’s SEL display includes all of the equipment information, and implements interactive
selection factors to assist users in determining the IAB’s recommendations. It also provides links to
related standards, products, grants, and other equipment-related information, as well as an integrated
display option that combines elements from the SEL and AEL.

SEL, Foreword

Summary

The 2009 SEL represents the collective efforts of the InterAgency Board members and several related
support organizations. This edition continues the migration toward an all-hazards approach, and
incorporates two new operational areas. Like all previous versions, it is intended to provide the best
possible information in support of all emergency responders. Suggestions and comments are welcome.




Section 1 - Personal Protective Equipment

Overview

The capabilities of and requirements for personal protective equipment continue to evolve rapidly.
The transition to a broader, “all-hazards” SEL (while maintaining an emphasis on CBRNE events)
continues in this edition.

Last year’s SEL contained a special document authored by the Personal Protective & Operational
Equipment (PP&OE) SubGroup to assist readers in understanding the relationship between the
traditional “Level A, B, C” PPE terminology and the standards-based descriptions used in recent years
for both the SEL and DHS’s AEL. In June 2008, the National Institute for Occupational Safety and
Health (NIOSH), with the assistance of this SubGroup, released NIOSH Publication No. 2008-132,
entitled: Guidance on Emergency Responder Personal Protective Equipment (PPE) for Response to CBRN
Terrorism Incidents (http:/[www.cdc.gov/niosh/docs/2008-132/). The NIOSH document supersedes
the document published in this introduction last year, and has been cross referenced to

appropriate individual SEL items in this section.

Performance Standards

The importance of performance-based consensus standards in the certification, procurement, and use
of personal protective equipment for emergency responders and first receivers cannot be overstated.
The PP&OE SubGroup continues to devote significant effort to identifying useful standards, defining
requirements for standards not yet available, and participating in the standards development process.
The Standards List at the end of the SEL shows some 45 standards and special reference publications
related to this section, 28 of which have been formally adopted by the IAB.

One of the most critical standards requirements cited by the IAB over the past five years has been the
need for a performance-based personal protective equipment standard that specifically addresses the
law enforcement mission. As of this writing, the National Institute for Justice (N1IJ) under its Law
Enforcement and Corrections Standards and Testing Program is completing the development of
NIJ Standard 0116.00, CBRN Protective Ensemble Standard for Law Enforcement. Two companion
documents are planned for this standard: NIJ CBRN Protective Ensemble Certification Program
Requirements, and NIJ Selection and Application Guide to CBRN Protective Ensembles. The latter will
provide procurement, selection, care, maintenance, training, and administrative guidance related to
law enforcement CBRN protective ensembles. The IAB and the PP&OE SubGroup have been strong
advocates for the development of this new CBRN ensemble standard, and several members of the
IAB are participants on the NIJ Special Technical Committee (STC) that worked throughout 2008
in developing this product standard.

A second critical NIJ standard development effort also appears to be nearing completion. The
National Institute for Justice (NIJ) and the Department of Homeland Security (DHS) are finalizing
work on the development of an NIJ Standard for bomb suits. This standards development process

is being managed by the NIST Office of Law Enforcement Standards (OLES). The requirement for

a bomb suit standard was generated by the IAB PP&OE SubGroup, in close cooperation with the
National Bomb Squad Commanders Advisory Board (NBSCAB). The U.S. military has developed the
Operational Requirements Document (ORD) for Explosive Ordnance Disposal Advanced Bomb Suit
(ABS). The U.S. military has also generated a draft Performance Specification, Bomb Suit, Advanced.
The lead organization for this class of military protective equipment development is the Army Natick
Soldier Center. It is currently anticipated that this long-awaited standard will be available in early
20009.
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Section Changes for 2009

While routine edits and enhancements were made throughout the section, there were no major
changes or item additions for 2009.

Item 01ZA-06-COOL, Garment/Vest/Device, Cooling, has been moved from Section 1 to Section 2,
and is now item 02PE-02-COOL. The PP&OE SubGroup is carefully examining the efficacy of these
devices, and they are not recommended for routine responder use. However, due to the weight and
bulk of EOD ensembles, the item is being carried in Section 2 as a current recommended item.

The Ensemble Selection Process

In order to select the appropriate PPE ensemble, all sectors of the emergency response community
must first complete a thorough threat assessment that at least identifies the most probable mission
scenarios. Such scenarios should, at a minimum, address two major areas:

* What are the “hazards” likely to be encountered, e.g. chemical (vapors, liquids, particulates),
biological, radiological, explosive, etc.?

* What is the likely “mission” (job function) of each responder during the event, and what are the
type, level, and likelihood of exposure to potential hazards?

Although the tendency is to try to prepare for every eventuality, that approach is generally neither
financially feasible nor appropriate. Thus, the community should determine the most credible and
likely threat “scenarios” as a basis for planning. This assessment can only occur through a coordinated
communication and planning effort involving emergency response organizations, emergency planning
officials, and the intelligence community.

This coordinated planning effort should produce an “inventory” of the most likely scenarios, as well
as anticipated responder roles. The results can then be applied using the Hazard/Mission Matrix
described below. Completing this organized process of assessing the threat, planning the response,
and identifying equipment gaps as a prerequisite to equipment selection is strongly encouraged.

Selection Factors

Like many sections in the 2009 SEL, the Personal Protective Equipment Section uses a pair of
selection factors to assist users in quickly identifying appropriate equipment items. For this section,
the SubGroup chose to use Hazard Environment and Mission Role as the two factors. Users of the
online version' can choose any combination of Hazard Environment and Mission Role and the system
will provide a list of all items tagged for that combination.

The best way to visualize the interaction of the two selection factors (Hazard and Mission Role) for
PPE is to view them as a matrix, as shown on the following page. The hazard or threat, including the
likely physical state in which it would manifest itself, forms the “Hazard Environment” (horizontal)
axis of the matrix. The vertical axis represents the likelihood of exposure based upon generalized job
functions - the “Mission Role” axis of the matrix. Matching a mission role to one or more hazard
environments gives a recommended set of equipment items. The values used in each of these two
axes are described in detail below. NOTE: Currently, this table only addresses CBRNE hazards. As
the SEL continues its transition to an all-hazards scope, the table will be expanded to reflect both
additional missions and hazards.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).
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The Hazard Environment Axis

This axis is based first on general weapon/hazard type, followed by an assessment of the physical state.
For example, chemical weapons can exist as particulates, liquids or airborne vapors, gases or aerosols.
Based upon credible intelligence and threat assessment information, a community might choose

to select PPE designed to protect the responder from an event utilizing common toxic industrial
materials in concentrations that are detrimental to the respiratory tract. In that case, the selection

of “Chemical Weapon, Vapor/Gas/Aerosol in High Respiratory/Low Dermal concentrations” might
be selected. In planning for potential RDD (radiological dispersion device) events, the selection of
“Radiological with Penetrating Gamma/X-Ray” would be appropriate. Whatever selection is made
will direct the user to the most up-to-date information concerning what, if any, protective ensembles
are currently recommended, as well as usage limitations. The table below shows the hazard environ-

ment definitions adopted by the PP&OE SubGroup for use in the SEL.

Category Environment Definition
Chemical Vapor/Gas/Aerosol A chemical warfare agent or toxic industrial chemical found
(High Respiratory, at the response scene that is present as a gas, a vapor that

High Dermal) [VH] | evaporates from a liquid, or a finely acrosolized low vapor-
pressure liquid. High Respiratory refers to the airborne
concentration present and suggests that the concentration
is above respiratory IDLH levels. High Dermal indicates
a significant dermal contact or absorption risk for acute/
chronic skin toxicity or systemic health effects via skin
contact (e.g. carcinogens).

Vapor/Gas/Aerosol A chemical warfare agent or toxic industrial chemical found
(High Respiratory, at the response scene that is present as a gas, a vapor that
Low Dermal) [VR] evaporates from a liquid, or a finely aerosolized low vapor-

pressure liquid. High Respiratory refers to the airborne
concentration present and suggests that the concentration

is above respiratory IDLH levels. Low Dermal indicates
that vapors or gases are not in a high enough concentration
to create a condition that is immediately dangerous to the
wearer or conducive to systemic or chronic health effects via
skin contact (e.g. carcinogens).

Vapor/Gas/Aerosol A chemical warfare agent or toxic industrial chemical found
(Low Respiratory, at the response scene that is present as a gas, a vapor that
Low Dermal [VL] evaporates from a liquid, or a finely aerosolized low vapor-

pressure liquid. Low Respiratory refers to situations where
the airborne concentration is anticipated to be below IDLH
levels. Low Dermal indicates that vapors or gases are not in a
high enough concentration to create a condition that is im-
mediately dangerous to the wearer or conducive to systemic
or chronic health effects via skin contact (e.g. carcinogens).

Liquids (High) [LH] | A chemical warfare agent or toxic industrial chemical found
at the response scene that is present as a liquid where the
potential exists for contact with that liquid. High indicates
conditions where extended contact in the form of splashes is
expected.




Category

Environment

Definition

Chemical -
Continued

Liquids (Low) [LL]

A chemical warfare agent or toxic industrial chemical found
at the response scene that is present as a liquid where the
potential exists for contact with that liquid. Low indicates
conditions where incidental contact could be expected from
contaminated surfaces.

Particulates (High)
[PH]

A chemical warfare agent or toxic industrial chemical

found at the response scene that is present as solid particles
(particulate) or dust. High indicates that the concentration
is above respiratory IDLH levels, or that the CBRNE agent

is carcinogenic.

Particulates (Low)
(PL]

A chemical warfare agent or toxic industrial chemical

found at the response scene that is present as solid particles
(particulate) or dust. Low indicates that the concentration is
below respiratory IDLH levels, and that the CBRNE agent

is noncarcinogenic.

Biological

Airborne [BA]

Microorganisms that can be spread as acrosols or particu-
lates, and are considered airborne threats for respiration and
in some cases also through dermal contact.

Liquid-borne [BL]

Microorganisms that can be spread by contact with blood,
body fluids, and other contaminated liquids.

Radiological

Particulate/Liquid
(Alpha and Beta)
[AB]

Alpha or beta ionizing radiation that is spread by particles
suspended in air or liquids. The primary hazard from these
materials is through inhalation of particulates; skin contact

should also be avoided.

Penetrating Gamma/
X-Ray [yX]

The threat from gamma/x-ray ionizing radiation consists of
both exposure to and contamination by gamma and x-ray
emitting radioactive isotopes. Other than time, distance, and
shielding, PPE is limited to minimizing direct contact with
or inhalation of contaminated material.

Thermal

Flash Fire [FF]

A relatively short duration fire of 10 seconds or less that
involves the ignition and combustion of a flammable
atmosphere.

Sustained Fire [SF]

A fire involving a structure or other source of materials
that continues for a period of 1 minute or more until ex-
tinguished or through the consumption of the combustible
materials present.

Wildland Fire [WF]

A fire in woodlands, forests, grasslands, brush, prairies, and
other such vegetation, that is involved in a fire situation but
is not within buildings or structures.

Explosive

Pre-Detonation [PR]

The potential for explosion still exists at the emergency
scene.

Post-Detonation

(PO]

The device has already exploded and the response scene
involves the physical hazards associated with structural
collapse and debris.

Ballistic

Armed Assaults, Force
Protection, Hostage
Rescue [AS]

Handgun and rifle fire up to and including .30 caliber armor
piercing rounds.
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The Mission Role Axis

For a more detailed risk assessment of responders at CBRNE events, it is necessary to describe each re-
sponder’s particular mission during the incident. By describing the mission, one can estimate numer-
ous variables that place the individual at either an increased or decreased risk of actual exposure to the
hazard. These variables include factors such as proximity to the potential release, potential exposure to
IDLH environments, timing of arrival with regard to weapon dispersion, and probability of contact
with potentially contaminated victims or surfaces. The mission roles listed in the matrix enable the
community to consider a responder’s job function during the CBRNE incident in comparison to the
hazard. This results in a better matching of protective postures towards actual risk.

The fact that a mission role is listed in a particular duty area is not intended to imply that the role is
not applicable to other duty areas. For example, rescue teams may be located in law enforcement, fire
department, or emergency medical duty areas depending upon the performance expectations of the
community and their Comprehensive Emergency Response Plan. In the interest of keeping the matrix
to a manageable size, mission roles are not repeated in every possible duty area.

Additionally, the reader must bear in mind that the mission roles presented in the matrix are based
upon their assigned mission after the event occurs. Therefore, those assigned to First Responder roles
such as “Patrol Officer,” “Firefighter” and “Medical First Receiver” will often be reclassified to another
listed mission role once they become involved in the event (e.g. perimeter control, decontamination
team, or contaminated patient care).

The table below shows the mission role definitions adopted by the PP&OE SubGroup for use in
the SEL:

Duty Areas | Mission Role Definition

Law First Responder/ | Initial response into possible CBRNE incident in law enforce-
Enforcement | Patrol Officer ment capacity. Responder would have risk of exposure during
the first response and initial phase of the event. Any requirement
to work within the hazardous environment beyond the initial
recognition phase would generally result in the individual being
reclassified into one of the other mission areas identified in this
matrix.

Force Protection | Force protection at a CBRNE incident scene or at critical sup-
porting infrastructure locations (e.g. medical, communications,
logistical support, staging or command and control locations)
and access control points for the purpose of ensuring the safety
of operating personnel and assets.

Perimeter Scene control, credentialing, perimeter security, and crowd

Control and control.

Field Force

Evidence Sample and evidence collection in cold, warm, and hot zones.

Technician These technicians may be involved in a variety of investigative
processes including criminal investigation and environmental
sampling.

Tactical (SWAT) | Entry into any zone for immediate tactical action, hostage
rescue, or assault.




Duty Areas | Mission Role Definition
Fire First Responder/ | Initial response in fire service capacity. Responders would have
Department | Firefighter risk of exposure during the initial stages of the event. Any
requirement to work within the hazardous environment beyond
the first response and initial recognition phase would generally
result in the individual being reclassified into one of the other
mission areas identified in this matrix.
Rescue Team Response to incident for purpose of rescuing live non-
ambulatory casualties.
Decontamination | Decontamination of response personnel or victims.
Team
Emergency | First Responder/ | Initial response in medical services capacity; responding to a
Medical Medical First report of an incident or being the first medical person to receive
Services Receiver or recognize casualties from a CBRNE event. Responders would
have risk of exposure during the initial phases of the event. Any
requirement to function in another capacity beyond the first re-
sponse and initial recognition phase of the event would generally
result in the individual being reclassified into one of the other
mission areas identified in this matrix.
Contaminated The medical care provider or allied medical professional (e.g.
Patient Care medical examiner) at any location or level of response who is
likely to provide care or service to patients or victims who are
likely to pose a significant risk of secondary contamination or
exposure. These medical personnel may also be involved in the
decontamination process.
Non- The medical care provider or allied medical professional (e.g.
Contaminated medical examiner) at any location or level of response who is
Patient Care likely to provide care or service to patients or victims who do not
pose a significant risk of secondary contamination or exposure.
The determination of lack of significant risk may be based
upon a wide variety of factors including, but not limited to, the
proximal location of the patient/victim at the time of CBRNE
release, the physical/chemical properties of the CBRNE, the use
of detection equipment or the extent of decontamination already
taken.
Follow-On | Administrative/ | Those individuals that would follow-on in the response to as-
Responders | Logistical sist with the administration and logistical support of the event.
Support These individuals would not normally be subjected to potential
Personnel exposure provided appropriate force protection and perimeter
security measures are in place.
Technical and Those trade personnel called upon to provide a focused specialty
Skilled function. These functions would likely be carried out in the
Specialty isolation area of the event and therefore, potential exposures to
Personnel materials are likely.

- Isolation Area

Technical and

Skilled

Specialty

Personnel

- Non-Isolation
Area

Those trade personnel called upon to provide a focused specialty
function. These individuals would not normally be subjected to
potential exposure, provided appropriate force protection and
perimeter security measures are in place.
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Duty Areas | Mission Role Definition

= Special Hazardous Response to incidents involving a hazardous explosive and/
3 Device or dispersal device within the isolation area for the purpose of
f Operations identification, rendering safe, or removal of such device(s). For
B2 operations outside the isolation area, PPE requirements are

determined by specific mission role.

HAZMAT Response to incidents involving CBRNE or hazardous materials
Operations within the isolation area for the purpose of detection, sampling,
identification, control, and/or remediation. For operations
outside the isolation area, PPE requirements are determined by
specific mission role.

Incident Response to incidents for purposes of assuming incident
Command Team | command in the field, including establishment and operation
of a field incident command center.

Technical Rescue | Operations involving specialized knowledge, skills and equip-
ment to search for and rescue or recover victims of unique
situations. This includes: high angle, confined space, structural
collapse, trench, wilderness, vehicle and machinery.

Surface Water Personnel deployed onto or in close proximity to surface waters.
Operations This includes watercraft, ice, surf, swift, and non-moving water
(Contaminated missions, in both the contaminated and non-contaminated
and environment.
uncontaminated)
Subsurface Water | Operations in or under the surface of the water/ice in which
Operations the use of supplemental air sources is required, in both the
(contaminated contaminated and non-contaminated environment.
and
uncontaminated)
Environmental/ | Response to incidents involving CBRNE or hazardous materials
Occupational in order to gather data/samples for the purpose of assessing
Health human health risks to responders or the community. These
Operations activities generally occur at a secured scene after the completion
of initial emergency response activities.
Epidemiology Conducting interviews and/or investigations for the purpose
of gathering epidemiological information.
Mortuary DMORT (Disaster Mortuary Operational Response Team)
Operations or coroner/medical examiner, law enforcement, morticians.

PPE requirements are determined by specific mission role, e.g.
sampling, preservation, etc.

PPE Standards and Hazard Environments

In addition to the Hazard/Mission matrix, this edition of the SEL updates the table relating hazards
to existing standards. The figure on the following page identifies recognized standards that apply to
PPE used for protection from specific types of hazards encountered by responders during a CBRNE
incident. Start with the left side of this chart to select the types of hazards that may be potentially
encountered (the definitions are the same as those used in the Hazard axis of the Hazard/Mission
matrix). Then look across the top of the chart to find the current nationally recognized standard(s)
that address the selected hazards.
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Key to Matrix Values:
A “Appropriate” - Provides appropriate protection from the indicated CBRN exposure.

E  “Escape” - Provides protection from the indicated CBRNE exposure for escape purposes only.
Not intended for operations in the indicated hazard environment.

-
5

B
%
=5
g
g

L “Limited” - Does not provide specific protection from CBRNE exposure but may provide
limited protection from collateral exposure such as TICs/TIMs once CBRN hazards have been
mitigated.

O  “Overprotection” - Provides protection in excess of that required to address the indicated hazard.
Overprotection may result in undesirable tradeoffs such as increased heat stress or loss of
functionality.

VF

! “High Respiratory” indicates that airborne concentrations are anticipated to be at or above IDLH
or respirator maximum use concentration levels.

2 “Low Respiratory” indicates that airborne concentration is at or above published Short Term
Exposure Limits (STEL) but less than IDLH or respirator maximum use concentration.

* “High Dermal” indicates a significant dermal contact or absorption risk for acute/chronic skin
toxicity, sensitization, corrosiveness, or systemic health effects via skin contact (e.g. carcinogens).

* “Low Dermal” suggests that vapors or gases are not in a high enough concentration to create a
condition that is immediately dangerous to the wearer or conducive to systemic or acute/chronic
health effects via skin contact (e.g. carcinogens).

> Canisters used for APRs and canisters/cartridges used for PAPRs may have significant life
limitations in airborne particulate hazards of sufficient quantity to cause filter loading.

¢ High/Low with regard to liquid chemical hazards. Although expressed in this matrix in general
terms, selection of respiratory levels of protection would be dependent upon the volatility of the
material and results of quantitative analysis of airborne concentrations.

7 The specific hazard/exposure indicated is radiological. Nuclear hazard environments will also
include thermal and explosive components if detonation occurs.

8 CBRN Escape Respirators are grouped into two categories for this table: Air Purifying (AP),
which includes respirators with and without the carbon monoxide (CO) option, and Self
Contained (SC), which has its own air supply. Protections are limited to duration required for
escape activity.

? In the post-detonation setting, the primary hazard is assumed to be physical hazards. However,
other chemical, biological or radiological hazards may be present and a hazard/risk assessment
must be conducted in order to identify such hazards prior to final selection of a proper protective
ensemble.

' NIOSH CBRN PAPR includes units that are tight fitting (TF) and hooded (Hd).

Summary

Section 1 of the SEL is intended to provide the best possible guidance in selecting personal
protective equipment based upon the anticipated hazard environment(s) and the mission role of
the user. This guidance is based principally on CBRNE hazards; other hazards must be considered
in a thorough hazard and risk assessment, which is required by OSHA for the selection of PPE.
However, no guidance can replace the fundamental requirement to examine a community’s most
likely exposure to various hazards and mission roles for its personnel prior to PPE selection.
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Section 2 - Explosive Device Mitigation and
Remediation Equipment

Overview

This section was originally created in the Fall 2004 version of the SEL. The use of a separate major
section of the SEL (and the DHS Authorized Equipment List) for this equipment underscores the
criticality of bomb squad operations and the seriousness of the threat from Improvised Explosive
Devices (IEDs) as both primary and secondary devices.

The IAB continues its close collaboration with the National Bomb Squad Commanders Advisory
Board (NBSCAB) in identifying essential equipment and advising that the purchase of such
equipment be limited to Accredited Bomb Squads.

Section Changes for 2009

Many of the items in this section previously carried the notation “For use by accredited public safety
bomb squads that meet the accreditation standards as defined by the National Bomb Squad Commanders
Advisory Board and outlined in the National Guidelines for Bomb Technicians” in the Operating
Considerations. The original inclusion of this notation was an important milestone in setting
guidelines for the purchase of specific bomb squad equipment.

This year, that notation has been replaced by the following: “May only be purchased by an FBI-
Accredited Bomb Squad. For information on establishing new bomb squad programs, agencies should
contact the Special Agent Bomb Technician in the nearest FBI Office or call directly to the FBI Program
Manager at the Hazardous Devices School, (256) 313-1910.” This stronger restriction reflects the con-
cern of both NBSCAB and the IAB that procurement and use of certain items should be restricted
to accredited bomb squads.

Item 01ZA-06-COOL, Garment/Vest/Device, Cooling, has been moved from Section 1 to Section 2,
and is now item 02PE-02-COOQOL. The PP&OE SubGroup is carefully examining the efficacy of these
devices, and they are not recommended for routine responder use. However, due to the weight and
bulk of EOD ensembles, the item is being carried in Section 2 as a current recommended item.

This section contains enhancements to features and operating considerations throughout.

Selection Factors

Like many sections in the 2009 SEL, the Explosive Device Mitigation and Remediation Equip-

ment Section uses a pair of selection factors to assist users in quickly identifying appropriate equip-
ment items. For this section, the SubGroup chose to use Proficiency Level and Hazard Environment
(described below) as the two factors. Thus users of the online version' can choose any combination of
Proficiency Level and Hazard Environment, and the system will provide a list of all items tagged for
that combination.

The first selection factor is Proficiency Level. In addition to any specific training required to operate
an individual piece of equipment, the equipment operator must possess the skills necessary to meet
the recommended proficiency level. The factors considered in determining this level include the

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).



anticipated location of operation of the equipment (i.e. hot zone, warm zone, or cold zone), the
complexity of the equipment, and the necessity of chemical or biological training or expertise. The
definitions used for proficiency levels have been adapted using NFPA 472, Standard for Professional
Competence of Responders to Hazardous Materials Incidents, as a starting point. They are:

* Awareness Level. Responders at the awareness level are those persons who, in the course of their
normal duties, can be the first on the scene of an incident. First responders at the awareness level
are expected to recognize the presence of hazardous materials, protect themselves, call for trained
personnel, and secure the area.

* Operational Level. Responders at the operational level are those persons who respond to
WMD incidents as part of the initial response to the incident for the purpose of protecting
nearby persons, the environment, or property.

¢ Technician Level. Technicians are those persons possessing special training who respond to

incidents for the purpose of control, active response, or remediation. Technicians are expected
to use specialized equipment such as chemical protective clothing and control equipment.

* Specialist Level. Specialists are those persons possessing advanced special training who respond
to incidents for the purpose of providing specialized assistance in control, active response, or
remediation. Specialists are expected to use complex equipment to perform tasks restricted to
those with specific advanced training.

e Command Level. Command level personnel include the incident commander and other staff
members. The incident commander is that person responsible for all decisions relating to the
management of the incident and site operations.

The second selection factor is the Hazard Environment(s) for which each item is suitable. The values
for this factor address the commonly used CBRNE nomenclature. However, for our purposes it is
useful to represent the Nuclear “N” as part Thermal, part Explosive, and part Radiological. Therefore,
the values used are:

e Chemical

* Biological
* Radiological
e Thermal

* Explosive
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Section 3 - CBRNE Operational and Search and Rescue Equipment

Overview

This section contains equipment needed to initiate and sustain operations during operational and
search and rescue response incidents.

Section Changes for 2009

This edition includes minor enhancements to 19 items, including some references to new standards.
One new item was added: 030E-01-CTAC includes tactical communications items such as throw
phones and cameras. One item, 030E-01-BGEV (Bags/Canisters, Evidence) was moved to a new
category in Section 20 established for crime scene processing equipment and is now part of a new
item 20CS-02-EVID.

Selection Factors

Many sections of the SEL include selection factors for use in the online, interactive version. For this
section, the SubGroup chose to use Proficiency Level and Hazard Environment (described below) as
the two factors. Thus users of the online version' can choose any combination of Proficiency Level
and Hazard Environment, and the system will provide a list of all items tagged for that combination.

The first selection factor is Proficiency Level. In addition to any specific training required to operate
an individual piece of equipment, the equipment operator must possess the skills necessary to meet
the recommended proficiency level. The factors considered in determining this level include the
anticipated location of operation of the equipment (i.e. hot zone, warm zone, or cold zone), the
complexity of the equipment, and the necessity of chemical or biological training or expertise. The
definitions used for proficiency levels have been adapted using NFPA 472, Standard for Professional
Competence of Responders to Hazardous Materials Incidents, as a starting point. They are:

* Awareness Level. Responders at the awareness level are those persons who, in the course of their
normal duties, can be the first on the scene of an incident. First responders at the awareness level
are expected to recognize the presence of hazardous materials, protect themselves, call for trained
personnel, and secure the area.

* Operational Level. Responders at the operational level are those persons who respond to
WMD incidents as part of the initial response to the incident for the purpose of protecting
nearby persons, the environment, or property.

¢ Technician Level. Technicians are those persons possessing special training who respond to
incidents for the purpose of control, active response, or remediation. Technicians are expected to
use specialized equipment such as chemical protective clothing and control equipment.

* Specialist Level. Specialists are those persons possessing advanced special training who respond
to incidents for the purpose of providing specialized assistance in control, active response, or
remediation. Specialists are expected to use complex equipment to perform tasks restricted to
those with specific advanced training.

e Command Level. Command level personnel include the incident commander and other staff
members. The incident commander is that person who is responsible for all decisions relating to
the management of the incident and site operations.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).
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The second selection factor is the Hazard Environment(s) for which each item is suitable. The values
for this factor address the commonly used CBRNE nomenclature. However, for our purposes it is
y purp
« » . . .
useful to represent the Nuclear “N” as part Thermal, part Explosive, and part Radiological. Therefore,
the values used are:

¢ Chemical
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* Biological
* Radiological
e Thermal

* Explosive
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Section 4 - Information Technology

Overview

This section lists equipment, software, and systems that provide information functionality and
interoperability between local responders and other agencies working in cooperation to resolve or
manage incidents. The items mentioned serve to develop situational awareness and better coordinate
response operations for CBRNE terrorism and other ‘all-hazard” homeland security operations.

Like previous editions, the 2009 SEL has divided information technology, cyber security and
communications into three distinct sections (Sections 4, 5, and 6 respectively). While there continues
to be a close connection among the three (and even some merging of technologies such as voice
communications over the Internet and encryption of data), the separation of sections should make

it easier to locate desired items. We have continued our efforts to provide information on desirable
features, operating limitations, and standards (where applicable). The information provided is by no
means exclusive. These fields are designed to enhance the reader’s understanding of the defined items
and their practical use.

Section Changes for 2009

There are no major changes in this edition. However, multiple changes have been made to
descriptions, features, and operating considerations throughout the section to keep pace with
technical advancements.

Selection Factors

Like many sections in the 2008 SEL, the Information Technology Section uses a pair of selection
factors to assist users in quickly identifying appropriate equipment items. For this section, the
SubGroup chose User Level and Use Location (described below) as the two factors. Thus users of
the online version' can choose any combination of User Level and Use Location, and the system
will provide a list of all items tagged for that combination.

The User Levels for information technology equipment are defined as follows:

End User Users who possess no special training or other qualifications with
respect to the equipment being utilized. Example: computer users
who are familiar with basic applications but have not received any
classroom or advanced training.

IT Technician Users who possess some specialized training or other qualifications
with respect to the equipment being utilized. Example: users who
have attended classroom training for a Geographic Information
System (GIS), or who have received training in hardware installa-
tion and setup.

IT Advanced Technician Users who possess extensive training or career-level qualifications
with respect to the equipment being utilized. Example: trained
professional network administrators who possess professional
qualifications such as MCSE, or computer repair professionals.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).



The probable Use Location(s) are defined as follows:

Rear Information Zone - Strategic Emergency Operations Center/Joint Operations Center %
Intel Support. 3

Rear Information Zone - Operational Emergency Operations Center/Departmental E
Operations Center Intel Support. %

Forward Information Zone - Support Incident Command Post Intel Support; near incident

[Cold] scene, but in cold zone.

Forward Information Zone - Operations/Intel Support in warm zone.

Contamination Reduction [Warm]

Forward Information Zone - Exclusion | Operations/Intel Support in hot zone.

[Hot]

The factors described above provide a method for classifying equipment items. For example, a
network router might be classified as requiring an I'T Advanced Technician to install and configure,
and might be used in the Rear Information Zone or the Forward Information Zone - Support [Cold],
but would probably not be used in either the Warm or Hot Zone. In the online SEL, if a user selected
“IT Advanced Technician” and “Forward Information Zone - Support (Cold)” as the two desired
selection factor values, the network router item would appear in the search results along with any
other equipment recommended for that combination.
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Section 5 - Cyber Security Enhancement Equipment

Overview

This section lists equipment, software, and systems that contribute to improved information security.
Five major functional categories are defined: Authentication Devices, Encryption, Host Level
Security, Network Level Security, and Patch/Configuration Management. The items recommended in
this section are included in the SEL because of the criticality of responders’ information infrastructure
in areas ranging from hazard assessment to communications and incident command. The increasing
vulnerability of networks impacts both the reliability of this infrastructure and user confidence in

the information they receive. Thus, cyber security must be considered in deployment and response
operations.

Section Changes for 2009

This section is essentially unchanged in 2009, with only minor enhancements to features and
operating considerations.

Cyber Security Self-Assessment Questions and Resources

This set of suggestions and questions was originally introduced in 2006, and remains extremely
relevant to all responder organizations. Agencies and jurisdictions at every level must have appropri-
ate policies in place, understand their vulnerabilities, weigh the risks involved and make informed
decisions on how to spend resources to secure systems and data. Thousands of new computer viruses
are reported every year, and it now only takes a few minutes to compromise an unprotected com-
puter that is connected to the Internet. A virus or other successful cyber attack can be devastating to
networks, to the information contained within systems and, just as importantly, to the confidence of
those who depend on these systems to accomplish their mission.

Information security is mission critical to every emergency responder. Every agency and jurisdiction
should carefully consider the full scope of these three key components of information security:

* Confidentiality, the ability to ensure that only authorized personnel/systems have access to any
given data;

* Integrity, the ability to ensure that data is not corrupted, and that only authorized personnel/
systems can change any given data; and,

* Availability, the ability to ensure that authorized personnel have timely and complete access to
data whenever and wherever it is required.

The relative importance of these three components will vary among organizations. For example, fire
dispatch may place a premium on availability at the expense of confidentiality, while an intelligence
sharing center might sacrifice availability to ensure confidentiality. Ultimately, all three must be
achieved to at least a minimal degree in order to meet mission requirements.

Each state and local government entity should develop and execute a comprehensive cyber security
plan that demonstrates due diligence in cyber security. The goal of a cyber security plan is to identify
the cyber threat environment, and address these threats in order to maintain confidentiality, integrity
and availability sufficient for mission performance. The plan must account for factors such as limited
staff and resources (and staff turnover), varying size and complexity of the organization, varying cyber
security and technology knowledge base within the organization, and a wide variance in technology
being used. In addition to developing a comprehensive plan, organizations must periodically test and
exercise their plan, using vulnerability assessments to identify gaps in policy and technology, as well as
training needs.
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This plan must address four main functional areas: Policy, Training, Technology Deployment, and
Vulnerability Assessment. Each of these areas supports the others, and together they meet emerging
standards of due diligence in information security. The questions below are designed to assist in “self
assessment” and identify key issues within each major area. We have used the term “Organization” to
represent a wide range of agencies, departments, and jurisdictions.

Policy:
* Does the Organization have a cyber security plan in place that sets the vision, goals, and objectives
for Organization-wide cyber security?

* Has the Organization published a clear policy statement on cyber security to support the plan,
including a “permitted use” policy for all Organization-owned cyber assets? Has this policy set
been made available to subordinate organizations so that it can be adapted for their use?

* Does the Organization’s policy statement provide a clear mechanism for feedback and use of
vulnerability assessment results to refine policies, training, and technology deployment?

* Has the Organization established a certification/accreditation program for information systems?

* Does the Organization have a designated cyber security office/officer whose primary focus is on
protecting the Organization’s cyber infrastructure?

* Does the Organization have established cyber security metrics? Does the Organization have a
mechanism for rating its cyber security alert level?

* Has the Organization established public, private, or academic partnerships for cyber security
collaboration?

* Does the Organization have a capability for internal secure information sharing (Organization-
wide secure portal)?

* Does the Organization have a formal connectivity policy covering network connections with
external partners (including local government, state-wide intranet, etc.)? Does this policy address
protection against intrusions via these connections?

* Does the Organization have a formal connectivity policy covering telecommuters or personnel
who require access to internal systems from home or other off-site locations? If so, does this plan
address vulnerabilities in off-site computers, such as home computers, that might be connected
to the internal network?

* Does the Organization have a cyber operational center that functions 24/7? Does the
Organization have an ad hoc 24/7 capability if an operational center does not exist?

* Does the Organization have an organization-wide Computer Security Incident Response Policy
(IRP)? Is there a corresponding response plan, and are key personnel aware of their roles and all
appropriate notification requirements?

* Does the Organization have a Continuity of Operations (COOP) plan that encompasses both
communications and information technology capability?

* Does the Organization maintain a relationship with federal entities such as the United States
Computer Emergency Readiness Team (US-CERT)?

Training:

* Does the Organization ensure that all employees have cyber security awareness training both at
time of hire and on an annual recurring basis? Does this training include familiarization with
permitted use policies? Do employees sign an acknowledgement of their familiarity with the
Organization’s cyber security policies?

* Are training programs available at multiple levels commensurate with employees responsibility
(e.g., general awareness, system administrator, network administrator, etc.)?



* Does the Organization have an outreach program to ensure the greatest penetration possible for
cyber security awareness throughout state and local governments?

* Does the Organization have a web presence that provides cyber security guidance?

* Does the Organization have a program to establish and maintain a set of best practices for cyber
security, both for its own use and to share with local jurisdictions?
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Technology Deployment:
* Is the technology deployed by the Organization justified in terms of identified cyber security
threats and a valid risk management strategy?

* Has the Organization deployed appropriate technology for basic cyber security requirements such
as anti-virus protection and firewalls on Internet-facing assets?

* Has the Organization deployed specific technology (including modifications and patches to
existing systems and software) to respond to vulnerabilities identified by internal or third-party
vulnerability assessments?

* Does the Organization have an asset management system that tracks the number, type, and
location of information technology assets? Does the Organization maintain a map of its network
that depicts the position of these assets on its network? Does the system track personnel who are
authorized access to cyber assets?

* Does the Organization have a system in place for tracking software versions in use, relevant known
vulnerabilities and available patches to counter those vulnerabilities?

* Does the Organization have cyber forensics capabilities to serve both civilian and criminal matters
for the Organization?

* Does the cyber security technology deployed by the Organization have sufficient capability and
capacity to function in both routine and crisis management conditions?

* Has the Organization addressed the physical security requirements of its cyber assets (e.g.,
physically isolating servers and network equipment, access control for server area, etc.)?

Vulnerability Assessment:
* Does the Organization have a formal program for periodic internal vulnerability assessment and
maintain a baseline of cyber threats and vulnerabilities?

* Does the Organization supplement its internal assessment program with third-party vulnerability
assessments?

¢ Is there a formal risk management process by which assessment results are converted into
prioritized remedial actions and tracked to completion?

While many of these questions are oriented to larger organizations, smaller entities such as

local jurisdictions should review many of the same questions, scaled to their individual needs. Every
organization that owns and operates information technology equipment should have at least a rudimentary
cyber security plan, and appoint an Information Security Officer (ISO) or single point of contact for cyber
security, including up-to-date 24/7 contact information. In some cases, smaller organizations may be able
to obtain sample policy documents and plans from their parent organization and tailor them. Also,
smaller jurisdictions should establish cooperative agreements to obtain access to specialized assistance,
such as forensic analysis, when required.

Some of the software “products” useful in the cyber security area are “freeware,” i.c., they are avail-
able at no cost if certain restrictions are followed. Readers are also urged to review the information at
the following sites, which provide valuable advice, best practices, and opportunities for support and
information sharing:
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CERT" Program Virtual Training Environment (VIE)

hitp:/lvte.cert.org

The Virtual Training Environment (VTE) is a web-based knowledge library for information
assurance, computer forensics and incident response, and other I'T-related topics. VTE is produced
by the CERT" program of the Software Engineering Institute at Carnegie Mellon University. While
VTE is used primarily to offer security training, DoD 8570.1 and FISMA training, and CERT"
courses to partner organizations and students in an online format, CERT® makes as much of its
library as possible available to the public in an effort to create a more knowledgeable information
security community.

National Institute of Standards and Technology (NIST)

hitp://csre.nist.gov/

Founded in 1901, NIST is a non-regulatory federal agency within the U.S. Commerce Department’s
Technology Administration. NIST’s mission is to develop and promote measurement, standards,
and technology to enhance productivity, facilitate trade, and improve the quality of life. The NIST
Information Technology Laboratory, Computer Security Division provides a variety of tips, news-
letters, and publications to support cyber security efforts.

US Computer Emergency Readiness Team (US CERT)

hitp:/fwww.us-cert.gov/

Established in 2003 to protect the nation’s Internet infrastructure, US-CERT coordinates defense
against and responses to cyber attacks across the nation.

Multi-State Information Sharing and Analysis Center (MS-ISAC)

hitp:/fwww.msisac.org/

A public site identifying what the MS-ISAC is and what its mission, goals and objectives are in
improving the nation’s cyber security posture from a state and local perspective. The goal is to have
this MS-ISAC include all fifty states, which would provide a valuable centrally-coordinated mecha-
nism for sharing important security intelligence and information between the States. The MS-ISAC
can serve as a critical point of contact between the States and the Federal government. A primary
goal of the MSISAC is to eliminate duplicative efforts.

The SANS™ Institute

hitp:/fwww.sans.org/rr (reading room) and hrgp://isc.sans.org (Internet Storm Center)

The SANS (SysAdmin, Audit, Network, Security) Institute SANS is an example of non-government
cyber security resources and is one of the largest sources for information security training and certifi-
cation in the world. It also develops, maintains, and makes available at no cost, the largest collection
of research documents about various aspects of information security and operates the Internet’s early
warning system - the Internet Storm Center. SANS was established in 1989 as a cooperative research
and education organization. Its programs now reach more than 165,000 security professionals, audi-
tors, system administrators, network administrators, chief information security officers, and CIOs
who share the lessons they are learning and jointly find solutions to the challenges they face.

National Security Agency Central Security Service

hitp:/fwww. nsa.gov/snac

NSA initiatives in enhancing software security cover both proprietary and open source software, and
they have successfully used both proprietary and open source models in their research activities. NSA’s
work to enhance the security of software is motivated by one simple consideration: use their resources
as efficiently as possible to give NSA’s customers the best possible security options in the most widely
employed products. The objective of the NSA research program is to develop technologic advances
that can be shared with the software development community through a variety of transfer mecha-
nisms. NSA does not favor or promote any specific software product or business model; rather, NSA
is promoting enhanced security.



Online Selection Factors

Like many sections in the 2008 SEL, Cyber Security section uses a pair of selection factors to assist
users in quickly identifying appropriate equipment items. For this section, the SubGroup chose User
Level and Use Location (described below) as the two factors. Thus users of the online version! can
choose any combination of User Level and Use Location, and the system will provide a list of all items
tagged for that combination.

The User Levels for Cyber security equipment are defined as follows:

End User Users who possess no special training or other qualifications with
respect to the equipment being utilized. Examples would be
personal computer users who are familiar with basic applications
but have not received any classroom or advanced training.

IT Technician Users who possess some specialized training or other qualifications
with respect to the equipment being utilized. Examples would be
users who have attended classroom training for a Geographic
Information System, or who have received training in hardware
installation and setup.

IT Advanced Technician Users who possess some extensive training or career-level
qualifications with respect to the equipment being utilized.
Examples would be trained professional network administrators
who possess professional qualifications such as Microsoft Certified
Systems Engineer (MCSE), or computer repair professionals.

The probable Use Location(s) are defined as follows:

Rear Information Zone - Strategic Emergency Operations Center/Joint Operations Center
Intel Support.

Rear Information Zone - Operational Emergency Operations Center/Departmental
Operations Center Intel Support.

Forward Information Zone - Support Incident Command Post Intel Support; near incident

[Cold] scene, but in cold zone.

Forward Information Zone - Operations/Intel Support in warm zone.

Contamination Reduction [Warm]

Forward Information Zone - Exclusion | Operations/Intel Support in hot zone.
[Hot]

The two factors provide a method for classifying equipment items. For example, a network firewall
might be classified as requiring an I'T Advanced Technician to install and configure, and might be
used in the Rear Information Zone or even the Forward Information Zone - Support [Cold], but
would not be used in either the Warm or Hot Zone. In the online SEL, if a user selected “IT
Advanced Technician” and “Rear Information Zone” as the two desired selection factor values,

the network firewall would then appear in the search results along with any other equipment
recommended for that combination.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).
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Section 6 - Interoperable Communications Equipment

Overview

This section lists equipment and systems that provide communications functionality, connectivity, and
interoperability between local agencies and other organizations. The items mentioned serve to develop
situational awareness and better coordinate response operations for CBRNE terrorism and other ‘all-
hazard’ homeland security operations.

Like previous editions, the 2009 SEL has divided information technology, cyber security and
communications into three distinct sections (Sections 4, 5, and 6 respectively). While there contin-
ues to be a close connection among the three (and even some merging of technologies such as voice
communications over the Internet), the separation of sections should make it easier to locate desired
equipment items. This year’s SEL also continues the practice of providing information on desirable
features, operating considerations, and standards (where applicable). These fields are designed to
enhance the reader’s understanding of the defined items and their practical use.

Section Changes for 2009

There are no major changes in this edition. However, multiple changes have been made to descrip-
tions, features, and operating considerations throughout the section to keep pace with technical
advancements.

Selection Factors

Like many sections in the 2009 SEL, the Communications Section uses a pair of selection factors to
assist users in quickly identifying appropriate equipment items. For this section, the SubGroup chose
User Level and Use Location (described below) as the two factors. Thus users of the online version’
can choose any combination of User Level and Use Location, and the system will provide a list of all
items tagged for that combination.

The User Levels for communications equipment are defined as follows:

End User Users who possess no special training or other qualifications with
respect to the equipment being utilized. Example: users of cellular
telephones or 2-way transceivers.

Communications Technician | Users who possess some specialized training or other qualifications
with respect to the equipment being utilized. Example: users who
have attended classroom training for a telephone switch, or who
have received training in hardware installation and setup.

Communications Advanced | Users who possess some extensive training or career-level qualifica-
Technician tions with respect to the equipment being utilized. Example: trained
satellite communications professionals capable of setting up and
operating complex base stations.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).



The probable Use Location(s) are defined as follows:

o
Rear Information Zone - Strategic Emergency Operations Center/Joint Operations Center £
Intel Support. 3
~
Rear Information Zone - Operational Emergency Operations Center/Departmental S
Operations Center Intel Support.
Forward Information Zone - Support Incident Command Post Intel Support; near incident
[Cold] scene, but in cold zone.
Forward Information Zone - Operations/Intel Support in warm zone.

Contamination Reduction [Warm]
Forward Information Zone - Exclusion | Operations/Intel Support in hot zone.
[Hot]

The factors described above provide a method for classifying equipment items. For example, satellite
equipment is classified as requiring at least a Communications Technician to install and configure,
and might be used in the Rear Information Zone or the Forward Information Zone - Support [Cold],
but would probably not be used in either the Warm or Hot Zone. In the online SEL, if a user selected
“Communications Technician” and “Rear Information Zone” as the two desired selection factor
values, satellite equipment would then appear in the search results along with any other equipment

recommended for that combination.




.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\u H\Q\Nmﬁsi &Q Avw HNM§§~\N ﬂ@h\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NMQ@QM 40 \N\NQN\\ QN%Q gx\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\\QN\QQQM‘ [ k&\.\f 01 a«M\NNM Sswquinu D8 I

QQM%QN ‘mmm v wR.NNQQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\N@\.NQ uva MRQ.RQ&N\.NMRQ.U MSRNQAN \RQ

GQQ.N«\QKN\.NMQQ.U M&.ﬁ%&w&g QM&%QNQHN IO\

*$10ENU0D Wia1-3U0] uo paseydind swn 1opuodsuen apIeg

Pasea] Quwi] -
Quowrdag aoedg

LASS-%0-D090

‘ow_UMELUMH .TE.N vﬂuﬂuu WESUSMOCM UEMH uOﬁEO&mGN‘U AI[[o3es MO vmmuﬁ\ﬁmuﬁou uuﬁ\ﬁwmuzﬁm

paasorg

MI[[21EG ‘SAOTAIDG

JLSS-70-0090

“211[[278S BIA LITA[IO9UTOD 19UINU]
Jo s19p1a01d [EIDISWIIOY) *(WOMDI2UTOD [[IBS BIA SSIOOE 19UINU]) SIOTAIIS EIBP |21

BI(] I[[PIBS ‘SIIAIG

SAvs-#0-00590

‘d PUB V TVSYVIANI PUt WNIPLI] 01 PAIIWI] 10U T
nq ‘opnpour sojdurexy ‘pueg-ny[ A[[ensn T2AIIOT PUE INTWSUET) UOTIEIS YITED NI

eIe(]
aeres Quawrdmby

AsOI-%0-0D90

SIOTAISG BIB(J Duﬁzuuwm WO

[erIwwWo)) - D)

"20TAP P[PYPUEY YIIM IDTAIIS NI[PIES

9[qeIIO] AI[[2IES QUOY ]

dIVS-€0-DD90

*3[IqOW ‘90IASP UONEDIUNUIWIOD [[9IBS

S[IqOJA MBS QUOY ]

INIVS-€0-DD90

.CO_HNUO— @wxm NDUT/U@ uonedrunuuod Ou:—wumw

aseq Uu_zwuwm AOCOLQ

d.IVS-€0-0D90

auoyJ AN[[PIES €0
[EPIPWwWo) - D)

“urdessowr 1x21 Aem-] ‘SwalsAs/sa01a19s Furde |

Surde ‘sura1s£g/sao1a10g

AOVI-C0-D090

"SIDTAIAS Numﬂ ucﬁ—nco 0] $S300¢e HO'.H wu_\/wﬁ qsn 1o ADUT\/D‘T ﬁw_uuw aﬁuwu YIDINDd

$5200Y
9DTAISG BIB(] DDIAd(]

avsda-¢c0-5090

Spiepuelg

9 U01938 TS

Lnpiqedes fem-g yam 2o1a0p Jurdessowr 1xa.

suoyd remypD

uondusa(q

X, Ae\-T
GurdessopAl “Oo1A9(]

TR[N[[PD) QuoyJ

AVAT-20-DD90

Surdessajy 29 BIE(T 20
[eRIWWo)) - )7

TIHO-10-D090

381 - [PD 10
[eRIDWWO)) - )D)

JoquImy] waly

yuowdmby swonesrunwwo)) spqersdossiuy | 9 wonodsg




9 1011228 “TAS

.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\u H\Q\Nmﬁsi &Q Avw HNM§§~\N ﬂ@h\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NMQ@QM 40 \N\NQN\\ QN%Q gx\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\\QN\QQQM‘ [ k&\.\f 01 a«M\NNM Sswquinu D8 I

QQM%QN ‘mmm v wR.NNQQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\N@\.NQ uva MRQ.RQ&N\.NMRQ.U MSRNQAN \RQ

GQQ.N«\QKN\.NMQQ.U M&.ﬁ%&w&g QM&%QNQHN IO\

"SITwIsueNaI pue eudls | 1s3q, Y1 s1092s “Aouanbaiy sures oy uo 194101
s[dnnur woiy oner astou/eudis pue YI3uans dANeIEdWOd Y SAIBNTLA IBY) DTAP Y/

1210/ ‘STOATIY

ALOAT0-dD90

"o3ueI o[qesn puIXd
01 TeuSIs 1By} SIWSULNOI PUE [BUSIS [9AI]-MO] 1O JEIM B SIATIIII 1B} IDTAIP OTUOIIDID UY

s1o1eadoy

LdAA-T0-dDO90

€9 "SIOATOOSUEI) OIpRI d[qeliod/[enpratpuy 9[qeMIO ] ‘OIpEY THOd-T10-dD90
"SUONIEIS Iseq
€9 Arerodwan se pafojdap 2q os[e ued 10 ‘sapo1yRA wo/ur padodop Austudmba orper sfiqoj J[IqOIN ‘o1pEY TION-10-dD90
PUEIRPIS S[3UIS (JH)
uawdmba suonesrunuwwos pueqapts dduts (JH) Aouanbaiy y3ry Aouanbar ySrpy ‘orpey OMAH-10-dD90
€9 “wshs orper aseq vseq ‘oIpeyq dSVd-10-dD90

saseq 29 S

OIpPTY °['9ON-PU®T 10

Spiepuelg

“(SAM\) SI2TATDG AITTOLIJ SSIITA\

SON pue ‘we1do1] (JS.]) AI011] 90TATDG SUONESTUNWWO3[A], SON (S HD) 14T
SUOTIEDTUNUIWIO[3], ADUSIoWH 1USWIUILA0K) sapn(ou] saul] pue] auoydaya 1o souoyd

HNTAE@U N4 LUSw .Nﬂuve JITITED TOWWIOD JAO0 UOTIEITUNUIUIOD \A..—EOMH& 2INSUS 01 SAIAIG

‘o o £q paseyoind swmn 1opuodsuen 21[[0esg

Apmoy uswdag aoedg

uondusa(q

SUONEITUNTITIO))
‘S901ATDG AITIOTI ]

paraxjoIg

LA

\QM‘:\.NNQQQ - SIJTAISG BIE(J DHM:UHNW *\O

YAl - IO

ATAd-$0-0D90
$901AT0G AI1I01I ] ()
[ePIPWwWo) - D)

dHSS-70-0090

[erIuwo)) - D)
JoquImy] waly

yuowdmby swonesrunwwo)) spqersdossiuy | 9 wonodsg



.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\u H\Q\Nmﬁsi &Q Avw HNM§§~\N ﬂ@h\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NMQ@QM 40 \N\NQN\\ QN%Q gx\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\\QN\QQQM‘ [ k&\.\f 01 a«M\NNM Sswquinu D8 I

QQM%QN ‘mmm v wR.NNQQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\N@\.NQ uva MRQ.RQ&N\.NMRQ.U MSRNQAN \RQ

SUOLPUIPISUOY) SUNPLII()

SoUNIVIT ‘IION

*o[qedes BIEp /20104 [10MI9U [EISIP BATE IPIA\

endiq
BOTY OPIAX\ TOMIIN

NAVAH0-dD90
SJOMIN BTV IPIA\ 0

1eATI] - IO

.D—JNH.HOQ ﬁﬁw —uux—m

TOMOT,
pue eUUAIUY ‘SusAQ

AMOIL-€0-dD90

‘suonerado orper ajqerrod
[ewrou sopadwr 1ustwrdmba orper 01 ss900e parornsar a1oym ‘syms paremsdeoud Aenred
/pare[nsdeous urqim pasn sowmnawog ‘sorpe1 o[qerod 01 suorsuaixa suoydororur/raxeadg

orpey
9[qeII0] ‘SI1I0SSDOY/

OVAId-€0-dD90

‘tuualue ﬁﬂ.@ u@uﬁ@&@u\uwmﬁ GDDEDL 2[qed uoIssTwIsueIy ﬁwﬁﬁuﬁﬂfﬁo_umﬂugﬁ UON

UOISSTWISURI], PIP[RIYS
-UONEIPERY UON O[qeD)

*xISUN-€0-dD90

*$19SSE UONIBIIUNWWOd 1910 pue syiuouodwod
SIMIONNSEIIUT U929M19q SHUT[ J0J JO SUOIIBIS 9SE( OIPEI JO [0JIUOD 910WT JOJ JUI[ SABMOIDIA

U] SABMOIDIA ‘OIpEYy

AVIAIN-€0-dD90

"9 19IBMIDPUN 10]
PouBIsop SWISAS SOpNOU] “SIOqUIDW MAID I[PIY2A sk yons Kruurxord asop ur puuosiad
JO SIoqUINU PATWI] 0] UOTIBITUNTITIOD (SSI[RITM JO PIITM) 2IJ-SPUBY 10] WANSAG

WOoDINU]

INODI-€0-dO90

“paugep uonesrjdde ‘sioyrdure [euonosarp-1g

[euonoarrp-1q ‘sroyrdury

dINVI-€0-dD90

1uowdmby o1pey a[IqoN-puET YO €0

reAL] - IO

*SUOISSIs u_&_:sa ur *012 ‘syaandwod Amucoﬂm ‘SOIPEI JO SUZOP Ul UED
JeY) $9X0( 20BJI21U] 01 SOIPEI 0M) Luﬂ& UED JBY1 SPI0D WOIJ o3uer Swa1sAQ 'S)[I0MIdU suon
-BEOTUNWIW 0D Bﬁmmm% 159UU0D 01 PAZI[IIN 2IeMIJOS puE auowdmba jo o3uer OpIM B SOpnoU

Kemarery /Suryore g
/3uidpug quawdmbyg

OAILI-C0-dD90

juswdmby Aemarer)/Suryore/3uidpug 7o

a1eATI] - IO

Spiepuelg

uondusa(q

JoquImy] waly

yuowdmby swonesrunwwo)) spqersdossiuy | 9 wonodsg

9 U01938 TS




9 1011228 “TAS

.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\“ H\\w,m\si MQ Avw HNM§§~\.N u@m\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NM.Q@«\M 40 \N\NQN\\ QN%Q QN\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\RQN\QQQM‘ [ k&\\f 01 a«N\NNM Sswquinu D8 I
QQM%QN\KSS w MRN\QQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\n@\.NQ uva MRQ.RQ&M\.NMRQ.U MSRNQAN \RQ GQQN«\Q&N\.NMQQ.U M&.ﬁ%&w&g Jﬁkxuu@h\ IO\

‘[erorewr Aoy uond4£ious 10

$110d21 SE (oS S[EIIAIBW JANISUSS JO UONONIISIP Y1 10J 20TAIP SUNeIZNUISIp 10 SUIppaIyg 107I321UISI(]/I9PPaIYS IHS-90-dD90
*S19pEO] £

uond4£1ous 10 sfo3) uond£1ous se yons yuawdimba pue [ererewr santsuas 3urrols 10y Ayeg PaIBY-YSD 9Jes IIVS-90-dD90

wwowrdmby 110ddng (DFSINOD) L11Nd9g suonesSTUNWWOY) 9()

a1eATI] - 4D

*SONI[IOB] PUBQPEOIq 10 saul] auoyda[a1 N(JST 1240 SUIDULIJU03[) 0PIA | O0IPIA ‘SUIDUIIJUOIIAT, NODA-S0-dD90
"90UDI2JU0D SuruarayuodRY.

09p1A 9[3UTS € 0IUT (USZOP [eIAds 01 dn) sanred INOJ UBY) SI0W 19UUOD 01 ATAI(] 09pIA 3pug ANDA-S0-dD90
9[qeII0] ‘Youelg

(X4d) 28ueyoxe youeiq areanrd ajqerog 91BATL] 3UBYOXF XIdT-S0-dD90
"20U2I2JU0D SurouaIaJu029aT,

OIpNE 9[3UIS & 01UT (U2ZOP [e12As 01 dn) sonred o1 U} 2I0W 109UU0D 01 ITAI(] oIpny a3pLg OVII-S0-dD90

UONESTUNWWIO) dUIT-2IIM GO
A'AL - dD

SpIepuelg uondrosa(g apIL, JoquImy] waly

yuowdmby swonesrunwwo)) spqersdossiuy | 9 wonodsg



N
5
B
%
=5
g
g

Section 7 - Detection Equipment

Overview

The section structure is organized around likely modes of use. The major categories are Chemical
Detection and Sampling, Biological Detection and Sampling, Explosive Detection, Radiological
Detection and Sampling, and Support Equipment. Within these categories, the subcategories
used are:
* Portable, defined as being human-portable for mobile operations in the field. The instrument is
light enough to be carried or worn by an emergency responder and operated by one individual.

o Transportable Lab Equipment, defined as being transportable for mobile operations in the field but
generally requiring a trained technical operator as well as extensive labor.

o Fixed-Site Sampling or Detection Systems, defined as stand-alone detection systems specifically
designed to operate inside a building, fixed-mounted to a vehicle, or set up in a fixed location to
monitor an incident perimeter.

o Standoff Detector Systems, defined as equipment specifically designed to monitor the presence of
chemical/biological agents that may be present in the atmosphere up to three miles away. These
systems typically require one or two individuals for monitoring operations. Depending on the
technique employed and the environmental conditions, these detectors can have high or low
selectivity. Standoff detectors usually require vehicle transport and special setup.

The Detection and Decontamination (D&D) SubGroup is working to incorporate applicable testing
standards and certifications as they become available and approved for all types of detection devices.

The D&D SubGroup strongly recommends that a minimum of two different but complementary
detection technologies (e.g., infrared, acoustic wave, etc.) be used to validate readings rather than
relying upon any single instrument. This procedure will assist responders in interpreting data to
better conduct their risk assessment and incident action plan.

Cost Rating Codes

The “$” codes used in earlier editions of this section for purchase and operations and maintenance
(O&M) costs are still provided within the Operating Considerations field. Note: rating scales are used
to give a general indication as to the time and costs associated with each type of equipment, and should not
be used as the sole determinant in equipment selection.

The initial cost was based on the estimated average cost of equipment that fit the category, including
all necessary (but not extra) components. The O&M costs were based on estimated average annual
requirements. The following scale is used:

<$1K $
$1-10K $$
$10-50K $$$
$50-100K $$$$
>$100K $$$$$



Section Changes for 2009

The Category Titles for Biological Support, Chemical Support, and Radiological Support were
renamed Biological Sampling, Chemical Sampling, and Radiological Sampling, respectively. This
change was for clarity, recognizing that the items in these sections were all sampling equipment.

In addition to minor edits throughout the section, the following item changes were made:

* A new item, 07BD-01-OPDT was added to the Biological Detection category to cover Optical
Detection Devices.

¢ Item 07CS-01-LEAK, Leak Detectors, was moved from Chemical Sampling to Support
Equipment, and is now item 07SE-01-LEAK.

* Item 07ED-01-SNIF was renumbered as 07ED-01-HAND, Handheld Air-Sampling Explosive
Detector for clarity.

Selection Factors

Like many sections in the 2009 SEL, the Detection Section uses a pair of selection factors to assist
users in quickly identifying appropriate equipment items. For the Detection Section, the SubGroup
chose to use Proficiency Level and Hazard Environment (described below) as the two factors.

Thus users of the online version' can choose any combination of Proficiency Level and Hazard
Environment, and the system will provide a list of all items tagged for that combination.

Proficiency Level is the first factor. In addition to any specific training required to operate an in-
dividual piece of equipment, the equipment operator must possess the skills necessary to meet the
recommended proficiency level. The considerations in determining this level include the anticipated
location of operation (i.e. hot zone, warm zone, or cold zone), the complexity of the equipment, and
the necessity for chemical or biological training or expertise. Proficiency Levels have been defined in
accordance with NFPA 472, Standard for Professional Competence of Responders to Hazardous Materials

Incidents, as follows:

* Awareness Level. Personnel at the awareness level are those persons who, in the course of their
normal duties, could encounter an emergency involving hazardous materials/ WMD. Personnel at
the awareness level are expected to recognize the presence of hazardous materials/ WMD, protect
themselves, call for trained personnel, and secure the area.

e Operations Level. First responders at the operational level are those persons who respond to
releases or potential releases of hazardous materials as part of the initial response to the incident
for the purpose of protecting nearby persons, the environment, or property from the effects of the
release. They should be trained to respond in a defensive fashion to control the release from a safe
distance and keep it from spreading.

* Operations Level, Mission Specific. The knowledge, skills, and judgment needed by operations
level responders who have completed the requisite core competencies and who are designated
by the authority having jurisdiction to perform mission specific tasks such as decontamination,
victim/hostage rescue and recovery, evidence preservation, and sampling.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).
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¢ Technician Level®. Hazardous materials technicians are those persons who respond to releases
or potential releases of hazardous materials/ WMD for the purpose of controlling the release.
Hazardous materials technicians are expected to use specialized chemical protective clothing and
specialized control equipment.

e Command Level. The incident commander is that person responsible for all decisions relating to
the management of the incident. The incident commander is in charge of the incident site.

The second selection factor is Hazard Environment, which includes the particular CBRNE hazard
environment(s) for which each item is suitable. As stated earlier, for our purposes it is useful to
represent the Nuclear “N” as part Thermal, part Explosive, and part Radiological. Therefore, the
Hazard Environment values used for online selection are:

e Chemical

* Biological

* Radiological
e Thermal

* Explosive

2 This level was modified slightly by the SubGroup for this publication. The Technician Level was changed to Techni-
cian/Specialist in the online system (the term “specialist” as used here should not be confused with the Private Sector
Specialist definition in NFPA 472). A Specialist, for purposes of our matrix, was defined as an equipment operator
that possessed extensive technical expertise, but did not possess emergency response HAZMAT experience or knowl-
edge. Generally, a Specialist would be required for a piece of equipment defined as Transportable Lab Equipment.
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Section 8 - Decontamination Equipment

Overview

This section contains recommendations for decontamination equipment. It is organized into three
main categories, as follows:

* Individual Decontamination, which contains personal decontamination items.

* Active Decontamination, defined as equipment that may be used in removing contamination
from individuals and equipment. Active decontamination includes Decontamination Corridor
Support, Emergency Decontamination, Technical Decontamination, and Site/Equipment
Decontamination.

* Post-Decontamination, defined as equipment that may be used after active decontamination.

Successful CBRNE HAZMAT response requires a sound decontamination plan that has been
practiced with proper techniques and equipment. In addition to personnel, techniques, and equip-
ment, the plan should address factors such as run-off and hazardous materials disposal, since some
CBRNE agents may be neutralized while others may become hydrolyzed or diluted while being
physically washed off patients and equipment. Plans should include as many specific procedures as
possible - if a hazardous material has been identified through testing, then the decontamination plan
should include proper PPE and decontamination equipment appropriate to the hazard. The plan
should include multiple stages of decontamination (e.g., field expedient gross decon for personnel and
equipment), with appropriate equipment and training required for each stage. The decontamination
plan must also interface smoothly with other operating plans, such as medical response (e.g., policies
for triage at decontamination stages, transportation of contaminated patients, etc.).

The Detection and Decontamination (D&D) SubGroup is continually working to identify standards
and best practices for decontamination, including the establishment of standards for newly available
decontamination equipment and technologies. All first responders should also seek advice from their
state and local experts on the applicability and practicality of their plans in the context of local laws
and practices.

Section Changes for 2009

This section is essentially unchanged in 2009, with only minor enhancements to features and
operating considerations.

Selection Factors and Efficacy Matrix

Like many sections in the 2009 SEL, the Decontamination section uses a pair of selection factors to
assist users in quickly identifying appropriate equipment items. For the Decontamination section,

the SubGroup chose the same factors used in the Detection section (Section 7): Proficiency Level and
Hazard Environment. See the introduction to Section 7 for a detailed description of these two factors.
Thus, users of the online version' can choose any combination of Proficiency Level and Hazard
Environment, and the system will provide a list of all items tagged for that combination.

The Responder Knowledge Base also contains an additional feature (available only to registered
emergency responders) that should prove helpful in decontamination planning. It is called the

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).
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Decontamination Efficacy Matrix, and provides information about various decontamination methods
and their effectiveness against specific threats. The information in this matrix was provided to the
RKB by the U.S. Army Edgewood Chemical and Biological Center (ECBC) in Aberdeen, Maryland,
and is linked online to applicable items in this section of the SEL.
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Section 9 - Medical

Overview
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The Medical SubGroup provides guidance regarding health and medical aspects of local, state,
and federal standardization, interoperability, and first responder/receiver safety to prepare for,
respond to, mitigate, and recover from any incident by identifying requirements for an all-hazards
incident response with a special emphasis on CBRNE incident response equipment, supplies and
pharmaceuticals.

Items in this section are divided into 5 categories (note the inclusion of Mortuary Operations,
which is new in this edition):

* Medical Equipment: durable medical equipment

* Medical Supplies: single use, disposable, and generally inexpensive (<$100 per item)
* Mortuary Operations: equipment and supplies needed for mass fatality management
* Pharmaceuticals: medications and fluids

e Training Equipment and Supplies

Logistical equipment required to support medical or mortuary operations, but not directly related to
patient care or medical support of personnel, such as PPE, communications equipment, generators,
etc., is listed in other appropriate SEL sections. The Medical SubGroup has ensured that notes and
linkages to non-medical logistical items are included with the SEL items of the Medical Section.

Point of Dispensing (POD) List

In 2008, the Medical Subgroup introduced a new cross-reference feature within the SEL by
designating key items across all sections that would be useful in establishing a medical Point of
Dispensing (POD). These items are indicated by the tag “* POD-List *” at the end of the Operating
Considerations for each item chosen. This identifier is designed so that when using the on-line
version of the SEL (at www.iab.gov, select “Interactive SEL” option under the “SEL” tab), users

can immediately obtain a list of the more than 140 SEL items recommended by the IAB Medical
SubGroup for use in a POD. See the paragraph and link at the bottom of the on-line page.

During 2009, the Medical SubGroup will explore the feasibility of introducing a similar list to
describe items throughout the SEL that are useful for mobile morgue operations.

Section Changes for 2009

In addition to routine minor edits, 13 new items were added to Section 9 in this edition. Eleven of
these items were part of a new Mortuary Operations category, with code 09MY. The new category
includes a subcategory for Kits (09MY-01) such as pathology, anthropology, and dental, and one for
Storage and Transport (09MY-02).

Finally, the following two items were added to Pharmaceuticals, Antibiotics/Antiviral (09PH-03):

Item # Title Description

09PH-03-OPHG Ophthalmic Gentamicin Ophthalmic antibiotic
09PH-03-OPHE Ophthalmic Erythromycin Ophthalmic antibiotic
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Selection Factors

Like many sections in the 2009 SEL, the Medical Section uses a set of selection factors to assist

users in quickly identifying appropriate equipment items. For the Medical Section, the SubGroup
uses levels within the EMS/Clinical Care delivery system as the first factor, and Hazard Environment
as the second. Every item is “tagged” for each appropriate combination of factors.

The EMS/Clinical Care Level factor uses the following values:

e [BJasic Life Support (BLS): BLS as defined by the United States Department of Transportation
National Standard Curriculum and routinely carried on BLS EMS response resources.

* [A]dvanced Life Support (ALS): ALS, or “paramedic”, as defined by the United States Department
of Transportation National Standard Paramedic Curriculum and routinely carried on ALS EMS
response resources.

* [P]re-Hospital Mass Casualty: Items needed specifically to manage pre-hospital mass casualty
events, but that may not routinely be used by pre-hospital care organizations or carried on BLS/
ALS response resources.

* [H]ospital: Items routinely used in the hospital environment.

* P[U]blic Health: Items used by public health authorities to prevent, detect, protect and respond
to potential or actual public health threats or emergencies.

* [D]isaster: Items that should be stockpiled for mass casualty/disaster response situations.

The second factor is the Hazard Environment, commonly represented with the CBRNE
nomenclature. However, for our purposes it is useful to represent the Nuclear “N” as part
Thermal, part Explosive, and part Radiological. Therefore, the values used for this factor are:

e [Clhemical

The Medical SubGroup considers these selection factors to be particularly important in planning the
acquisition and utilization of equipment. This printed version contains representative information
on the selection factors'. Two additional columns, one for each factor, appear on the right side of
each page. These columns, entitled “EMS/CC Level(s)” and “Threat/Incident Type(s)” will contain

appropriate codes for each item.

Using the SEL Medical Section

The Medical SubGroup has attempted to provide useful information in this section (to include link-
ages to other SEL sections) to assist local, state, and federal organizations improve the safety aspects
of their public health and medical response plans and procedures. Local and state public health and
medical authorities should collaborate with other response partners in the review and modification
of these recommendations for use in their organizations and jurisdictions. This collaboration should
include protocols, operational procedures, standards of care, and other written documentation
governing use of SEL items.

! The IAB is currently considering whether to continue to update and utilize these selection factors in their present form. For
that reason, the factors have not been implemented for the online SEL on the new IAB web site (www.iab.gov). The 2008
factor values are still operational on the RKB web site (www.rkb.us).



Community hazard and vulnerability analysis is an integral aspect of planning and procuring equip-
ment, supplies, and pharmaceuticals. Consideration should be given to the full range of issues
inherent to the procurement of equipment, pharmaceuticals, and supplies (i.e., interoperability,
compatibility, funding limitations, maintenance, training, re-supply, storage, safety, etc). Additional
recommendations follow:
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* Consider environmental factors during storage and response operations. Exposure to
environmental extremes may impact potency, shelf life, and performance.

* Do comprehensive “power planning” to look at the power needs of your total response capability.
Consider and plan for the custom batteries/power systems that will be required for most medical
diagnostic and monitoring equipment. Pay particular attention to the combination of monitoring/
diagnostic equipment and environmental factors such as climate control, lighting, refrigeration,
altitude, humidity, airborne dust/particulate matter, and information equipment/computer
support. Include storage in facilities that have backup generator power sources, and other
requirements to ensure 24x7 readiness of the equipment/batteries, etc.

* Be aware that certain supplies are regulated for bulk transportation. If you are moving large
amounts of material (especially applicable to the Disaster and Hospital sections of the matrix),
consult with a transportation/hazmat professional.

* Don’t forget to incorporate federal resources such as Pre-positioned Equipment Program (PEP)
Pods, the Strategic National Stockpile (SNS), and the CHEMPACK program into your local
planning process. Also coordinate with local resources that receive support from federal funding.

e When selecting durable medical equipment as well as monitoring and diagnostic equipment,
consider durability, appropriateness for field use, and whether the item is disposable or can be
decontaminated.

* Remember to budget for the routine maintenance of monitoring and diagnostic equipment as
specified by the manufacturers.

* Include contingencies for individuals with special needs (i.e., mobility impaired, hearing impaired,
visually impaired, cognitively impaired, non-English speaking, pediatrics, elderly, medication
dependent, aided by special escorts or animals, etc.), and others with pre-existing medical
conditions.

* Consider Memoranda of Understanding (MOU)/Agreement (MOA) with hospitals and
pharmacies for appropriate storage and management/regulation of medications and perishable
items that must be kept in climate-controlled conditions. Consider MOUs with hospitals/
biomedical engineering departments for preventive maintenance on biomedical equipment.

* Collaborate with community response partners. Share information and ask questions. Allow time
to collect feedback and experiences from other users before purchasing equipment. The Responder
Knowledge Base can also be used as a source of user opinion information.

* Consider requirements of regulatory agencies that monitor point-of-care or wave-form testing
equipment (e.g., i-STATS (CLIA regulations), some urine tests (wave-form), and a few other
point-of-care tests that would be appropriate for extended and protracted disaster care and surge
capacity).

* Consider signage (bilingual) and other documentation forms/admission forms/etc, and health
and medical screening tools (bilingual).

¢ Consider supplies and equipment necessary for mass fatality management.
pp quip y g

* Consider veterinary and agricultural (food supply) requirements.

The Medical SubGroup is very interested in user feedback to improve the quality and usability of the
Medical Section of the SEL. Please send comments to IAB@battelle.org, “Attention: IAB Medical
SubGroup”.
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Section 10 - Power

Overview

Early editions of the SEL included multiple references to power-related items such as batteries and
generators throughout the various sections. This section was created to consolidate those references
and eliminate redundancy. By maintaining a unique section for power, the IAB hopes to remind
readers that the availability of power is a significant consideration in planning across all areas.

The Power section includes only three sub-sections: Batteries and Power Cells, Generators, and
Other Power-Related Equipment. Its inclusion as a separate section should increase awareness of
power requirements as the number and type of electronic equipment items continues to increase in
virtually every section of the SEL. Readers are encouraged to look across the applicable items in other
SEL sections and consider the requirements for batteries (number, type, service life, shelf life, etc.),
generators, power filtering equipment, and other power-related items without which critical equip-
ment will cease to function.

In the aftermath of disasters such as Hurricane Katrina and the January 2007 Midwest (Saint Louis)
ice/wind storms, one of the salient lessons learned was the difficulty of recharging batteries in an
environment characterized by widespread power outages. As a result, many response organizations
are mandating that some critical equipment be capable of using commercially available disposable
batteries either as a primary or alternate power source (e.g., an alkaline battery pack that can be used
in place of a rechargeable NiCad battery). Where applicable, comments regarding the need for special
power requirements such as custom batteries will be noted in the Operating Considerations field of
equipment in other SEL sections.

One particularly noteworthy issue has been mentioned here in past versions of the SEL, and un-
fortunately still requires reinforcement. Readers are encouraged to emphasize generator safety and
recognize the dangers of carbon monoxide poisoning and electrocution to the general public during
disasters that cause power outages. Every year, and despite multiple warnings, many lives are lost

due to individuals running generators in or near their homes. Carbon monoxide is an odorless and
colorless gas that kills! Also, by inappropriately wiring generators directly into a building or residence
(instead of plugging appliances into the generator), severe injuries/fires/damage can occur when power
is restored.

Section Changes for 2009

Only minor edits to features and operation considerations were made in this edition.

Selection Factors

No online selection factors have been provided for this section. The applicability of the power
requirement will be determined by the type and location of the equipment items being powered.
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Section 11 - CBRNE Reference Materials

Overview

This section was originally created in the Spring 2004 edition to highlight reference documents
previously included under Operational Equipment. However, as the section evolved, it conflicted
somewhat with the IAB’s philosophy of making generic recommendations rather than listing specific
product/brand names. Using product names, particularly in the reference database section, was unfair
to vendors with comparable products even if they could be listed the following year.

In 2008, this section was replaced with three generic items:
e CBRNE References

* Field Expedient References

e Reference Databases

These three items convey the overall intent of the IAB in recommending that references of these

types be obtained as part of the recommended list of items need for all-hazards response. Examples of
published references (books, pocket guides, etc.) are now listed in bibliographical format in a separate
List of References, which appears at the end of this book.

Section Changes for 2009

No changes to items. The List of References has been reviewed and updated.
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Section 12 - CBRNE Incident Response Vehicles

Overview
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This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). It contains multiple vehicle types, including trailers for water and equipment.
The Personal Protective and Operational Equipment (PP&OE) SubGroup established this section,
and is responsible for maintaining its content.

Section Changes for 2009

Minor edits only.

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 13 - Terrorism Incident Prevention Equipment

Overview

This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). It also recognizes that although the SEL is response-oriented, several items
from the Information Technology section of the previous edition had substantial utility in the
“prevent” mission as well. The Interoperable Communication and Information System (ICIS)
SubGroup established this section, and is responsible for maintaining its content.

Section Changes for 2009

This edition adds features information to items 13IT-00-SGNT and 13LE-00-SURY, as well as several
references to new data interchange standards across the section. No additions or deletions were made
in this edition.

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 14 - Physical Security Enhancement Equipment

Overview

This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). It contains items used to enhance the physical security of buildings and other
infrastructure assets. These equipment items, when deployed, mitigate either the threat of an incident
or its effects, and responders utilize or interact with many of these items in the course of response.

The Interoperable Communication and Information Systems (ICIS) SubGroup and the Personal
Protective and Operational Equipment (PP&OE) SubGroup have collaborated in providing support
for this section.

Section Changes for 2009

Item 14SW-01-ASTN, Network, Acoustic Sensor Triangulation was added online in 2008, and
appears in the printed edition for the first time in 2009. Otherwise, this section contains only minor
edits to two existing items.

Online Selection Factors

No selection matrix has been formulated for this section.



ZI uou2g IHS

.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\“ H\\w,m\si MQ Avw HNM§§~\.N u@m\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NM.Q@«\M 40 \N\NQN\\ QN%Q QN\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\RQN\QQQM‘ [ k&\\f 01 a«N\NNM Sswquinu D8 I
QQM%QN\KSS w MRN\QQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\n@\.NQ uva MRQ.RQ&M\.NMRQ.U MSRNQAN \RQ GQQN«\Q&N\.NMQQ.U M&.ﬁ%&w&g Jﬁkxuu@h\ IO\

"SWIISAS WONEWIOJUT SUISSIIOE TO SLaTE UONEOYNUIP]
991 901 paio1nsar Surarus 10§ A1smboaraid e se puuosiad Jo uonesynuapr aanisod 10§ swsAg [PUUOSID] ‘Swa1sAg dAIS-10-MSH1
[o1u0))
*SONI[IDB] 01 $52008 [ed1sAYd Jo [011U00 10] SwsAs 11U puE s20149p FUTPO] $5200Y/ [EJTSAY ] ‘W14 SOVA-T0-MSHI
*SOUOZ 2OUE[[IPAINS PUE s121owIad
Burpymnq se yons seare ur L1[Iqisia paaordwr 10y sw1s4As Sunygiy Asuarur-ysry paxij Pax1 a1y ‘Sunydry ALIT-10-XSH1
"asnsTur 9qrssod 10J UI[0IS 10U T8 PUE J[qesN dIe LY IBY AINSUD 0 SIOYSINSUNXD 3urI0ITUOJA]
1 UONEJO[-Paxy Jo a1nssaxd uonepur pue 2oudsaxd oy Surrolruow 10§ WAISAS | I1oYSTNSUNXY dIL] WISAG SJINIXA-T0-MSTT
“£11moas [eorsdyd JUBISISNY
Ppasea1dut 10§ 10ed W [EUINIXD 01 9DUBISISAT PISEIOUT (AIM SIS PUE STOOP paoiojuiay] | 1oedw] ‘s1er) pue s100(] NOOA-T10-ASHI

"SEQTE OPIM U] JO $12SSE 2INIONISEIJUT [EONTID Jeau uonerado jo ojqedes

9TE PUE ‘PIIQAY 10 ‘SSI[IIM ‘PIITM 2 UEBD SYIOMIIU [ONG "EIBP UOTIEI0[ NBINIOE opraord

01 co_uﬂsw:ﬁb OIISNIOOE JZI[IN PUE 213 ‘SISIOU IOIY2A ‘saydune] (YJINVIA .m:oﬁmo_mxu
o81eyosIp suodeam £aeay ‘s10ysung se yons spunos 15919p 01 saruanbaiy jo saduer arow 10
2UO 01  PaumN], 3q UED SIOMIDU UYING “SISA[EUE PUE UONEBIZNUI BIEP 10J SIpou Fulssaooid Uone[N3uLLI] J0SU2G
2JOW IO SUO PUE SIOSUSS J[ISN0OE PaLo[dap Jo Iaquinu owos Jo JunNSISUOD JI0MIDU Y ONSTI00Y “STOMIDN] ANLLSV-10-XSH1

‘Seale —Nu_umuu HO«.H SIOSUas MH.DHNHDQEDH D—uﬂﬁuﬂ_ Om~® \ANE ‘SI0SU9as ﬁ.mE.HDLu
@GN nu_Em_wm ‘SI0SU3S J11snode ‘SI0SUAS uonow Amuﬂuﬁgm \(/O.muﬁwg\uooﬂu St Luﬂw SIOSUaS
wﬁ_wj suorsniur 10 wﬁomu.ﬂoﬁ\w §§900¢E Huvuwﬁ 0] —uwdw_wuﬁ SIOSUas UCO—N«TCNum @CN wawuw%w EHN—/\ amquCwW\wEwuw%w §A<nﬂ01\X/WW~

[eIoUaD) ()

[0TIUO0D) UOISIIU]/SS30Y ‘SUTUIBA\ OOUE[[I2AING - NS

"SP[ATYS UONOIPAP puk ‘sderm mopurm ‘ssefd 1uelsisar 1o11eys/a3exeaiq ‘sdeim Jue)IsIsay 10edwy/poyg
90BJINS pUE UWN|0d Sk Yons ‘s1oedwr 10 ‘sdoys s1se[q Woiy sFewep NeInNTw 01 swANshg | /Ise[q Suipymg ‘Swaisdg NMISH-00-XA% T

uC,muwGDMmlummﬁm
¢6 .wwﬁuwuawuwu ﬂw.m.; ucwuwﬁmwunummﬁm aﬂwwurﬁ awvﬁuwumwubm *Z<Um|OO|vAmw~

uonox101J uorsordxy - X

SpIepuelg uondrosa(g apIL, JoquImy] waly

yuowdmby yuswsoueyuyg L11Moag [eorshyJ | ¥ uonosg



.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\u H\Q\Nmﬁsi &Q Avw HNM§§~\N ﬂ@h\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NMQ@QM 40 \N\NQN\\ QN%Q gx\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\\QN\QQQM‘ [ k&\.\f 01 a«M\NNM Sswquinu D8 I

QQM%QN ‘mmm v wR.NNQQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\N@\.NQ uva MRQ.RQ&N\.NMRQ.U MSRNQAN \RQ

<« .mwwuwwﬁ O@m, 0] dn 10400 UEd @CN eale MCM—UCSO(ESm
QLH ’wO MITA UMENHOCNQ 1 wwujﬁo.ﬂ& Jeuos WE_EE,NUW .\ANEQHNB ULH mO EOqum_ wﬁ_u 0] ﬂkuu\soﬁ
@Gw wﬁO&Eu uo @UHCSOE wn— ued uwﬁ_u wEDuw\Aw Jeuos .ﬁw:wEw .%O SISISUOD) Ieuog wcmﬁdmuw

“IOATp ® 4q
PATLIEd-PUEY 10 1JEID B JO IPIS 9} 19A0 parunow-ajod 2q UED WSS TBUOS Y] "MITA JO P[oY

smo1reu & 3ursn £193ewr ay1[-09p1a saonpoid 1ey reuos £ouanbaij-ysiy v :reuog Surdewy

HWCMWNEM JAEM ﬁﬁﬂOw uMuNkﬁ@@CS MO wa%u HCQHD,.@SU —wuu\/ww wDﬁﬂLUCH

TRUOG ‘STIISAQ

SUOLPUIPISUOY) SUNPLII()

SoUNIVIT ‘IION

*dNOS-T0-X\STI

*$302(qO 19y30 pue ‘Puuosiad ‘S[assIA SE yons $103(qo Jo U0NAIIP 10§ swAsAs Suruued
SO 2RO [praxE [ Y SIONORECT RO ! S

TepEY ‘SUISAQ

AAVI-C0-ASTI

*SADIA QUOE1IE JOJ S[n h: S UedS 01 pasn mauum%w JO S9OTA9
1A9p payoee 10§ s|ny diy P maq

Suruueog
[y “uswdmbyg

NOSH-C0-XA\S¥1
JUOIJINEA 70

[0TIUO0D) UOISIIU] /S0y ‘SUIUIBA\ OOUE[[I2AING - NS

STIEA\

“Lyioey 10 19sse [eorsAyd

109101d 01 19pIO UT OFEII SUIOG-I[ITYA 10 UBINSIPad ey J0 PUTERYD 03 PauBIsap SIEISqO) A9s19( 590U, :SIDLITRG TIVA-10-XASHT
A1IND9G JUDWSSISSY
*A3ojouyoa) parerjul 10 WYSI] MO] ‘PIEPUEIS SUIZI[IIN SWSAS LILINDIS PIsL]-BIDWED) O09PIA ‘SwRISAG VAIA-T0-MSHT

"oIn[Tey
TEQU 9IE 1O [IeJ Sura1sAs 251 uaym Jururem apraoid o1 (019 ‘sarjddns 1omod ‘surarsds
A11IND3s) SUI2T SINIONIISEIJUT 1O SUISAS [BINIID WO SN T0J SULIB[E/SIOSUIS SUO[EPUEIG

SUOTEPUERIS ‘SULIOITUOIA
2IMIONIISEIU] pUE
W2ISAG ‘SULIR[Y//SIOSUDS

USNS-T0-XSTI

*$201A9p 19puodsuen 1910 10 (1Y)
uonedynuapr £Louanbaiy orper 01 spesop woiy Surduel ‘SIOTYIA JO UONEIYNUIPT 10J SWISAG

UONEIYNUIP]
J[OTYRA ‘SwIsAg

AdIS-TO-ASY I

panunuor) - [eIdU5) 1()
[0TIUOD) UOISNIU] /S0y ‘SUIuIBA\ 9OUE[[IAING - NS

SpIepuelg uondrosa(g JoquImy] waly

yuowdmby yuswsoueyuyg L11Moag [eorshyJ | ¥ uonosg

FI 101235 TGS




ZI uou2g IHS

.ms«.NN&Q 40 JNO-D Ho M\%N\Q\NNN\N @&Q Y Nﬁm\“ H\\w,m\si MQ Avw HNM§§~\.N u@m\u 210N .&Q.ﬁwﬁ% H.Nh\u uz \NM.Q@«\M 40 \N\NQN\\ QN%Q QN\ way |
JuIuLnIop MNQAN,\Q pua aqi v 1Sty H\RQN\QQQM‘ [ k&\\f 01 a«N\NNM Sswquinu D8 I
QQM%QN\KSS w MRN\QQ A0 §\QQ|Q.U \Nmb\usmm MQN Uuo \R\n@\.NQ uva MRQ.RQ&M\.NMRQ.U MSRNQAN \RQ GQQN«\Q&N\.NMQQ.U M&.ﬁ%&w&g Jﬁkxuu@h\ IO\

"S[9SS9A JO JUIWIAOW Y} FUNOINISAT 10J swAnshs renpowr dqedojdog [PSSIA ‘sio11rRg NVIA-TO-ASHI

"TOATIO3I Aeire ue wﬁwwj wuuw.mﬁo MO \AHQMNEM ﬁwﬁo_wdoaﬂﬁunm wDUSﬁO.HAH -Jeuog ﬂmcoﬂmﬁwaﬁonm

.00_>0@ Dﬂu MO wwﬂv«w LuOﬁ_ EO.@ mummaﬁ D&Sn&fuw wDUS@OH&
Jeuos ueds D@—w .—waw> 1 ﬁﬁSLDﬂ ﬁuoaou @CN ﬁ—bﬂw Nmo wﬂu_wﬁﬂ @DUNTH <Jeuog§ uedg Oﬂu—w

panuizuo?) - JUOILINEM 7()
[0TIUO0)) UOISIIU]/SS30Y ‘SUIUILA\ OOUE[[I2AING - NS

SpIepuelg uondrosa(g apIL, JoquImy] waly

yuowdmby yuswsoueyuyg L11Moag [eorshyJ | ¥ uonosg



Section 15 - Inspection and Screening Systems

Overview

This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). It contains detection items used primarily for inspection and screening
purposes. While primarily preventive, in some cases these items may be deployed in the course of
response (for example, in an attempt to locate and disarm secondary devices).
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Section Changes for 2009

None.

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 16 - Reserved

[This section corresponds to the AELs Agricultural Terrorism Prevention, Response, and Mitigation
Equipment Section. The Medical SubGroup and Personal Protective and Operational Equipment
SubGroup are working to evaluate items for inclusion in this section. The section number is reserved
to maintain the section number correspondence of the remaining sections.]



Section 17 - CBRNE Prevention and Response Watercraft

Overview

This section was created in 2007 as part of the Personal Protective and Operational Equipment
(PP&OE) SubGroup’s water operations initiative. In addition to new items in Sections 1 and 3,
watercraft were added to the SEL for the first time. Because the AEL had an existing section for
watercraft, the SubGroup placed their new watercraft items in a corresponding Section 17.

Section Changes for 2009

Minor edits only.

Online Selection Factor

No selection matrix has been formulated for this section.
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Section 18 - CBRNE Aviation Equipment

Overview

This section was created in 2007 as part of the Personal Protective and Operational Equipment
(PP&OE) SubGroup’s expansion of operational equipment. Because the AEL had an existing section

for aviation equipment, the SubGroup placed their new Aircraft CBRNE Equipment and Upgrades
item in a corresponding Section 18.

Section Changes for 2009

For clarification, air safety containers were moved from item 18 AC-00-ACFT, to item 18AC-00-
ACUP. The former now refers solely to fixed and rotary-wing aircraft, while the latter includes a wide
range of upgrades and added features such as avionics, containers, fast-rope gantries, etc.

Selection Factors

No selection matrix has been formulated for this section.
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Section 19 - CBRNE Logistical Support Equipment

Overview

This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). Because the AEL had an existing section for logistical support equipment,
the Personal Protective and Operational Equipment (PP&OE) SubGroup approved separating this
equipment from the operational and search and rescue equipment in Section 3.

Section Changes for 2009

Minor edits were made to item 19SS-00-SHEN to distinguish it from item 19SS-00-SHEP. The
former is intended to cover simple environmental controls for shelters (heating, air conditioning,

humidity control) while the latter refers to more sophisticated CBRN protective systems with positive
pressure.

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 20 - Intervention Equipment

Overview

This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). The Personal Protective and Operational Equipment (PP&OE) SubGroup
and Interoperable Communications and Information Systems (ICIS) SubGroup each moved an item
into this section.

Section Changes for 2009

This section was restructured to include a new category for Crime Scene Processing Equipment
(20CS). The previous fingerprint processing item (20FP-00-AFIS) was moved into this category

as 20CS-01-AFIS. Evidence Bags (formerly 03OE-01-BGEV) were moved into this category and
incorporated into a new item 20CS-02-EVID entitled Systems and Equipment, Evidence Collection.
Two new items were added for Equipment and Supplies, Crime Scene Processing, and Equipment,
Ultraviolet Light Detection. The result is a greatly enhanced set of law enforcement equipment in
recognition of the evidence collection mission associated with any WMD or CBRN incident.

Online Selection Factors

No selection matrix has been formulated for this section.
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Section 21 - Other Authorized Equipment

Overview

This section was created in 2007 to improve the alignment of the SEL with the DHS Authorized
Equipment List (AEL). Even though it is entitled “Other Authorized Equipment”, this section is in
fact used by the AEL for items such as consulting services, shipping charges, and sales tax that do

not fit in any of the normal equipment categories. Since maintenance packages/contracts are also not
“equipment” per se, the Personal Protective and Operational Equipment (PP&OE) SubGroup chose
to move the maintenance item from the Operational Equipment section into Section 21 for the 2007
edition. That is currently the only SEL item in this section.
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Section Changes for 2009

None.

Online Selection Factors

No selection matrix has been formulated for this section.
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Standards List

The list on the following pages is referenced by item number from multiple sections of the SEL. In
addition to its number, each item on the list has two annotations:

<

§
<

S
3
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g
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* Type, which will be either “A” for Adopted or “R” for Reference Only. Adopted standards are those
that have been formally adopted by the IAB (see discussion in the Standards Coordinating Commit-
tee section of the 2007 IAB Annual Report). All other standards are included for reference only.

e Use/Care, which distinguishes standards for the use and care of personal protective equipment, as
opposed to product certification standards. Such standards will be identified by “Y” in the Use/Care
column,

Each standard in this list also has a corresponding record in the Responder Knowledge Base
(www.rkb.us). The online records contain a summary description of the standard, the promulgating
organization, and one or more links through which the standard may be viewed or purchased.

ID# Standard Name Use/Care Type*
1 21 CFR (Several Standards apply) FDA. Local standards for EMS and facility R
patient management equipment should be used.
2 21 CFR 862.1345 (FDA), Glucose test system R
3 21 CFR 868.1400 (FDA), Carbon Dioxide Gas Analyzer R
4 21 CFR 868.1930 (FDA), Stethoscope head R
5 21 CFR 868.5630 (FDA), Nebulizer R
6 21 CFR 868.5895 (FDA), Performance Standard for Continuous Ventilator R
(Respirator)
7 21 CFR 868.5915 (FDA), Manual emergency ventilator R
21 CFR 870.1025 (FDA), Arrhythmia detector and alarm R
9 21 CFR 870.1120 (FDA), Blood pressure cuff R
10 | 21 CFR 870.2700 (FDA), Oximeter R
11 21 CFR 870.2800 (FDA), Medical magnetic tape recorder R
12 21 CFR 870.5300 (FDA), DC-defibrillator (including paddles) R
13 21 CFR 872.6770 (FDA), Cartridge syringe R
14 21 CFR 874.4770 (FDA), Otoscope R
15 21 CFR 876.1500 (FDA), Endoscope and accessories R
16 21 CFR 876.5980 (FDA), Gastrointestinal tube and accessories R
17 | 21 CFR 878 (FDA) (multiple sections apply) R
18 21 CFR 878.3900 (FDA), Inflatable extremity splint R
19 | 21 CFR 878.3910 (FDA), Non-inflatable extremity splint R
20 21 CFR 878.4040 (FDA), Surgical apparel R
21 21 CFR 878.4460 (FDA), Surgeon's glove R
22 21 CFR 878.4490 (FDA), Absorbable hemostatic agent and dressing R
23 | 21 CFR 878.4780 (FDA), Powered suction pump R
24 21 CFR 878.4800 (FDA), Manual surgical instrument for general use R
25 | 21 CFR 880 (FDA) (multiple sections apply) R
26 21 CFR 880.2900 (FDA), Colormetric Thermometer R

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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Standards List - Continued

Y]
ID# Standard Name Use/Care Type* ;%
27 | 21 CFR 880.2910 (FDA), Electronic Thermometer R |
28 21 CFR 880.2920 (FDA), Mercury Thermometer R
29 21 CFR 880.5025 (FDA), IV Bag Container R
30 21 CFR 880.5200 (FDA), IV Catheter R
31 21 CFR 880.5240 (FDA), Medical adhesive tape and adhesive bandage R
32 21 CFR 880.5420 (FDA), Pressure infusor for an 1.V. bag R
33 21 CFR 880.5440 (FDA), IV Administration Set (All Components) R
34 21 CFR 880.5725 (FDA), Infusion pump R
35 21 CFR 880.5860 (FDA), Piston syringe R
36 21 CFR 880.6230 (FDA), Tongue depressor R
37 21 CFR 880.6250 (FDA), Patient examination glove R
38 21 CFR 880.6740 (FDA), Vacuum-powered body fluid suction apparatus R
39 21 CFR 880.6760 (FDA), Protective restraint R
40 21 CFR 880.6820 (FDA), Medical disposable scissors R
41 21 CFR 880.6900 (FDA), Hand-carried stretcher R
42 21 CFR 880.6910 (FDA), Wheeled stretcher R
43 | 21 CFR 886.1570 (FDA), Ophthalmoscope R
44 21 CFR 886.4360 (FDA), Ocular surgery irrigation device R
45 21 CFR 898 (FDA), Performance Standard for Electrode Lead Wires and R
Patient Cables
46 29 CFR 1910. 95 (OSHA), Occupational Noise Exposure R
47 29 CFR 1910. 120 (OSHA), Hazardous Waste Operations and Emergency Y R
Response
48 29 CFR 1910. 132 (OSHA), General Requirements, PPE Y R
49 | 29 CFR 1910. 133 (OSHA), Eye and face protection Y R
50 | 29 CFR 1910. 134 (OSHA), Respiratory Protection Y R
51 29 CFR 1910. 135 (OSHA), Head Protection Y R
52 29 CFR 1910. 138 (OSHA), Hand Protection Y R
53 | 29 CFR 1910. 146 (OSHA), Permit-Required Confined Spaces
54 29 CFR 1910. 147 (OSHA), The Control of Hazardous Energy (Lockout/Tagout) R
55 29 CFR 1910.1030 (OSHA), Bloodborne Pathogens R
56 29 CFR 1926, (OSHA), Safety and Health Regulations for Construction R
57 40 CFR 264 (EPA), Standards for Owners and Operators of Hazardous Waste R
Treatment, Storage, and Disposal Facilities
58 | 42 CFR 84 (NIOSH), Respiratory Protective Devices R
59 42 CFR 84 (NIOSH), with Air-Purifying Escape Respirator (APER) CBRN A
Statement of Standard and Self-Contained Escape Respirator (SCER) CBRN
Statement of Standard; NPPTL Letter dated October 8, 2003
60 42 CFR 84 (NIOSH), with APR CBRN Statement of Standard; NPPTL Letter A
dated April 4, 2003

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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3 ID# Standard Name Use/Care Type*
é 61 42 CFR 84 (NIOSH), with Powered Air-Purifying Respirator (PAPR) CBRN A
Statement of Standard dated October 6, 2006
62 42 CFR 84 (NIOSH), with Self-Contained Breathing Apparatus (SCBA) CBRN A
Statement of Standard (Requires NFPA 1981-2007 Certification)
63 47 CFR 90 (FCC), Private Land Mobile Radio Services R
64 49 CFR 172.101 (DOT) Purpose and use of hazardous materials table R
65 | 49 CFR 173 (DOT), Hazardous Materials Transportation Guide - Requirements Y R
for HAZMAT Shipments and Packages
66 49 CFR 173.3 (DOT), Hazardous Materials Transportation Guide - Packaging Y R
and Exceptions
67 | 49 CFR 178, Specifications for Packaging Y R
68 | Advanced Encryption Standard (AES) R
69 | ANSI F852-99¢l, Standard Specification for Portable Gasoline Containers for R
Consumer Use
70 ANSI INCITS 385-2004, Face Recognition Format for Data Interchange R
71 | ANSI Z87.1 Occupational and Educational Personal Eye and Face Protection A
Devices, 2003 Edition
72 ANSI Z89.1, Industrial Head Protection, 2003 Edition A
73 | ANSI/Compressed Gases Association Specification G-7.1, Commodity R
Specification for Air, Edition 5, 2004
74 | ANSI/ISEA 102-1990, Gas Detector Tube Units - Short-Term Type for Toxic R
Gases and Vapors in Working Environments
75 ANSI/ISEA 105, Hand Protection Selection Criteria, 2005 Edition A
76 | ANSI/ISEA 107, High Visibility Safety Apparel, 2004 Edition A
77 ANSI/ISEA 207, High Visibility Public Safety Vests, 2006 Edition R
78 ANSI/NIST-ITL 1-2007, Data Format for the Interchange of Fingerprint, Facial, R

& Other Biometric Information - Part 1 (also available as NIST Special Publica-
tion 500-271)

79 ANSI/NIST-ITL 2-2008, Data Format for the Interchange of Fingerprint, Facial, R
& Other Biometric Information - Part 2: XML Version (also available as NIST
Special Publication 500-275)

80 | AOAC Test Methods for Handheld Bio Detectors A

81 ASTM D4490-96 (2006)el, Measuring the Concentration of Toxic Gases or R
Vapors Using Detector Tubes

82 | ASTM E2566-08 Standard Test Method for Determining Visual Acuity and Field R

of View of On-Board Video Systems for Teleoperation of Robots for Urban Search
and Rescue Applications

83 ASTM E2592-07, Standard Practice for Evaluating Cache Packaged Weight and R
Volume for Robots for Urban Search and Rescue

84 ASTM F1031-00 (2006), Standard Practice for Training the Emergency Medical R
Technician (Basic)

85 ASTM F1052-97 (2002), Standard Test Method for Pressure Testing Vapor Y R
Protective Ensembles

86 ASTM F1453-92 (2003), Standard Guide for Training and Evaluation of First R

Responders Who Provide Emergency Medical Care

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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ID# Standard Name Use/Care Type* S
87 ASTM F1556-94 (2007), Standard Guide for Spinal Immobilization and R 5
Extrication (Spine) Device Characteristics
88 ASTM F1651-95 (2002), Standard Guide for Training the Emergency Medical R
Technician (Paramedic)
89 ASTM F1897-04, Standard Specification for Leg Protection for Chain Saw Users R
90 ASTM F2020-02a, Standard Practice for Design, Construction, and Procurement R
of Emergency Medical Services Systems (EMSS) Ambulances
91 ASTM F2100-07, Standard Specification for Performance of Materials Used in R
Medical Face Masks
92 ASTM F2300-05, Standard Test Method for Measuring the Performance of R
Personal Cooling Systems Using Physiological Testing
93 | ASTM F2318-04, Standard Specification for Rotary Wing Basic Life Support R
94 ASTM F2319-04, Standard Specification for Fixed Wing Basic Life Support R
95 ASTM WK11343 (Work Item) - New Test Method for Blast Resistance of Trash R
Recepracles
96 CGA E-4, 4th Edition, Standard for Gas Pressure Regulators, Compressed Gas R
Association, 2002
97 CGA E-7, 2nd Edition, Standard for Medical Gas Regulators and Flowmeters, R
Compressed Gas Association, 1998
98 | CGA G-4.1, 5th Edition, Cleaning Equipment for Oxygen Service, Compressed R
Gas Association, 2004
99 Common Alerting Protocol (CAP) 1.1, OASIS, October 2005 A
100 | Data Encryption Standard (DES), and Triple-DES (3-DES) R
101 Emergency Data Exchange Language (EDXL) Distribution Element, OASIS, A
May 2006
102 | Emergency Data Exchange Language (EDXL) Hospital Availability Exchange A
(HAVE) 1.0, OASIS, November 2008
103 | Emergency Data Exchange Language Resource Messaging (EDXL-RM) 1.0, A
OASIS, November 2008
104 | Federal Food, Drug and Cosmetic Act R
105 | Federal Information Processing Standard (FIPS) 140-2, Security Requirements R
for Cryptographic Modules, 2001
106 | Federal Information Processing Standard (FIPS) 201-1, Personal Identity R
Verification (PIV) of Federal Employees and Contractors, 2006
107 | Global Justice XML Data Model (DOJ) A
108 | Guidelines for Design and Construction of Hospital and Health Care Facilities, R
2001 (American Institute of Architects and the Facilities Guidelines Institute)
109 | Guidelines for Environmental Infection Control in Health-Care Facilities, 2003 R
(CDC and the Healthcare Infection Control Practices Advisory Committee)
110 | IEEE 802.11b-1999 (R2003) Supplement to 802.11-1999, Wireless LAN MAC R
and PHY specifications: Higher speed Physical Layer (PHY) extension in the 2.4
GHz band
111 | IEEE 802.11g-2003 Amendment to IEEE Std 802.11, 1999 Edition (Reaff 2003) R
IEEE Standard for Information technology

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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3 ID# Standard Name Use/Care Type*
é 112 | KKK-A-1822E, Federal Specification for the Star-of-Life Ambulance R
113 | N42.13-1986, American National Standard Calibration and Usage of “Dose R
Calibrator” Ionization Chambers for the Assay of Radionuclides
114 | N42.14-1999, Calibration and Use of Germanium Spectrometers for the R
Measurement of Gamma-Ray Emission Rates of Radionuclides
115 | N42.32-2006, American National Standard Performance Criteria for Alarming A
Personal Radiation Detectors for Homeland Security
116 | N42.33-2006, American National Standard for Portable Radiation Detection A
Instrumentation for Homeland Security
117 | N42.34-2006, American National Standard Performance Criteria for Hand-held A
Instruments for the Detection and Identification of Radionuclides
118 | N42.35-2006, American National Standard for Evaluation and Performance of A
Radiation Detection Portal Monitors
119 | N42.38-2006, American National Standard Performance Criteria for R
Spectroscopy-Based Portal Monitors Used for Homeland Security
120 | N42.49, American National Standard for Performance Criteria for Personal R
Emergency Radiation Detectors (PERD) for Exposure Control (DRAFT
STANDARD)
121 | NFPA 10: Standard for Portable Fire Extinguishers, 2007 Edition R
122 | NFPA 30: Flammable and Combustible Liquids Code, 2008 Edition R
123 | NFPA 70: National Electric Code, 2005 Edition R
124 | NFPA 450: Guide for Emergency Medical Services and Systems, 2004 Edition R
125 | NFPA 472: Standard for Professional Competence of Responders to Hazardous A
Materials Incidents , 2008 Edition
126 | NFPA 473: Standard for Competencies for EMS Personnel Responding to A
Hazardous Materials Incidents, 2008 Edition
127 | NFPA 1006: Standard for Rescue Technician Professional Qualifications, 2003 R
Edition
128 | NFPA 1221: Standard for the Installation, Maintenance, and Use of Emergency R
Services, 2007 Edition
129 | NFPA 1404: Standard for Fire Service Respiratory Protection Training, 2006 A
Edition
130 | NFPA 1500: Standard on Fire Department Occupational Safety and Health Y R
Program, 2007 Edition
131 NEFPA 1581: Standard on Fire Department Infection Control Program, 2005 Y R
Edition
132 | NFPA 1600: Standard on Disaster/Emergency Management and Business A
Continuity Programs, 2007 Edition
133 | NFPA 1670: Standard on Operations and Training for Technical Search and A
Rescue Incidents, 2004 Edition
134 | NFPA 1851: Standard on Selection, Care, and Maintenance of Protective Y A
Ensembles for Structural Fire Fighting and Proximity Fire Fighting, 2008 Edition
135 | NFPA 1852: Standard on Selection, Care, and Maintenance of Open-Circuit Y A
Self-Contained Breathing Apparatus, 2008 Edition
136 | NFPA 1936: Standard on Powered Rescue Tools, 2005 Edition A

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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ID# Standard Name Use/Care Type* S

137 | NFPA 1951: Standard on Protective Ensembles for Technical Rescue Operations, A 5
2007 Edition

138 | NFPA 1971: Standard on Protective Ensembles for Structural Fire Fighting and A
Proximity Fire Fighting, 2007 Edition

139 | NFPA 1975: Standard on Station/Work Uniforms for Fire and Emergency A
Services, 2009 Edition

140 | NFPA 1977: Standard on Protective Clothing and Equipment for Wildland Fire A
Fighting, 2005 Edition

141 | NFPA 1981: Standard on Open-Circuit Self-Contained Breathing Apparatus A
(SCBA) for Emergency Services, 2007 Edition

142 | NFPA 1982: Standard on Personal Alert Safety Systems (PASS), 2007 Edition A

143 | NFPA 1983: Standard on Life Safety Rope and Equipment for Emergency A
Services, 2006 Edition

144 | NFPA 1989: Standard on Breathing Air Quality for Fire and Emergency Services A
Respiratory Protection, 2008 Edition

145 | NFPA 1991: Standard on Vapor-Protective Ensembles for Hazardous Materials A
Emergencies, 2005 Edition

146 | NFPA 1992: Standard on Liquid Splash-Protective Ensembles and Clothing for A
Hazardous Materials Emergencies, 2005 Edition

147 | NFPA 1994: Standard on Protective Ensembles for First Responders to CBRN A
Terrorism Incidents, 2007 Edition

148 | NFPA 1999: Standard on Protective Clothing for Emergency Medical Operations, A
2008 Edition

149 | NFPA 2112: Standard on Flame-Resistant Garments for Protection of Industrial A
Personnel Against Flash Fire, 2007 Edition

150 | NFPA 2113: Standard on Selection, Care, Use, and Maintenance of Flame- Y A
Resistant Garments for Protection of Industrial Personnel Against Flash Fire, 2007
Edition

151 | NIJ Guide 100-01, Selection and Application Guide to Personal Body Armor, Y A
2001

152 | NIJ Standard 0101.06, Ballistic Resistance of Body Armor, July 2008 A

153 | NIJ Standard 0106.01, Ballistic Helmets, December 1981 R

154 | NIJ Standard 0108.01, Ballistic Resistance Protective Materials, September 1985 R

155 | NIJ Standard 0603.01, Portable X-Ray Systems for Use in Bomb Identification, R
December 2007

156 | NIOSH Publication No. 2008-132, Guidance on Emergency Responder Personal R
Protective Equipment (PPE) for Response to CBRN Terrorism Incidents, June
2008

157 | NIST SP 800-31, Intrusion Detection Systems (IDSs) R

158 | NIST SP 800-36, Guide to Selecting Information Security Products R

159 | NIST SP 800-40, Version 2.0, Creating a Patch and Vulnerability Management R
Program (November, 2005)

160 | NIST SP 800-41, Guidelines on Firewalls and Firewall Policy R

161 | NIST SP 800-44, Guidelines on Securing Public Web Servers R

162 | NIST SP 800-45, Guidelines on Electronic Mail Security R

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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§; 163 | NIST SP 800-46, Security for Telecommuting and Broadband Communications R
164 | NIST SP 800-47, Security Guide for Interconnecting Information Technology R
Systems
165 | NIST SP 800-48, Wireless Network Security 802.11, Bluetooth and Handheld R
Devices
166 | NIST SP 800-73-1, Interfaces for Personal Identity Verification, October 2007 R
167 | NIST SP 800-76-1, Biometric Data Specification for Personal Identity R
Verification, January 2007
168 | NIST SP 800-83, Guide to Malware Incident Prevention and Handling R
(November, 2005)
169 | NSF/ANSI 5-2000, Water Heater, Hot Water Support Boiler, 2000 A
170 | NVLAP program (NIST) currently provides accreditation for several different R
types of whole body and extremity dosimeters
171 | The National Institute for Justice (NIJ) and the Department for Homeland R

Security (DHS) are currently funding the development of an NIJ Standard for
bomb suits. This standards development process is being managed by the NIST
Office for Law Enforcement Standards (OLES). The requirement for a bomb
suit standard was generated by the IAB PP&OE Subgroup in cooperation with
the National Bomb Squad Commanders Advisory Board (NBSCAB). The U.S.
military has developed the Operational Requirements Document (ORD) for
Explosive Ordnance Disposal Advanced Bomb Suit (ABS). The U.S. military has
also generated a draft Performance Specification, Bomb Suit, Advanced. The lead
organization for this class of military protective equipment development is the
Army Natick Soldier Center.

172 | Title 21 USC, Controlled Substances Act, Section 812 R

173 | UL 913, Intrinsically Safe Apparatus and Associated Apparatus for Use in Class I, A
I, and III, Division 1, Hazardous (Classified) Locations, 2002

174 | UL 2075, UL Standard for Safety Gas and Vapor Detectors and Sensors, 2004 A

*“R” indlicates a reference standard; “A” indicates a standard that has been formally adopted by the IAB.
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List of References

Comments

American Conference of Governmental Industrial
Hygienists (ACGIH). 2008 TLVs® and BEIs". ISBN:
978-1-882417-79-7.

Features a resource for scene reference.

Operating considerations include: Quantity of chemicals
discussed, and it is suitable for reference at the scene of
an incident and as a reference resource during preplan-
ning, training, and exercise development.

Association of American Railroads, Bureau of Explosives,
ATE U.S. Treasury Department. Emergency Action
Guides. Association of American Railroads, 2006. ISBN:
6-00-017107-2.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Available in hard copy or on CD-ROM from Bureau of
Explosives, 412-741-1096.

Association of American Railroads, Bureau of Explosives.
Emergency Handling of Hazardous Materials in Surface
Transportation. Association of American Railroads,
2009. ISBN: TBD.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

The 2005 Edition of this document has been discontin-
ued. A new edition is planned for release in 2009. Con-
tact the Bureau of Explosives, 412-741-1096 for details.

Bevelacqua, Armando S. Hazardous Materials
Chemistry. Delmar Thomson Learning, 2005. ISBN-13:
9781401880903.

Features basic chemical nomenclature for the responder,
and it is a textbook.

Operating considerations include: Detailed chemical
mechanisms are not discussed, reference resource during
training, used for training Hazardous Materials
Technicians.

Bevelacqua, Armando S., and Richard H. Stilp.
Hazardous Materials Field Guide. 2" Ed. Thomson
Delmar Learning, 2007. ISBN-13: 9781418038281

Features a resource for scene reference.

Operating considerations include: quantity of chemicals
discussed, and it is suitable for reference at the scene of
an incident and as a reference resource during preplan-
ning, training, and exercise development.

Bevelacqua, Armando S., and Richard H. Stilp.

Terrorism Handbook for Operational Responders. 3 ed.

Delmar Pub, 2009. ISBN-13: 9781428311459

Features a reference for planning, and training.

Bevelaqua, Toby. Hazardous Materials: Managing the
Incident Field Operations Guide. Red Hat Publishing,
2005. ISBN: 1-932235-05-1.

Features a resource for scene reference.

The FOG includes detailed tactical checklists that follow
the Eight Step Process©, a section on identification

and recognition of containers, data cards on the top

50 hazardous materials and CBRNE, as well as a matrix
of WMD and drug lab precursor chemicals. The FOG

is also designed for use in the classroom to support
Hazardous Materials Technician and Incident
Commander training.

The Field Operations Guide (FOG) is designed to be
used at the incident scene as a reference guide to strategic
and tactical decision-making.
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Comments

Burns, Paul. Symbol Seeker, Hazard Identification
Manual. International Edition. Symbol Seeker, 1996.
ISBN: 095088362x.

Callan, Michael. Street Smart HazMat Response: A
Common-Sense Approach to Handling Hazardous
Materials Emergencies. Red Hat Publishing, 2001.
ISBN: 096565656x.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Operating considerations include: used for preplanning,
training and exercise development.

Centers for Disease Control. Public Health Emergency
Response Guide for State, Local, and Tribal Public
Health Directors. Edition 1.0. Center for Disease
Control. Available at: http://www.bt.cdc.gov/planning/
responseguide.asp

Features an all-hazards reference tool. Pocket-sized.
Durable. Contains checklists, templates, and guidance.

Designed for public health professionals responsible for
initiating response activities during the first 24 hours of
an emergency or disaster.

Suitable for reference at the scene of an incident and as
a reference resource during preplanning, training, and
exercise development.

Christen, Henry T., and Paul M. Maniscalco. Mass
Casualty and High-Impact Incidents: An Operations
Guide. 2" revised ed. Prentice Hall, 2002. ISBN-13:
978-0130992222.

Features a reference for planning and training.

Christen, Henry T., and Paul M. Maniscalco. Terrorism

Response: Field Guide for Fire and EMS Organizations.
Prentice Hall, 2002. ISBN-13: 978-0131109063.

Features a reference for planning and training.

Christen, Henry T., and Paul M. Maniscalco. Terrorism

Response: Field Guide for Law Enforcement. 3 ed.
Prentice Hall, 2005. ISBN-13: 978-0131107472.

Features a reference for planning and training.

Currance, Phillip L. Medical Response to Weapons
of Mass Destruction. Mosby/JEMS, 2005. ISBN-13:
978-0323023313.

Useful for education of first response medical personnel.

Currance, Phillip L., Bruce Clements, and

Alvin C. Bronstein. Emergency Care for Hazardous
Materials Exposure. 3" ed. Mosby/JEMS, 2006.
ISBN-13: 978-0323048773.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Department of Defense. 21* Century Bioterrorism and

Other Threats: U.S. Army Handbook on Medical Man-
agement of Radiological Casualties — Practical Emer-
gency Information about Nuclear Weapons, “Dirty”
Radioactive Bombs, Accidental Release, and other
Radiation Contamination Threats. 1 ed. Progressive

Management, 2002. ISBN-13: 978-1931828239.

Features descriptions of toxicological mechanisms caused
by radiological hazards.

Farm Chemicals Handbook 2002. Meister Publishing
Company, 2002. ISBN-13: 978-9990801064.

Features a resource for scene reference.

Operating considerations include: quantity of chemicals
discussed, and it is suitable for reference at the scene of
an incident and as a reference resource during preplan-
ning, training, and exercise development.
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Federal Explosives Law and Regulations, ATF
Publication 5400.7. Bureau of Alcohol, Tobacco, and
Firearms, 2007.

Available online at http://www.atf.gov/explarson/
fedexplolaw/2007edition/index.htm

Provides legal framework, questions and answers, and
example rulings. Also provides guidance on explosive
handling and storage.

Fire, Frank L. Common Sense Approach to Hazard-
ous Materials. 2" ed. Pennwell Books, 1996. ISBN-13:
978-0912212111.

Textbook dealing with the chemistry and effects of
hazardous chemicals and radiation.

Foden, Charles R., and Jack L. Weddell. First
Responder’s Guide to Agricultural Chemical
Accidents. Boca Raton: CRC Press LLC., 1992.
ISBN-13: 978-0873717991.

Features descriptions of toxicological mechanisms for the
field medical technician.

Operating considerations include: limitations due to the
level of deployment agricultural chemicals, to be based
upon protocol which the field medical technician can
function, reference resource during training, and used for
training Hazardous Materials Technicians.

Forsberg, Krister, and S.Z. Mansdore. Quick Selection
Guide to Chemical Protective Clothing. 5% Ed. John
Wiley & Sons, Inc., 2007. ISBN: 978-0-470-14681-1.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Genium’s Handbook of Safety, Health, and
Environmental Data for Common Hazardous
Materials, CD-ROM. 1* ed. McGraw-Hill Professional,
1998. ISBN-13: 978-0071341431.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Gosselin, Robert E., Roger P. Smith, Harold C.
Hodge, and Jeannet Braddock. Clinical Toxicology
of Commercial Products. 5* ed. Williams & Wilkins,
1984. ISBN-13: 978-0683036329.

Features descriptions of toxicological mechanisms of

Toxic Industrial Chemicals (TICs).

Operating considerations include: Detail of mecha-
nisms somewhat limited, reference resource during
pre-planning, and used for training Hazardous Materials
Technicians.

Graves, Barbara, ed. Chem-Bio: Frequently Asked
Questions. Tempest Publishing, 1998. ISBN-13:
978-0966543711.

Features descriptions of military generated chemicals, as
well as questions and answers.

Operating considerations include: quantity of chemicals
discussed, and it is a reference resource during preplan-
ning and exercise development.

Hawley, Christopher David. Hazardous Materials Air
Monitoring and Detection Devices. 2™ ed. CENGAGE
Delmar Learning, 2006. ISBN-13: 978-1418038311.

Operating considerations include: Used for preplanning,
training and exercise development.

Hawley, Chris, Gregory G. Noll, and Michael S.
Hildebrand. Special Operations for Terrorism and
HazMat Crimes. Red Hat Publishing, 2001. ISBN-13:
978-0965656573.

Operating considerations include: Used for preplanning,
training and exercise development.

253

g
N
S
~
3




S
s
=

2

References

List of References - Continued

Comments

Heymann, David L., ed. Control of Communicable
Diseases Manual. 19" ed. American Public Health
Association, 2008. ISBN-13: 9780875531892.

The Control of Communicable Diseases Manual is

the most widely recognized sourcebook on infectious
diseases. The new 18th edition addresses concerns about
the impact of communicable diseases around the globe as
they, new and unknown, continue to thrive, kill, maim
and surprise the masses. Among the diseases addressed

in the new edition is Severe Acute Respiratory Syndrome

(SARS).

Keith, Lawrence. The National Toxicology Program’s
Gloves+ Version 3.12. Lewis Publishers, 1992. ISBN:
0873717104.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Kozlow, Christopher, and John Sullivan. Jane’s Facility
Security Handbook. Jane’s Information Group, 2001.
ISBN-13: 978-0710622884.

Features descriptions of primary planning issues.

Operating considerations include: Direction with organi-
zational structures, and to be used as a reference resource
during preplanning, training, and exercise development.

Trebisacci, David. NFPA Hazardous Materials Response

Handbook, 2008 Edition. National Fire Protection
Association, 2008. ISBN: 472HB0S.

The Hazardous Materials Response Handbook includes:

Includes the full texts of the 2008 NFPA 472:
Competence of Responders to Hazardous Materials/
Weapons of Mass Destruction Incidents and the

2008 NFPA 473: Competencies for EMS Person-

nel Responding to Hazardous Materials/Weapons of
Mass Destruction Incidents; relevant commentary that
provides background information plus hands-on advice
based on years of experience in the field; more than 200
illustrations, photos, and worksheets that support key
facts so you can understand them more fully and apply
requirements correctly; explanations of how to respond
to haz-mat incidents resulting from general criminal/
terrorist activities, as well as those involving weapons

of mass destruction and radioactive materials; and
practical guidance on emergency medical service response
to incidents involving weapons of mass destruction and
radioactive materials.

Operating considerations include: reference resource
during preplanning, training, and exercise development,
and it includes relevant NFPA standards.

Lewis, Sr. Richard J. Hawley’s Condensed Chemical

Dictionary. 15th ed. Wiley-Interscience, 2007. ISBN-13:

978-0471768654.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Lewis, Sr. Richard J. Hazardous Chemicals Desk
Reference. 5th ed. Wiley-Interscience, 2002. ISBN-13:
978-0471441656.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Lewis, Sr. Richard J. Sax’s Dangerous Properties of
Industrial Materials, Three Volume Print. 11 ed.
Wiley-Interscience, 2005. ISBN-13: 978-0471701330.

Features a resource scene reference for chemical hazards.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.
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Maniscalco, Paul M., and Hank T. Christen. Under-
standing Terrorism and Managing the Consequences.

Prentice Hall, 2001. ISBN-13: 978-0130212290.

Operating considerations include: Used for preplanning,
training and exercise development.

Maslanskey, Carol J. Air Monitoring Instrumentation:
A Manual for Emergency, Investigatory, and
Remedial Responders. John Wiley & Sons, 1993.
ISBN-13: 978-0471284604.

Operating considerations include: Used for preplanning,
training and exercise development.

Matheson. Effects of Exposure to Toxic Gases: First Aid
and Medical Treatment. Matheson, 1988. ISBN-13:
978-9994698608.

Features limited descriptions of toxicological
mechanisms.

Operating considerations include: quantity of chemicals
discussed and reference resource during preplanning,
training, and exercise development.

Milne, G.W.A. Gardner’s Chemical Synonyms and
Trade Names. 11* ed. Wiley Publishing, 1999.
ISBN-13: 978-0-566-08190-3.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

National Guidelines for Bomb Technicians. National
Bomb Squad Commanders Advisory Board, April 2006.
www.nbscab.org.

Operating considerations include: Used for preplanning,
training, technical selection, certification/accreditation,
and equipment requirements.

National Institute for Occupational Safety and Health.
NIOSH Pocket Guide to Chemical Hazards. NIOSH
Publication Number 2005-149. September 2005
Edition. ASIN: BOOOESOY8C. CD-ROM and Online
Versions Available: http://www.cdc.gov/NIOSH/npg.

Features an excellent quick reference for toxic industrial
chemicals. Also available in CD-ROM and online

version.

It can be obtained by calling 1-800-35-NIOSH.

National Strategic Plan for U.S. Bomb Squads. National
Bomb Squad Commanders Advisory Board, December
2006. www.nbscab.org.

Provides “Master Plan” for accredited bomb squads,
shapes bomb squad policy development, and distribution
restricted to accredited bomb squads. Further informa-
tion, as well as an Executive Summary for Industry, is
available at www.nbscab.org.

Operating considerations include: Addresses alignment
and coordination of Federal resources, and builds tactics,
techniques, and procedures.

Noll, Gregory G., Michael S. Hildebrand, and James G.
Yvorra. Hazardous Materials: Managing the Incident.
3 ed. Red Hat Publishing, 2005. ISBN:
1-932235-04-3.

Overviews the management of hazardous materials
incidents. Primarily a learning text.

The textbook consists of 12 chapters with chapters 1-3
addressing preparing for the incident and chapters 4-12
addressing how to respond safely to a hazardous materials
incident. Chapter 4 is written as a “bridge chapter” and
provides an overview of the Eight Step Process&copy;
which is a systematic way of approaching a hazmat
incident. Chapters 5-12 expand on Chapter 4 by
dedicating one chapter to each of the Eight Steps.

Operating considerations includes: Suitable for preplan-
ning, training, and exercise development.
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NRT Response Subcommittee Workgroup.

Joint Information Center Model: Collaborative
Communications During Emergency Response. The
National Response Team, 2000. http://www.nrt.org.

A plan for conducting crisis communications during
emergency responses that necessitate collaboration of
multiple organizations to provide timely, useful and ac-
curate information to the public and other stakeholders.
The JIC Model works within the structure of ICS/UC
while seeking to accommodate responses conducted
under the FRE, FRERP, NCP or WMD/terrorist

incidents.

Document available at: http://www.nrt.org/
production/NRT/NRT Web.nsf/AllAttachmentsBy Title/
A-55]1C/$File/JIC.pdf2OpenElement

Operating considerations include: Used at strategic
level operations, and it is a reference resource during
preplanning, training, and exercise development.

O’Neil, Maryadele J., ed. The Merck Index:
An Encyclopedia of Chemicals, Drugs, and
Biologicals. 14" ed. Merck Publishing, 2006.
ISBN-13: 978-0911910001.

Features a resource scene reference for chemical hazards
of technical nature.

Operating considerations include: suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

The web accessible version of The Merck Index, Four-
teenth Edition is co-published by Merck & Co., Inc. and
CambridgeSoft. This electronic version contains the text
and structures of the monographs, the supplementary
tables section and the Organic Name Reactions section.
This product features powerful text and substructure
searching tools for exploring the database. For subscrip-
tion information contact:

CambridgeSoft

100 Cambridge Park Drive
Cambridge, MA 02140 USA
ChemStore.Com (the online store)
800-315-7300 (US & Canada)
617-588-9300 (Local & International)

info@cambridgesoft.com (sales department E-mail)

The Merck Index OnlineSM is a text searchable database
that contains the monograph section of The Merck
Index, Thirteenth Edition. Contact the following
licensed vendors for subscription access:

DIALOG

The Dialog Corporation 11000 Regency Parkway, Suite
10 Cary, North Carolina 27511 Tel: 1-800-3-DIALOG
www.dialog.com

E-mail: customer@dialog.com

STN International
Chemical Abstract Service
2540 Olentangy River Road
Columbus, OH 43202

Tel: 1-800-848-6533
WWW.Cas.0rg

E-mail: help@cas.org
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Olson, Kent R. Poisoning and Drug Overdose.
5% ed. McGraw-Hill Medical, 2006. ISBN-13:
978-0071443333.

Features descriptions of toxicological mechanisms.

Operating considerations include: Used for preplanning,
training, and exercise development.

Pohanish, Richard P. Sittig’s Handbook of Toxic and
Hazardous Chemicals and Carcinogens. 4" ed. New
York: Noyes Publications/William Andrew Publishing,
2002. ISBN-13: 978-0815514596.

Features a resource for scene reference.

Operating considerations include: Suitable for reference
at the scene of an incident and as a reference resource
during preplanning, training, and exercise development.

Reigart, J. Routt, and James R. Roberts. Recognition
and Management of Pesticide Poisoning. 5" ed.
Environmental Protection Agency, 1999.

Features descriptions of toxicological mechanisms.

Downloadable from www.epa.gov/pesticides/safety/
healthcare/handbook/handbook.htm

Used for preplanning, training, and exercise
development.

Sidell, Frederick R. Jane’s Chemical-Biological
Handbook. 3" ed. Jane’s Information Group, 2005.
ISBN-13: 978-0710627735.

Features overviews all of the primary military, chemical
and biological materials. Includes differential diagnosis
tools for agent identification.

Stilp, Richard H., and Armando S. Bevelacqua.
Emergency Medical Response to Hazardous Materials.
1** ed. Delmar Thomson Learning, 1997. ISBN-13:
9780827378292.

Features descriptions of toxicological mechanisms for the
field medical technician.

Operating considerations include: limitations due to the
level of deployment, based upon protocol which the field
medical technician can function, reference resource
during training, and used for training Hazardous
Materials Technicians.

Ulin, Scott, and Scott Stuz. Hazardous Material Injuries.
4% ed. Bradcomm, Inc., 1997. ISBN: 0-913019-05-4.

Features descriptions of toxicological mechanisms.

United States Army Medical Research Institute

of Chemical Defense. Medical Management of
Chemical Casualties Handbook. 3" ed. Aberdeen
Proving Ground: International Medical Publishing,
Inc., 2002. ISBN-13: 978-1588081681.

Features descriptions of toxicological mechanisms caused
by chemical weapons.

United States Army Medical Research Institute of
Infectious Diseases. USAMRIID’s Medical Management

of Biological Casualties Handbook. 4 ed. Fort Detrick,
Frederick, Maryland: International Medical Publishing,
Inc., 2001. ISBN-13: 978-1588081629.

Features descriptions of toxicological mechanisms caused

by biological hazard.

United States Coast Guard. Chemical Hazards Response

Information System: Hazardous Chemical Data Manual

(CHRIS Manual). U.S. Department of Transportation,
1999. ISBN: 0-16-049953-4.

Features a resource for scene reference.

Operating considerations include: Quantity of chemi-
cals discussed, suitable for reference at the scene of an
incident and as a reference resource during preplanning,
training, and exercise development, particularly suited
for toxic industrial chemicals, and does not address
military agents.

257

g
N
S
~
3




S
s
=

2

References

List of References - Continued

Comments

United States Department of Energy. Emergency
Responder Radioactive Material Quick Reference Sheet.

U.S. Department of Energy Transportation Emergency
Preparedness Program (TEPP), 2006.

This job aid is a quick reference to assist emergency
responders in identifying preliminary safety precautions
that should be taken during the initial response phase
after arrival at the scene of an incident involving
radiological material.

In addition to this quick reference sheet, free train-

ing with valuable course material is available through
the TEPP Modular Emergency Response Radiological
Transportation Training (MERRTT) Program. For more
information, go to http://www.em.doe.gov/TEPPPages/
TEPPTraining.aspx

United States Department of Transportation, Transport
Canada, and Secretariat of Communications and
Transportation of Mexico. Emergency Response
Guidebook 2008. Labelmaster, 2008.

Features a resource for scene reference.

The Emergency Response Guidebook (ERG2008)

was developed jointly by the US Department of Trans-
portation, Transport Canada, and the Secretariat of
Communications and Transportation of Mexico (SCT)
for use by firefighters, police, and other emergency
services personnel who may be the first to arrive at the
scene of a transportation incident involving a hazardous
material. It is primarily a guide to aid first responders in
(1) quickly identifying the specific or generic classifica-
tion of the material(s) involved in the incident, and (2)
protecting themselves and the general public during
this initial response phase of the incident. The ERG is
updated every three to four years to accommodate new
products and technology.

Can be obtained via web at http://phmsa.dot.gov/static
files/ PHMSA/DownloadableFiles/Files/erg2008_eng.pdf

Details of chemicals discussed.
Suitable for reference at the scene of an incident and as

a reference resource during preplanning, training, and
exercise development.

Venzke, Ben N. First Responder Chem-Bio Handbook.

Tempest Publishing, 1998. ISBN-13: 978-0966543704.

Features descriptions of military generated chemicals.

Operating considerations include: quantity of chemicals
discussed, and it is a reference resource during preplan-
ning and exercise development.

Viccellio, Peter, ed. Handbook of Medical
Toxicology. 1 ed. Little Brown & Co., 1993.
ISBN-13: 978-0316902472.

Features descriptions of toxicological mechanisms.

Operating considerations include: Used for preplanning,
training, and exercise development.

Walsh, Donald W. ed., Hank T. Christen, Geoffrey T.
Miller, Christian E. Callsen Jr., Frank J. Ciffuffo, and
Paul M. Maniscalco. National Incident Management
System: Principles and Practice. 1* ed. Jones & Bartlett
Publishers, 2005. ISBN-13: 978-0763730796.

Features reference for planning and training.

Operating considerations include: Used for preplanning,
training, and exercise development.

Yaws, Carl. Matheson Gas Data Book. 7" ed.
McGraw-Hill Professional, 2001. ISBN: 0071358544.

Features limited descriptions of toxicological
mechanisms.

Operating considerations include: Quantity of chemicals
discussed, and it is a reference resource during preplan-
ning, training, and exercise development.






